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Abstract
The article aims to study the structure of and improve the model for the fostering of managerial competencies to solve the problems of 
a technological breakthrough in the domestic economy. The authors apply their proprietary approach that makes it possible to reveal 
the range of interdisciplinarity and to specify its content. Methods and tools for mastering the competencies in demand are developed. 
As the empirical base which proves the validity of their сonclusions, the authors cite their own research as well as the results of the 
analysis of educational programs in engineering management implemented at the leading universities of the world, and the expert 
opinions of the heads of energy enterprises and professors of Russian universities. The paper analyzes the key factors in the formation 
of interdisciplinary competencies: a management paradigm towards which the educational process is oriented, a model of knowledge 
and skills that is adequate to the content of the tasks of a technological breakthrough, a methodology for analyzing interdisciplinary 
relationships in managerial decisions. The article outlines the relevant experience of training managers of various levels by the 
Department of Energy Management Systems and Industrial Enterprises of Ural Federal University. 
The study is scientifi cally novel as it discovers a new approach to understanding interdisciplinarity when determining the managerial 
competencies necessary for a technological breakthrough. The practical signifi cance of the article is due to the fact that it presents the 
experience of implementing the developed approach to the training of managers with an increased readiness to constantly embrace 
and implement future technologies.
Keywords: interdisciplinarity, interdisciplinary competencies, technological breakthrough, managerial education, proactive 
management, advanced learning, systems engineering, methodology for training managers.
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Introduction
The issue of applying an interdisciplinary approach 

in science, education, and practice has gained particular 
popularity over the past decade, characteried by an intense fl ow 
of technological innovations, an ever-increasing uncertainty of 
the context, and profound changes in political, economic and 
social foundations.

Interdisciplinarity, as noted in [Arbesman, 2015], is today 
found in almost everything. Of course, this trend can be 
considered a manifestation of academic fashion. However, 
if we look at the number of publications with the keywords 
“interdisciplinarity” or “interdisciplinary” in the scientifi c bases 
of the peer-reviewed literature from 2010 to 2021, it seems 
possible to clearly record the steady positive dynamics of the 
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interest of authors and readers in this phenomenon (Fig. 1). It 
can be safely assumed that the trend towards interdisciplinarity 
will further intensify as the volume of new complex tasks 
grows, as knowledge diff erentiation and integration increases 
[Kodama, 2018].

By interdisciplinarity the authors understand the synthesis of 
knowledge from diff erent fi elds of science and practice and the 
identifi cation of new relationships between them, which make 
it possible to obtain qualitatively new solutions to complex 
problems. It is important to pay attention to the practical 
signifi cance of this interpretation: due to the interdisciplinarity, 
it becomes possible to generate knowledge, without which it is 
virtually impossible to solve problems with a nonlinear, unclear 
structure in conditions of continuous change, uncertainty, and 
chaos. This statement is of particular relevance when aiming 
for a technological breakthrough, when it is necessary to create 
and quickly implement unique innovations simultaneously in 
a wide variety of industries and processes. Due to the mutual 
enrichment of scientifi c disciplines or areas of practical 
activity, completely new questions are identifi ed and problems 
are formulated, the research results of which allow to obtain 
methodological tools, expand the horizon of science and 
increase the effi  ciency of practice.

In such axiomatics, a specialist, be it an engineer, a manager, 
an expert in information technology, must quickly navigate 
even in those areas of knowledge, markets and industries that 
were traditionally not “mandatory” for his fi eld of activity. The 
scale, depth, and versatility of the expertise of a new generation 
professional are increasing dramatically today, which requires 
refl ection in educational programs of diff erent areas of training. 
Speaking about management education in particular, when 
training managers, it is important not only to demonstrate 
the possibilities of interdisciplinary methodology as a way to 
organise teamwork for a comprehensive analysis of the situation 
and improve heuristic effi  ciency, but also to equip them with an 

arsenal of appropriate decision-making tools [Chryssolouris et 
al., 2013; Carr et al., 2018; Gitelman et al., 2019; Professionals 
in competition.., 2021].

The purpose of this article is to identify the forms of 
interdisciplinarity and interdisciplinary competencies of 
managers that are especially signifi cant for a technological 
breakthrough and to determine the most eff ective ways 
to form them. The author's approach to the defi nition of 
interdisciplinarity made it possible to identify the composition 
of the necessary interdisciplinary competencies and their 
relationship, which is important to take into account in the 
training of innovative managers. 

1. Model of interdisciplinary competencies 
of managers for a technological breakthrough

The reduction of the "half-life" of professional knowledge 
and the avalanche-like growth in the volume of new information 
necessary for professional activity, on the one hand, and the 
limited time frame for the formation of new competencies, 
on the other, require constant analysis and restructuring of 
the conceptual model of competencies required in solving 
actual and predictable tasks. The growing complexity of 
tasks and the environment of managerial activity leads to the 
fact that instead of obsolete competencies, there is a need for 
modernised or completely new ones, which are characterised 
by a more interdisciplinary content and, accordingly, a more 
labor-intensive process of their formation.

Under the conceptual model of competencies, the authors 
mean the composition of clusters and the content of specifi c 
competencies included in them, integrated into a single system 
in accordance with their interrelations and dependencies and 
refl ecting the ability of a professional to solve a certain class of 
tasks and problems. Such a system of competencies is a model 
of an educational program graduate, which determines the goals, 
requirements for the content and methodological organisation 

Fig. 1. Dynamics of the number of publications containing the keywords “interdisciplinarity” and “interdisciplinary” 
in bibliographic databases:

a) in the Russian eLibrary database, b) in the international SCOPUS database

a) b)
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of the educational process. The model should have a simple 
and illustrative form, convenient, readable and accessible for 
analysis and conclusions. At the same time, the fi rst step in the 
transition from the model of a specialist to the process of its 
formation is the selection and full description of the complex of 
tasks that he must solve in his professional activity.

The structure and content of the conceptual model of actual 
competencies are determined by the management paradigm that 
the educational process is focused on in accordance with the 
understanding of the practical requirements for graduates of the 
management training program. Thus, the process of preparing a 

manager begins with the choice of a management paradigm and 
the development of a competency-based model of managerial 
activity corresponding to it.

The proactive control paradigm is the most appropriate for 
the tasks of a technological breakthrough. It determines not only 
the composition of competencies, but also their relationship and 
subordination, which are important to consider in the process 
of their formation. For this paradigm and, accordingly, a 
technological breakthrough, a suitable model is that includes 
the following clusters of managerial competencies: proactive 
competencies, methodological competencies, engineering 

Gitelman L.D., Isayev A.P., Kozhevnikov M.V., Gavrilova T.B.Interdisciplinary competencies of managers for a technological breakthrough

Table 1
Th e structure of interdisciplinary competencies of managers

Cluster competencies Examples of specifi c competencies

Proactive measures

• Creation of systems for early detection of threats and opportunities
• Concept design
• Visual analytics
• Designing the future of the company
• Development of leadership strategies
• Organisation of advanced training

Methodological

• Selection of tools for solving new problems, taking into account their interdisciplinary specifi cs
• Development of integrated solutions at the intersection of management, engineering, economics, 

IT technologies, ecology, psychology, sociology
• Conceptualisation of new scientifi c knowledge and technologies in the development of innovative projects
• Assessment of the need to update their professional competencies in accordance with new interdisciplinary 

knowledge

Engineering-economical

• Economic evaluation of engineering solutions
• Comprehensive analytics for solving breakthrough problems
• Management accounting in interdisciplinary projects
• Economic calculations and advanced business development models
• Investment management in innovation engineering
• Estimating costs and predicting the results of large projects
• Assessing risks and resource effi  ciency

Engineering-management

• Organisation of technological modernisation processes
• Project portfolio management
• Support for technological entrepreneurship
• Managing the interaction of employees, contractors, developers in solving complex problems
• Organisation of network cooperation and distributed leadership

Digital resource 
management

• Digital remote control instruments
• Application of Internet technologies in organisational activities
• Technologies for the use of smart systems
• Organisation of business processes in a virtual environment
• Conceptualisation of technological process digitalisation

Soft skills
• Social, cross-cultural and interpersonal communications
• Ability to collaborate productively and work as a team in a digital environment
• Ability for self-development, self-learning and self-regulation
• Ability to adapt and achieve results in a changing environment
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and managerial competencies, engineering and economic 
competencies, digital resource management competencies, soft 
competencies [Gitelman et al., 2020b ].

This sequential list of competency clusters is a hierarchical 
structure, in which each of the clusters includes managerial 
abilities contained in the competencies below (Table 1). 

In accordance with the understanding of the subordination 
and interrelationships of the main competencies of managers 
who are able to work in the proactive management paradigm, 
the optimal logic of their formation in training is determined 
(Fig. 2).

All these competencies are formed on the basis and to a 
large extent in the process of fundamental training, which 
creates a scientifi c understanding of the tasks and possibilities 
for their solution. Fundamental knowledge is the basis for the 
formation of interdisciplinary competencies, and the fl exibility 
of thinking ensures the quality and dynamics of this process 
[Gitelman et al., 2022]. In turn, the formed interdisciplinary 
competencies develop the fl exibility of managerial thinking 
and consolidate fundamental knowledge. Thus, the formation 
of abilities to solve interdisciplinary problems is closely related 
to the fundamental knowledge and fl exibility of managerial 
thinking.

Let us give a generalised description of competence clusters 
discussed above.

Proactive competencies - the ability to anticipate changes 
in many heterogeneous factors, events and contexts, predict the 
future of the organisation and, based on this, develop solutions 
and proactive actions to adapt systems and business processes 
to anticipated and unpredictable changes.

In the competencies of preventive actions, research is 
highlighted, defi ned as the ability to see the need for additional 
study of certain issues and conditions of organisational and 
managerial activity, set specifi c tasks for applied research and 
organise its conduct, use the results obtained to make decisions, 
taking into account possible changes in the internal and external 
environment of the organisation.

Methodological competencies, as well as research 
competencies, acquire high significance with proactive 
management and organisation of advanced learning. 
They are abilities that allow you to develop a new vision 
and restructure your activities in connection with the 
emergence of fundamental changes in organisational 
systems. Theoretical training, flexible intellectual 
models and adaptive individual managerial strategies are 
necessary conditions for the formation of methodological 
competencies, which: 

• expand the range of interdisciplinarity and the arsenal 
of systemic actions required to solve new complex 
problems;

• provide integrated solutions at the intersection of 
management, engineering, economics, IT-technologies, 
ecology, psychology, sociology and other scientifi c fi elds;

• establish and use the relationship between existing 
experience and new areas of activity, as well as new 
professions that become necessary to solve innovative 
problems.

Engineering and economic competencies (EEC) - the ability 
to use economic knowledge in evaluating the eff ectiveness 
of creating new technical and technological systems and 
their operation. The possession of these competencies is an 
indispensable condition for the work of a leader in order to 
make decisions regarding innovative activities.

Engineering and management competencies (EMC) - the 
ability to organise an active innovation process, the necessary 
organisational changes and the appropriate corporate culture, 
manage the life cycle of technological systems, improve internal 
and external communications, work with personnel (selection, 
motivation, professional growth and development of abilities), 
determine the priorities for the allocation of resources, taking 
into account the interests of stakeholders.

Unfortunately, in foreign publications, almost no attention 
is paid to the problems of the formation of EEC and EMC. The 
fact that managers need to know the basics of engineering and 
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Fig. 2. Th e logic of the formation of managerial competencies for a technological breakthrough 
in accordance with the subordination of their content
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economics, as well as the fact that engineers need to master 
individual management tools, be able to work in project 
teams and understand the logic of entrepreneurship, seems 
indisputable today. With a deeper literary analysis, it turns out 
that specifi c tools for mastering the engineering and economic 
competencies of managers, their composition, and the required 
educational content are described very superfi cially.

Nevertheless, some generalisations regarding other views 
on the interpretation of these types of competencies can be 
made. So, EEC, as a rule, is understood as technical literacy, 
which is expressed in various attributes: the ability to “speak 
the same language” with engineering personnel, read the 
simplest diagrams and drawings, understand the composition 
and structure of the equipment of production systems, and, 
ultimately, based on this knowledge determine the economic 
component of certain engineering solutions [Childs, Gibson, 
2009; Barrett, 2020; Klinbumrung, 2020]. The objective 
function of the EEC is formulated in [El-Baz, El-Sayegh, 2007] 
and is to help managers "expand" the production cycle into 

separate stages, evaluate the cost and predict the contribution 
of each of them to the overall fi nancial result of the company.

As for EMC, they are a “consequence” of EEC and, according 
to a number of authors [Panuwatwanich et al., 2011; Pons, 2015; 
Jamieson, Donald, 2020], include a variety of decision-making 
skills regarding business development, taking into account the 
impact of the technological factor on the company's economy, 
its organisational structure, and market behavior model. Thus, 
EEC (fi rst level competencies) only allow estimating the 
cost of certain production solutions, converting engineering 
developments, prototypes, rationalisation proposals into money, 
and EEC (next level competencies) provide an opportunity to 
create deeper projects of business transformations based on 
such an engineering and economic assessment.

The results of our research [Gitelman et al., 2020a; 
Gitelman et al., 2020b; Professionals in competition.., 2021] 
demonstrate a greatly increased importance in the management 
of complex production systems of EEC and EMC, which 
are based on knowledge of the latest technologies and their 
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Fig. 3. Taxonomy of basic digital competencies of managers
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impact on the organisation of activities, business models, 
assessment of effi  ciency and risks, requirements for personnel. 
These competencies acquire particular importance during 
digitalisation: without mastering them, the manager will not be 
able to set specifi c substantive tasks for specialists.

Digital resource management competencies (manager's 
digital competencies) - the ability to work with complex 
information systems, large data sets and artifi cial intelligence, 
as well as rebuild business processes and organisational systems 
based on taking into account and using the capabilities of 
cloud technologies, the Internet of things, self-learning robotic 
complexes and smart environments.

Determining the content and structure of digital competencies 
is a highly relevant topic on the international research agenda 
[Van Laar et al., 2019; Oberlander et al., 2020; Van Laar et al., 
2020]. In particular, E. Van Laar and colleagues [Van Laar et al., 

2019; Van Laar et al., 2020] is attempting to create a taxonomy 
of digital competencies that includes fi ve levels. The developers 
of the taxonomy assume that, without having mastered the fi rst 
level competencies, it is impossible to fully master the second 
level competencies, and so on. (Fig. 3). 

Digital competencies are based on digital skills - 
well-established behaviors brought to automatism based 
on knowledge and skills in the use of digital devices, 
communication applications and virtual networks [Training 
digital skills.., 2018].

Soft competencies (universal, soft skills) - the ability to act, 
carry out introspection and solve problems, taking into account 
the personal qualities of partners, the social environment, 
group and interpersonal interactions, which are similar in many 
areas and fi elds of activity. According to the results of a survey 
conducted by the developer of educational services Talent 
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Fig. 4. Th e main soft  skills of managers
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Fig. 5. STEM concept in education
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Table 2
Annual master’s program in management in engineering from Duke University (USA)

Subjects 1st  term 2nd term

Basic Marketing
Finance in the high-tech industry

Intellectual Property, Business Law and Entrepreneurship
Management in the high-tech industry

Elective 
courses 
(4 at option)

Product development management
Commercialisation of high-tech innovations
Operations management
Quantitative fi nancial analysis
Design thinking
Customer Experience Design
Artifi cial intelligence in action
Marketing, analytics and research
Data search and analytics
Real-time data technologies
Fundamentals of Data Science
Fundamentals of Software Management (SW)
Software Quality Management
Competitive Strategies I
Industrial Consulting Practice I
Project Management I
Management Decision Models I

Negotiations and sales
Advanced fi nance for knowledge-intensive business
Supply chain management
Innovation management
What's New in Big Data Analytics
Data visualisation
Principles and Applications of Machine Learning
Intelligent Asset Management
Uncertainty design and decision optimisation
Product design
Engineering Entrepreneurship
Competitive Strategies II
Industrial Consulting Practice II
Project Management II
Management decision models II

Table 3
Master’s program “Management and engineering in the power industry” from 

University of Aachen (Germany) + Maastricht Business School (Th e Netherlands)

1st term 
(Aachen)

Electrical Machines I
Testing and diagnostics in complex systems 
engineering
Energy transformations: fundamentals, 
topology, analytical tools
Electricity storage and accumulation systems
Entrepreneurial strategy
Technological development strategy

2nd term 
(Aachen)

Electrical machines II
High-voltage equipment in main and distribution 
electrical networks
Automation in complex power systems
Accidents and resilience of power systems
Energy economics in the context of liberalised 
energy markets
Finance and accounting (controlling)
Electricity storage and accumulation systems - 
laboratory practice

3rd term 
(Maastricht 
Business School)

Global trends and sustainable business 
competitiveness
Organisational development and 
transformation
Management of international network projects
business economics
Responsible Supply Chain Management
Human capital management

4th term 
(Aachen 
or Maastricht 
Business 
School)

Master's thesis preparation
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LMS, soft competencies were identifi ed that most employees of 
the surveyed companies need to develop (Fig. 4).

Of the soft competencies, one should single out the ability 
for teamwork, which every year is becoming an increasingly 
important and necessary element of a manager's professionalism, 
especially when solving the problems of technological 
modernisation and digital transformation of a business.

2. At the center of the current agenda 
are engineering-economic 
and engineering-management 
competencies

An analysis of world practice shows that these 
competencies are formed in conjunction in special programs in 
engineering management (Engineering Management), as a rule, 
implemented in the magistracy (although there are examples 
of both bachelor's and MBA programs in this area, and also a 
combination of a master's degree and MBA, as is done at Harvard 
University [MS/MBA: Engineering sciences, w.y.; Top 9 stem-
certifi ed.., w.y.]). The standard requirement for applicants to 
a master's program is a basic education in the STEM model 

(science, technology, engineering and mathematics) [Masters in 
engineering management.., 2021].

STEM refers to the concept of interdisciplinary problem-
based learning that involves students in activities related to the 
design, development and operation of technological systems; 
open, case-oriented discussions on topical issues from the 
world of science, technology, social sphere; solving problems 
of specifi c industries and companies based on the application 
of fundamental knowledge about nature and the laws of 
technological development; team and individual work to solve 
problems of high uncertainty [White, 2014; Zaher, Damaj, 
2018; Application trends.., 2019].

All elements of the concept are closely interconnected and 
organically complement each other. The semantic roles played 
by each of the elements in the educational process are shown 
in Fig. 5.

As the object of study becomes more complex and the 
qualifi cations of students grow, the proportions of STEM shift 
towards an increase in the Technology and Engineering elements 
[Application trends.., 2019]. In other words, the more complex 
the issues discussed and the more qualifi ed the audience, the 
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Table 4
“System design and management” course examples (MIT)

Course type Engineering Management Interdisciplinary

Basic

System analysis
Computer systems design principles
Statistics for engineers and research 
specialists
Operations engineering

Strategic innovation management 
and entrepreneurship
Introduction to operations management
Competition in an unstable environment
Economic analysis for decision making

—

Advanced 
study

Engineering of human-machine systems 
of business
Engineering of distributed computer 
systems
Resource support for production: 
energy, materials, processes
Optimisation of logistics systems

Strategy for anticipating market 
changes
Theory and practice of behavioral 
decisions
Power and negotiations
Business analysis
Investment management
Innovative business ecosystems

Manufacturing systems
Design of logistics systems
Risk based solutions

Elective 
courses

Sustainable energy in the context 
of climate change
Biomaterials engineering
Aerospace systems engineering
Software engineering
Systems engineering (Advanced)
Cyber security
Cognitive robotics
Integrated microelectronics
Materials engineering for clean energy
Robotics

Strategic opportunities in energy
Transformation of business models 
in the digital economy
Financial data analysis and 
programming
Leadership in uncertainty
Data-driven communications
Blockchain in business
Game theory for competition 
for the future

Creative leadership teams
Engineering, economics 
and regulation in the electric 
power industry
Data analysis to create new 
value
Innovation teams
Business systems architecture
Roadmaps for technological 
business development
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fewer hours in the curriculum are devoted to fundamental laws 
and applied methods.

An analysis of the curricula of Master's programs in 
Engineering Management, implemented at the world's leading 
universities (included in the top 100 international rankings QS 
and THE), allows us to distinguish three types of them.

1. Programs aimed at universal training of leaders. They 
include an average of 10-15 courses in the fi eld of production, 
operational, IT management, sometimes with a focus on 
advanced technologies of the industrial revolution. The courses 
studied can be conditionally divided into two blocks: traditional 
(fi nance and economics, accounting, quality management, 
personnel management, operational management) and 
interdisciplinary with a focus on the technological aspect of 
business (systems engineering, development of innovations 
in engineering and management, information and analytical 
systems, business modeling, project management for the 
development of production and business) [Mesquita et al., 
2015]. An example of a program of this type is shown in 
Table. 2.

2. Leadership training programs for specifi c industries 
with advanced technologies that play a signifi cant role in the 
functioning and development of a business. The corresponding 
example is given in Table. 3.

3. Advanced programs focused on training innovative 
managers prepared for continuous development, testing and 
implementation of future technologies in engineering, IT, 
environmental security sector.

As examples of programs of the third type, we cite 
Stanford University (USA) and the Massachusetts Institute of 
Technology (USA).

The Management and Engineering program at Stanford 
University is built around six research topics that are directly 
integrated into the curriculum content at both the undergraduate 
and graduate levels: Computational Social Science, Decision 
Making and Risk Analysis, Operations Research, Organisational 
Management, Technology and Entrepreneurship, policy and 

strategy, quantitative methods of fi nancial analysis. Among 
the main learning outcomes of the program: mastery of the 
mathematical apparatus, the ability to plan and conduct 
experiments, the ability to design complex systems (based on 
systems engineering tools).

At MIT, the Systems Design and Management program is 
built on the three-orbit principle. On the central orbit - basic 
courses in engineering and management (36 credits). On the 
second orbit - compulsory courses of in-depth study (in the 
amount of 12 credits in engineering + 12 credits in management). 
And, fi nally, on the third orbit - elective courses at the student's 
choice (Table 4). Students are required to earn a minimum 
of 30 credits, with a choice of engineering, management and 
interdisciplinary courses. The list of electives to choose from 
is signifi cant: approximately 150 courses in engineering, 50 
management and 30 interdisciplinary courses. 

The practice of leading universities demonstrates an 
increased interest in engineering management, engineering and 
economic education. This is no coincidence: the production of 
the future, industry 4.0, is increasingly being put at the forefront. 
In Russian universities focused on complex high-tech industries 
(MEPhI, MAI, Moscow State Technical University named after 
N.E. Bauman, ITMO University and others), these issues are 
also given increasing attention when training managers and 
economists.

In complex high-tech industries, EEC are key competencies, 
since they ensure the functioning and development of the 
enterprise, its technical, technological and economic systems 
as a whole from the standpoint of improving reliability, safety, 
environmental and economic effi  ciency. EECs are in demand 
in substantiating and making managerial decisions in almost 
all areas of activity (logistics, fi nance, marketing, strategic 
management, etc.).

For example, in the power industry, as part of the fuel supply 
process at power plants, it is necessary to understand that the 
boiler runs on fuel of a certain quality, has strictly specifi c 
suppliers and prices. In fi nancial activities, when planning 
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Fig. 6. “Reference” structure of the educational program 
for training energy managers
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the budget of an energy company, it is necessary to know the 
relationship between the effi  ciency of power units and business 
results. Energy marketing involves rational behavior in the 
energy and capacity market of an active consumer - a customer 
of the energy system for the necessary services. It is not without 
reason that our survey of experts revealed the special importance 
of engineering and technical disciplines in the preparation of 
energy managers: according to the respondents, it is precisely 
such disciplines, organically interconnected with economic and 
managerial ones, that come to the fore in training and should 
occupy more than 30% of the teaching load (Fig. 6 ). 

The problem of a shortage of specialists with EEC is 
signifi cantly aggravated if it is considered in the context of 
scientifi c and technological progress on the side of electricity 
consumers - at a new stage of electrifi cation, a characteristic 
feature of which is the integration of intelligent energy systems 
and power-consuming systems into single self-adjusting and 
self-regulating production complexes. Important eff ects of this 
electrifi cation stage are structural and market: the emergence 
of new jobs and professions, the development of new markets 
and related technologies. For example, in transport, due to 
the advent of high-speed railways and smart automotive 
infrastructure, an explosive demand is expected in the next 
5–7 years for chemists, scientists in the fi eld of new materials, 
software engineers, industrial designers, urban economists, and 
service systems designers [Creating the clean energy.., 2013; 
Technology outlook 2025.., 2016].

In general, it can be noted that the trends of further changes 
in EEC specialists in the electric power industry are associated 
with a number of factors:

1) development of energy markets and increased 
competition;

2) introduction of intelligent energy systems;
3) business diversifi cation and development of economic 

relations between energy suppliers and consumers.

3. Systems engineering as a methodology 
for using interdisciplinary relationships 
in management decisions.

An understanding of interdisciplinary relationships is 
especially required for managers of industries that are the 
most complex engineering and technical complexes, such as 
the electric power industry, the telecommunications sector, 
the nuclear and oil and gas industries, transport, and the 
military space sector. In these sectors, they are technologies 
in the broadest sense, from targeted research and engineering 
to innovation, that are the objects of concentration of 
interdisciplinary relationships [Schoemaker et al., 2013; 
Okhtilev et al., 2014]. Therefore, knowledge of the engineering 
foundations of production and scientifi c and technological 
trends is an indispensable condition for the ability of a 
manager to perform his functions successfully. Therefore, in 
management education, the volume and content of scientifi c 
and technical, engineering and technological, technical and 
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Таблица 5
Междисциплинарные взаимосвязи энергетического перехода

Table 5
Interdisciplinary relationships of the energy transition

Links Subject of management decision making (examples)

Technology - economy Electricity prices - a methodology for assessing indicators of the eff ectiveness of capital investments

Economy-technology Technical and economic indicators of power plants - issues of reliability management, optimisation 
of power system modes

Technology-ecology Various forms of environmental impact of power equipment

Ecology-technology Ecological decision-making criterion in managing the development and operation 
of the electric power industry

Ecology-economy Environmental payments - current costs in environmental protection equipment

Economy-ecology Economic constraints, such as doubling prices to lower environmental regulations (compromise target)

Economy-society The impact of electricity and heating prices on people's living standards and their satisfaction with energy 
policy

Ecology - residents 
of the region

The impact of the environment determined by energy equipment on the health of the inhabitants 
of the region
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economic training should be signifi cantly strengthened, which 
will allow the manager to master the connections between 
technology, economics, ecology, the human factor [Gitelman 
et al., 2017], link professional knowledge with unique industry 
specifi cs.

Let us explain this thesis on the example of energy transition 
problem, which is extremely relevant for modern society - 
the movement of energy, related infrastructures and energy-
consuming systems to a carbon-neutral model, implemented on 
the basis of structural and technological transformations that 
have environmental, economic and technological results.

Already from the very defi nition of the energy transition 
follows the objective need to identify the relationship between 
the technique and technology of energy production, energy 
economics, and environmental aspects of energy production 
(Table 5). In particular, we are talking about strengthening 
and new forms of technical and economic ties in the “supplier-
consumer” aspect, including the quality and reliability of 
energy supply. Each of these relationships requires specifi c 
interdisciplinary competencies.

As a result of taking into account these interdisciplinary 
relationships, it is possible to develop integrated solutions that, 
in terms of content, are focused on:

• a comprehensive assessment of the results and 
consequences (technical, economic, social, 
environmental) of management decisions based on 
the analysis of all internal and external relations of the 
management object;

• consideration of all possible options for achieving the 
target results, diff ering in the combination of resources 
used, methods of their attraction and application;

• determination of technical and economic risks and 
uncertainty in obtaining the target results of a management 
decision.

Such solutions require a systematic approach, taking into 
account all non-linear relationships within complex systems, 
consideration from the standpoint of the full life cycle. In this 
regard, the most appropriate methodology for their adoption 
and subsequent implementation is systems engineering.

Systems engineering has entered engineering practice as a 
way to overcome the complexity of developed and maintained 
systems, as an interdisciplinary approach and as a tool necessary 
to create successful systems that can meet wants and needs of 
customers, users and other interested parties. The application of 
this approach allows us to reduce the risks and impact of system 
errors, to ensure interaction at the intersection of disciplines, 
where unforeseen diffi  culties most often arise.

Engineering disciplines are most closely related to a 
particular fi eld of knowledge in which they specialise, and 
are less involved in the process of creating value. In contrast, 
systems engineering in the latest concepts [Systems engineering 
vision.., 2021] is less focused on a specifi c area of knowledge 
(mechanics, optics, chemistry, etc.) and to the greatest extent 
on the values and needs of stakeholders. At its core, systems 
engineering is interdisciplinary. To create a successful system, 

it is necessary to be a professional not only in at least one of the 
subject areas that defi ne the system, but also to have suffi  ciently 
deep knowledge in other areas, to have the competence to 
communicate with specialists in various fi elds of science and 
practice, and to understand the needs of future users.

One of the founders of systems engineering - A. Sage - 
defi ned systems engineering as a management technology that 
is more related to technical leadership and system management, 
which determines the development of technologies, than to 
certain methods used to develop and maintain successful 
systems [Sage, Rouse , 2009]. At the same time, he distinguishes 
three levels of systems engineering. The lower level is the 
technology level that ensures the creation, use and maintenance 
of the system. The middle level is the level of methodologies 
that determines the direction of eff orts and the coherence 
of the work of all project participants. The upper level is the 
level of system management, which ensures interaction with 
the external environment, the development of a strategy, and 
the choice of the direction of the organisation's development. 
Insuffi  cient attention to the problems of this level negates all 
the eff orts of the project team, dooming it to failure, despite the 
good elaboration of details and the coordinated activities of the 
participants.

All levels of systems engineering are interconnected and 
intensively exchange information. Each level has its own type 
of knowledge, which is also closely related. Knowledge of 
practices that accumulate skills and experience allows you to 
eff ectively and consistently act in standard situations and solve 
emerging problems in known ways. Knowing the principles that 
formalise problem solving allows you to cope with unexpected 
situations, work in conditions of uncertainty, develop new 
systems and practices. Knowledge of the prospects, both 
the directions of development of one's industry and related 
areas, and changes in the external environment, allows one to 
participate in the implementation of large projects, develop and 
maintain complex systems, and ensure the competitiveness of 
the organisation. Success requires all three types of knowledge 
and good organisation of the relationships between them, as 
well as continuous learning by doing and expanding existing 
knowledge.

System engineering processes involve the quantitative and 
qualitative formulation of goals, objectives and alternative 
solutions, the analysis of acceptable alternatives and the 
interpretation of its results from the standpoint of infl uencing 
the fi nal result. These activities are performed iteratively as 
information and knowledge are accumulated, and provide 
solutions to problems as they arise. To perform these actions, 
systems engineering has an extensive arsenal of tools, which 
is replenished as systems become more complex and new 
problems are solved. Each level uses its own set of tools, but 
they are all integrated and coordinated with each other.

Each of the organisations that apply systems engineering 
methodologies adapts for itself a set of methods and tools used 
at the lower level (technology level). All of them have strong 
computer support and are closely associated with the systems 
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Table 6
Competences required during modernization

Competency
Required level

Engineer Economist Manager

Ability to formulate goals, prioritise, make adjustments when external conditions change *** ** ***

Ability to quickly respond to changing external conditions ** ** ***

The ability to catch signs of emerging problems and evaluate solutions before 
a negative eff ect manifests itself *** *** ***

Ability to assess the dynamics of change, select meaningful indicators, ensure correct 
measurement and analyse results *** *** ***

Ability to comprehensively assess the consequences of decisions made 
(analyse expected results from a business perspective) *** *** ***

Skills of constructive communication with external organisations, active exchange 
of information and reaching compromises ** * ***

Ability to evaluate effi  ciency from the point of view of the entire life cycle *** *** **

Ability to identify critical resources and ensure their effi  cient use *** ** ***

Possession of modern methods and tools for analysis and modeling *** *** **

Ability to understand the needs and desires of customers and technically 
ensure their implementation *** ** ***

Note. Levels of development of competencies: * – initial (basic), ** – average (confi dently owns), *** – highest (professional).

Table 7
Examples of training modules and interdisciplinary competencies formed in the master’s program

Module Type of formed competencies Specifi c competencies as a result of training

Science-intensive technologies are 
the basis for the digitalisation 
of the industry

Engineering, economics 
and digital resource management 

Development of an engineering project concept 
for a new product

Personnel and competencies 
for the digital economy Soft 

Professional self-development, build-up and use 
of creative potential. Solving complex 
organisational and managerial tasks based 
on the application of system analysis 

Leadership in digital reality Proactive Action Development of business models and leadership 
strategies for businesses in the digital environment

Economy - fi nance - investment of 
innovative business Engineering and economic Application of analytical and fi nancial investment 

tools in making proactive decisions

IT resources of innovative business Digital resource management Ensuring the interface of organisational systems 
with information technology

Startups and technology entrepreneurship Engineering and management
Holistic vision of the system: trends - breakthrough 
technologies - promising markets - the intellectual 
potential of the organisation

Proactive management

Proactive Action

Creation of a system for early detection 
of new opportunities

Risks in the face of uncertainty Formation of development concepts 
in conditions of uncertainty

Strategic context Research and analysis of new markets and 
technologies
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methodology, tied to the system life cycle processes and focused 
on priorities set at the top level.

The customer organisation needs to have employees who 
are able to interact eff ectively with designers, suppliers, as 
well as service organisations, so that the object being created 
is most consistent with the purpose, operating conditions and 
cost-eff ectiveness requirements. The technical personnel who 
will operate the facility must be trained during the process 
of developing, building and debugging the system. Other 
employees involved in the operation and maintenance of a new 
facility should not only understand its capabilities and features, 
but also ensure the most effi  cient use of assets and extend 
their life. At the same time, managers, economists, engineers 
need to master new competencies, which can practically be 
implemented in a team. For example, Table. 6 shows signifi cant 
competencies common to all participants in the process of 
technological modernisation in the industry.

Local modernisation, associated with the replacement of 
equipment at an existing facility and bringing the infrastructure 

into line, also requires the use of systems engineering, although 
to a lesser extent. Nevertheless, most of those competencies 
listed in Table. 6 will be relevant in this case as well. 
Improvement of technology, replacement of individual units 
of installed equipment to extend the service life can generally 
be performed by traditional methods. However, even in this 
case, a comprehensive assessment of all the consequences, 
a comparison of diff erent options for action in the context of 
strategic objectives and alternative technical solutions will be 
required. Therefore, most of the listed competencies will be 
required in this option, although not at such a high professional 
level.

It is important to emphasise that managers and engineers 
who are able to work in a single team and, therefore, have a 
common conceptual language, a holistic vision of the object of 
improvement, and who own the tools and means of network 
communications are becoming more and more in demand. In 
this regard, we note that in the programs for the management 
of engineering described above, focused on the training of 

Gitelman L.D., Isayev A.P., Kozhevnikov M.V., Gavrilova T.B.Interdisciplinary competencies of managers for a technological breakthrough

Table 8
Implementation of an interdisciplinary approach in training managers

Aims of professional training Directions and methods of mastering interdisciplinarity

Management students 
Mastering basic knowledge.
Ability to apply them in non-standard situations

• Areas of new scientifi c and technological achievements, industry technologies 
and understanding of changes in the content of management activities

• Organisation of complex R&D using knowledge from diff erent fi elds
• Development of systemic, conceptual, strategic and cost thinking
• Concept design
• Business games, teamwork

Lower managers
Understanding of management tasks and basic 
management systems. Ability to solve non-typical 
tasks for your level.
Ability to work with people and small groups.
Mastering the basics of value thinking

• Demonstration of the diversity and complexity of managerial knowledge 
(for engineering graduates)

• Best practice training with case studies
• Business games, strategic sessions, teamwork in solving engineering and 

management problems

Middle managers
The ability to solve non-standard tasks for your 
level, analyse problem situations, formulate 
and solve problems. 
Development of systems thinking

• Integration of management knowledge into entire system
• Training on best practices with case studies
• Conceptual design of tasks for the development of their fi eld of activity
• Business games, strategic sessions, teamwork to solve innovative problems

Top managers 
Ability to integrate economic, industrial, 
environmental, political and cultural goals and solve 
complex problems. Identify and develop growth 
points, create breakthrough teams; organise large-
scale transformations

• Shaping a vision for the future
• Methods for generating business ideas
• Behavior in extreme situations
• Developing the ability to change vision, strategy and task priorities
• Conceptual design of the future
• Business games, strategic sessions, teamwork to solve the problems 

of developing and implementing a strategy
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innovative managers, issues related to systems engineering are 
given special attention. The use of systems engineering courses 
in the training programs for managers, economists, IT specialists 
is an increasingly common practice in foreign universities.

When preparing masters of management in the programs 
"Energy Business" and "Management of Innovations in 
the Digital Economy", the authors of this work have been 
implementing the original course "Systems Engineering for 
Managers" for more than fi ve years. This course is aimed 
at mastering a systematic approach to solving managerial 
problems in the creation and development of complex systems 
in a dynamic environment. It is focused on the formation of 
systems thinking among masters, the development of system 
practices, solutions taking into account the interests of key 
stakeholders throughout the entire product life cycle. The course 
examines the development directions of systems engineering, 
providing an interdisciplinary approach to identifying and 
solving emerging problems that have no analogues in the past.

4. . Principles of formation 
of interdisciplinary competencies 
of managers

The formation of interdisciplinary competencies of 
managers is infl uenced by the following patterns of this process.

Managerial competence cannot be formed only in academic 
work within the framework of one discipline due to the 
multifaceted tasks of a manager. This requires training modules 
that include disciplines that provide individual structural 
elements of competence, and a project that forms its integral 
content.

The training module should contain educational, practical 
and project tasks that require the application of knowledge from 
all disciplines of the module, due to which interdisciplinary 
links are identifi ed that ensure the integration of the studied 
content into the practical ability to solve specifi c problems.

This approach was used by the authors to develop training 
modules in the master's program, implemented using the 
original technology "Conveyor of Continuous Competence 
Development" [Gitelman et al., 2020c]. Each module is aimed 
at the formation of specifi c competencies corresponding to the 
competence model of the future industry manager (Table 7).

The goals and methods of interdisciplinary training of 
managers at diff erent job levels diff er from each other. So, for 
lower-level managers, the most important is the assimilation 
of the relationship between control systems and the ability 
to solve non-standard tasks. The priority for top managers 
is the formation of a comprehensive vision of the future, the 
development of competencies for large-scale transformations, 

human capital management, and the transformation of strategic 
priorities (Table 8). With each level of responsibility, the range 
of interdisciplinarity increases. 

Conclusion
Management activity is becoming more complex and 

knowledge-intensive for many reasons, among which one of the 
main ones is the growth in the interdisciplinarity of new tasks, 
especially at the junction with engineering, which is especially 
noticeable in the light of the problem of a technological 
breakthrough. For this reason, many economic and managerial 
competencies well known to managers in modern practice are 
being transformed into engineering-economic and engineering-
management competencies. Approximately the same thing 
happens with other competencies at the junction with other 
areas of knowledge, most often at the junction with information 
sciences when solving the problems of digitalisation of 
business processes. Fundamental changes in the content and 
methodology of professional training of managers are becoming 
necessary. Research and design-innovation tasks come to the 
fore, occupying a priority place in the content of academic 
disciplines and interdisciplinary projects in the modules.

Interdisciplinary competencies do not appear due to even 
a good command of disciplinary knowledge of all training 
courses. To achieve interdisciplinary learning outcomes, 
important implementations are necessary:

1) academic disciplines that reveal the relationship between 
diff erent areas of knowledge and off er tools for their 
integration and practical use in project tasks;

2) research experience of joint issues and problems, 
showing the essence and importance of interdisciplinary 
connections and relationships;

3) the practice of applying interdisciplinary knowledge to 
solve real business problems, thanks to which they are 
transformed into managerial competencies.  

The advanced experience of foreign and domestic 
management education convincingly confi rms this.

It is very important that an understanding of the essence 
and signifi cance of interdisciplinary issues for the successful 
activity of a manager is formed already at the fi rst stages of 
managerial education. After all, as the career grows, the range 
and complexity of the interdisciplinary content in the work of 
a manager increases, and it becomes more and more diffi  cult 
to master it at each higher level. Therefore, in the training 
programs for managers, especially master's programs, it is 
necessary not only to form interdisciplinary competencies, but 
also to teach the practices of their analysis, evaluation and self-
development. 
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Abstract
Scientific and technological progress amid the process of global digitalisation has prompted the demand for professions in 
relevant fields such as logistics, analytics, agriculture, industrial manufacturing, transport, and primarily for engineering and 
technical workers. Russian railways require not only physical infrastructure, but also digital skills of its operation by engineering 
and technical workers in order to integrate into the digital economy. The aim of the article is to study modern requirements for 
the professional competencies of railway engineers, primarily their digital literacy and the ability to work with special software. 
The authors mention the need for an engineer to have softskills and hardskills. The article provides a list of the main software 
complexes that are included in the special digital competencies of a railway engineer.
The authors of the article through the example of railway transport, describe the directions of digitalisation of railway transport, 
which is a link between the branches of the national and partly global economy. The emphasise the advanced development of 
scientific and technological progress in the transport industry – the “Digital Railway” project, which generates related tasks, 
one of which is the modern training of engineering personnel and the consolidation of digital competencies and metaskills in 
professional standards.
Keywords:  professional competencies, digital engineer competencies, digital railway, railway engineer, new professional 
standards.
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Introduction 
The advanced countries of the world today are on the 

border of the fourth and fifth technological modes [Uskov, 
2020], but they widely use electricity, which is typical for 
the third mode. Some countries, such as the US, Japan, 
EU countries, and some countries in Southeast Asia, have 
already moved into the fifth technological order and are even 
at the beginning of the sixth.

The fifth industrial technological order uses nuclear 
energy as the main resource and is associated with the 
development of electronics and microelectronics, information 
technology, industrial biotechnology, genetic manipulation, 
the development of automated technical systems, the transfer 
of information by various types of technologies, non-
traditional energy sources, the industrial use of space, the 
emergence of space communications, etc.
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The main trend in the digital economy of the world is 
technological progress based on advanced technologies: 
blockchain, Internet of Things, artificial intelligence, 
unmanned devices, digital twins, augmented reality, virtual 
reality, 3D printing and robotics. Currently and in the near 
future, specialists in the field of big data (Data Scientist), 
machine learning engineers (ML-engineer), developers 
in the field of artificial intelligence (AI-developer), UI 
researchers, IT specialists in the field of biomedicine, 
specialists in process automation, information security, 
software. It is expected that the pace of technology 
adoption will accelerate in some areas of the economy, so 
cloud computing, big data, digital twins, e-commerce are 
becoming the most in demand.

Structural changes in the modern economy have prompted 
in Russia a demand for professions in areas that are relevant 
under sanctions: logistics, analytics, agriculture, industrial 
production, transport, that is, primarily for engineering 
and technical workers. To integrate into the digital 
economy, Russian railways need to have not only physical 
infrastructure, but also digital skills for its operation by 
engineering and technical workers.

1. Research methodology
The aim of the study is to analyse the current requirements 

for the professional competencies of railway engineers, 
primarily for their digital literacy and ability to work with 
special software. In the article, the authors clarify the list 
of software systems that are included in the special digital 
competencies of a railway engineer.

The subject of the study is the composition of the digital 
competencies of a railway engineer. The object of the study 
was a set of modern competencies that a specialist needs to 
work on a digital railway.

The authors briefly describe the directions of 
digitalisation of rail transport, which is a link between 
the sectors of the national and partly the world economy. 
Emphasis is placed on the advanced development of scientific 
and technological progress in the transport industry - the 
Digital Railway project, which generates related tasks, one 
of which is modern training of engineering personnel and 
the consolidation of digital competencies and meta-skills in 
professional standards.

The hypothesis of this study is the message that the 
following set of competencies is important for a modern 
railway engineer working in a digital economy: soft, hard 
skills (with knowledge of special software) and meta-
competences that generate new skills.

In the course of the study, the following scientific 
methods of cognition were used: literature analysis, 
synthesis, comparison, induction, systematisation and 
classification.

1 Project results for 2021. https://vk.com/@mephi_ccenter-itogi-proekta-za-2021.
2 Information Society in the Russian Federation (2020): stat. Sat. M.: NRU HSE, 2020.
3 Trends in the development of the information society in the Russian Federation (2020): brief stat. Sat. M.: NRU HSE, 2020.
4 On track to becoming a railway engineer. https://www.eit.edu.au/on-track-to-becoming-a-railway-engineer/#Ancor.

As part of the federal project "Assessment and 
development of managerial competencies in Russian 
educational organisations" in 2021, pursuant to the list of 
instructions of the President of the Russian Federation, 41 
competence centers were created on the basis of leading 
research universities in 21 regions of Russia. The task of 
the centers is to be a link between university students, 
employers and the state authorities of the region. At the 
moment more than 70 thousand students are involved 
in the project, and this figure is increasing every day. 
It is planned that by 2023, about 300,000 students will 
undergo competency diagnostics1. In 2021, only 3% of 
students, having shown a high level of competencies, 
were tested in four tools and six competencies. For this 
reason, the question arises of revising job profiles that do 
not meet modern requirements and changing the learning 
process in educational institutions that should offer 
training in accordance with new digital trends [Parkhaev 
et al., 2021].

Research by the Higher School of Economics2 and state 
statistics3 on the use of specialised software that requires the 
staff of Russian institutions to have the appropriate skills and 
knowledge are shown in Fig. 1.

The data of Fig. 1 indicate a low level of use of special 
software compared to general computer programs for 
enterprise management.

The digital transformation of the railway implies 
the creation of innovative technical vehicles, traffic 
management, railway infrastructure, the creation of 
automated software systems for the implementation of the 
full cycle of business processes in rail transport, logistics, 
etc., to implement such a large-scale project of the country's 
digital economy, specially trained personnel with both a 
traditional set of competencies and digital industry-specific 
competencies. We believe that in carrying out the digital 
transformation of rail transport in Russia, it is extremely 
important to consider what is being done in Europe and 
China. To determine what employees are needed on a digital 
railway in Russia, it is necessary to understand according to 
what standards, technological solutions and based on what 
world experience this railway will be built. In this regard, 
it becomes important to continuously train personnel in 
new competencies. Online learning provides not only the 
opportunity to take professional training courses directly 
at the workplace, but also expands the network of experts 
and colleagues for information exchange. For example, 
The Engineering Institute of Technology (EIT) in Australia 
offers a two-year online study program to gain knowledge 
and skills in the latest rail technology4. An integral part 
of the distance course program is reflexivity and constant 
feedback, not only in terms of assessing acquired knowledge 
and skills, but also in terms of accompanying students with 
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information about events taking place in this area of study 
[Kamshilin et al., 2022].

2. Literature review
A feature of the theoretical premises on the issue of 

research is the fact of their novelty. The classification 
of technological structures is presented in the works of 
K. Schwab, an attempt to determine the contours of the 
new world order was made in the works of famous Russian 
scientists: D. Lvova, S. Glazyev, V. Kharitonova, V. Ivanova, 
V. Syretsky, A. Voronov and many others. A retrospective 
review of the digital economy development was carried out 
by A.N. Kozyrev.

The issues of economic development of cities with a 
multimodal transport system in the digital economy are 
disclosed in the articles by I. Bratishcheva, I. Sokolova, 
A. Misharina, V. Kupriyanovsky, O. Pokusaev. The problems 
of international logistics, where rail transportation is 
present, are raised by researchers O. Dunaev, A. Zazhigalkin, 
S. Yevtushenko and others.

The problems of economic partnership for the economic 
development of the EAEU countries were covered in the 

publications of  S. Glazyev, A. Petrova, V. Kupriyanovsky, 
Yu. Kupriyanovskaya, I. Sokolova, A. Stepanenko and 
O. Pokusaev. From the point of view of technical means 
and technologies of cargo transportation, the works of 
S. Vinogradova, M. Mekhedov and A. Khomova.

In recent years, researchers I. Simarova, 
Yu. Alekseevicheva, D. Zhigin, V. Vasina, I. Chernenko, 
E. Sysoeva, A. Shevyakova, E. Petrenko and many others 
deal with the professional competencies of digital economy 
specialists, their role in the modern labor market, and the 
impact of digital skills on wage formation.

The role of human capital in the digital economy is 
fundamental, and foreign scientists and researchers paid 
attention to this fact: S. Carpitella, F. Carpitella, A. Certa, 
J. Benítez, J. Izquierdo, Sh. Guoa, J. Lia, J. Heb, W. Luoa, 
B. Chenc - and their Russian colleagues: E. Leven, A. Suslov, 
S. Dyatlov, M. Dobrokhotov, O. Roman.

With regard to railway transport, in particular in matters 
of higher education and continuous training of engineering 
and technical workers on the digital railway, one can note 
the works of A. Khabarov, V. Radchenko, A. Vylegzhanina, 
S. Tsybukova, N. Toivonen.

Fig. 1. Share of enterprises using specialized soft ware 
(% of the total number of enterprises)

1

1 – Electronic document management systems
2 – Software for financial settlements in electronic form
3 – Software tools for solving organisational, managerial and economic problems
4 – Electronic legal reference systems
5 – Software for managing the procurement of goods (works, services)
6 – Software for providing access to databases via global information networks, including the Internet
7 – Software tools for product sales management
8 – Software for the management of automated production and / or individual technical means and technological processes
9 – Training programmes
10 – ERP-systems (enterprise resource management systems)
11 – Design software
12 – CRM-systems (сustomer relationship management)
13 – Editing and publishing systems
14 – SCM-systems (supply chain management)
15 – Scientific research software
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The methodology for integrating digital technologies 
into professional standards was described by O. Spiridonov, 
M. Shklyaruk, N. Garkusha.

To conduct this study, the authors used statistical data 
from world surveys, The Future of Jobs (2020) and others, 
analytical collections of the Higher School of Economics 
and other reference literature.

3. Research tools
The railway is a connecting network of the country's 

economy, therefore, the creation of a strong national capital 
that dominates all sectors of the digital economy, including 
the railway industry, can become one of the priority areas of 
national policy. The digital economy and rapid technological 
development put forward demands on the professional 
competencies of railway technicians. What modern 
professional competencies and personal qualities should 
technical specialists, primarily railway engineers, have in 
the 21st century?

Technologies such as 3D printing, remote sensing of the 
Earth, the Internet of Things, artificial intelligence, digital 
twins, avant-garde biotechnologies, nanomedicine, the 
digital footprint, the digital human shadow, as well as the 
development of modern vehicles and communications will 
require trained professionals with digital competencies. 
Workers with relevant information competencies, 
programmers and engineers will always be in demand in the 
digital economy, including on the digital railway.

Russian railways have already implemented information 
services that manage the train fleet, assess the technical 
condition of train sets, build a transportation plan in order to 
reduce wagon downtime and unproductive empty runs, plan 
optimal routes, increase the level of customer service, and 
make an instant calculation of the cost of transportation. The 
concept of digital twins, adopted by Russian Railways, is 
part of the fourth industrial revolution and is designed to 
improve the quality of products through predictive detection 
of possible problems and modeling of results. The concept 
defines four areas - static objects (the superstructure of the 
railway), dynamic (locomotives), processes (management) 
and parameters of the external environment (marketing 
and macroeconomic data)5. The digital twin is becoming an 
integral attribute of every transport enterprise due to large-
scale digitalisation [Rimskaya, Anokhov, 2021].

The digital transformation strategy of Russian Railways 
until 20256 contains included projects for the development 
and implementation of digital technologies and platforms 
in the holding. The comprehensive innovative development 
program of the Russian Railways holding for 2016–2020 is 
considered a priority for the implementation of the Digital 
Railway project, the purpose of which is to significantly 
reduce operating costs and improve the safety and reliability 
of rolling stock.
5 Russian Railways wants to create "digital twins" of technological processes for the modernization of stations. https://company.rzd.ru/ru/9401/page/78314?id=190657.
6 Russian Railways Digital Transformation Strategy. https://www.tadviser.ru/index.php.
7 Id.

The scientifi c and technical project "Digital Railway" is 
associated with the knowledge economy, knowledge management 
and knowledge technologies, which determines many features 
of the transformation of the industry, which entailed new 
requirements for the professional competence of railway industry 
workers [Khabarov, Volegzhanina, 2020]. The Digital Railways 
project will signifi cantly change the composition of positions, the 
content of the activities of the employees employed in it and the 
methods of work, requiring new competencies.

Rail transport, like other modes of transport, is changing 
signifi cantly under the infl uence of digital transformation. 
Global trends are associated with the unifi cation of signaling 
and control systems, the digitalisation of rolling stock, 
modernisation, traffi  c management and train automation. 
An important advantage of digitalisation should be noted - 
the possibility of increasing throughput without increasing 
the physical infrastructure. Constant monitoring of railway 
loading and identifi cation of bottlenecks allows you to 
reorganise processes to make the most effi  cient use of 
physical facilities.

The Digital Railway project was initiated as part of the 
implementation of the Development Strategy of the Russian 
Railways holding for the period up to 2030, approved by 
the Board of Directors of Russian Railways on December 
23, 2013. One of the main objectives of the project can be 
declared to improve the quality of logistics and transport 
services provided using digital technologies, and the 
fundamental goals are:

1) creation of a single information space for freight 
traffic;

2) creation of a single information space for passenger 
traffic;

3) formation of end-to-end digital technologies for 
organizing the transportation process;

4) creation of a unified integrated automated management 
system to increase the efficiency of corporate 
governance and the social sphere.

According to this project, it is planned to create at least 
eight platforms, and each will become the basic element of 
the IT infrastructure for the key areas of activity of Russian 
Railways: e-commerce, intermodal freight and multimodal 
passenger transportation, management of the transportation 
process and traction rolling stock, organisation of transport 
and logistics nodes and interaction of linear infrastructure 
operators7.

The implementation of the Digital Railway project is 
carried out using the tools available at Russian Railways: 
an informatisation program, investment projects, a plan for 
scientific and technological development and the creation of 
new software systems. Today, the digital railway consists of 
key subprojects:

1. "Digital rails" are used by the railway infrastructure 
and provide the movement of freight and passenger 
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trains. IT systems are actively used to work out routes 
and schedules for trains throughout the network, set the 
interval for the operation of arrows and traffic lights. 
They also allow you to make the necessary changes 
quickly8.

2. "Digital Wagon"9, or "Smart Wagon", is a project 
developed by JSC VNIIZHT and allows to build 
predictive analytics based on data on the state of wheel 
sets. Work on the digital twin of a freight car requires 
synergy from all participants in the transportation 
process.

3. "Digital railway station"10 - a project to create an 
energy-efficient railway station is being developed at 
JSC NIIAS. The creation of this project requires the 
use of an interdisciplinary approach and is a complex 
of interrelated technical means and devices that 
provide the calculation and execution of technological 
operations with minimal human participation.

4. In the field of freight transportation, it is planned to 
create an integrated CRM system for interacting with 
customers, introduce smart contracts on a blockchain 
platform, and develop an electronic trading platform11. 
The CRM system contains information about about 
300 different products and services of the Russian 
Railways holding and its subsidiaries.

5. Based on the analysis of world experience and trends 
in its development, Russian Railways determines the 
range for regular piggyback trains. The technology 
of transportation using piggybackers is developing 
towards making them mobile: they are equipped with 
wheels, and in the future they can be equipped with an 
autopilot capable of independently building a route and 
moving short distances without human intervention.

6. Currently, it is proposed to use navigation seals, that 
is, seals equipped with navigation devices (trackers)12. 
Electronic seals13 for wagons operate on the basis of 
the GLONASS navigation system. The technology 
was launched in 2021 and helps in tracking the 
transportation of goods by controlling the location of 
wagons, the integrity of the cargo and the route of the 
train.

7. Another development in the field of unmanned 
technology is the “machine vision” complex. The 
device can detect any obstacle on the railway track 
and signal it to the dispatcher. This technology makes 
it possible to introduce a new specialty - the driver-
operator, who is able to control several locomotives 
from the office.

8. Russia can enter the top three countries producing 
trains with a speed of 400 km/h. Now the task is to 

8 Digital or railway? What to expect in the future? https://vc.ru/transport/215389-cifrovaya-ili-zheleznaya-doroga-chto-zhdat-v-budushchem.
9 JSC VNIIZhT passed tests of the Digital Freight Car system. https://itsjournal.ru/news/v-ao-vniizht-proshli-ispytaniya-sistemy-tsifrovoy-gruzovoy-vagon/.
10 JSC NIIAS is working on the digital transformation of railways. https://nvdaily.ru/info/176913.html.
11 Russian Railways considers the program of "digital transformation" up to 2025 to pay off . https://company.rzd.ru/ru/9401/page/78314?id=182738.
12 Electronic sealing: new concepts and reality. https://www.rzd-partner.ru/zhd-transport/comments/elektronnoe-plombirovanie-novye-ponyatiya-i-realnost/.
13 Electronic navigation seals GLONASS. https://gpscool.ru/sistemy-gps-slezheniya/elektronnye-navigatsionnye-plomby-glonass.
14 Digital competencies. https://company.rzd.ru/ru/9401/page/78314?id=145125.

create a high-speed digital train by 2028, which will 
have a digital filling.

Developments related to unmanned trains began 
in 2015, and now unmanned trains are a reality. At the 
Experimental Ring of JSC VNIIZhT, the largest test site 
in the country, in 2022, the unmanned Lastochka, an 
intellectual product of JSC NIIAS, successfully passed the 
test complex. In the medium term, unmanned cargo trains 
can also be expected.

When working in a digital environment, the security of 
information transmission is important, so the development of 
quantum communication technologies has been launched in 
parallel. If we consider long distances, then the most secure 
technology for transmitting information and messages are 
quantum technologies. The importance of interoperability for 
the digital transformation of railway transport is beginning 
to be discussed in the professional community [Rozenberg 
et al., 2021].

The main issue of the competitiveness of companies that 
operate in the transportation market and are interested in 
increasing the income of commodity producers, developing 
non-commodity exports and increasing the volume of 
movement of goods is the digitalisation of the transport 
and logistics industry. To achieve this goal, the Strategy 
for the Digital Transformation of the Transport Industry of 
the Russian Federation until 2030 was adopted, the main 
directions of transport development of which are:

• digital control of the transport system of the Russian 
Federation;

• digital twins of transport infrastructure facilities;
• drones for passengers and cargo;
• seamless cargo logistics;
• green digital passenger corridor;
• digitalisation for transport security.
The transport industry, which provides the opportunity 

for the interaction of all types of transport and is the life 
support link of the digital economy, is already in dire need 
of qualified engineering personnel. To prepare them, the 
transport education system needs modernisation14, so that 
by 2024 all graduates of transport universities will have the 
necessary digital competencies. It is obvious that universities 
cannot cope with the task on their own; close cooperation is 
needed with specialised companies and research institutes 
that have modern testing and laboratory facilities and use 
digital tools in practice.

Some universities quickly responded to the requirements 
for specialists in the digital economy. Thus, the Higher School 
of Economics has developed a procedure for conducting 
independent examinations in digital competencies, which are 
built into the Regulations on the organisation of intermediate 
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certification and ongoing monitoring of students' progress at 
the Higher School of Economics15.

Specialists of the Center for Training Leaders and Digital 
Transformation Teams of the RANEPA have developed a 
methodology for assessing the competencies of participants 
in digital transformation. The general structure of the 
competency model is shown in Fig. 2. The competency 
model correlates with the new professional standards of the 
Ministry of Labor for Transport.

A new concept of “meta-competencies” (metaskills) 
has appeared, which is understood as “competencies that 
allow the formation of new knowledge and competencies” 
[Mikhailichenko et al., 2016]. The main meta-competences 
form the foundation for the qualitative growth of an 
employee at the organisational, social and personal levels. A 
person will be able to develop other competencies faster and 
achieve results by owning metaskills.

In Russia, there is a need to develop unified professional 
standards that will allow linking and adjusting existing 
15 The procedure for organising and conducting independent examinations on digital competencies. https://www.hse.ru/dataculture/exams.
16 Minutes of the NSPK dated June 25, 2020 No. 45. https://nspkrf.ru/documents/materialy-natsionalnogo-soveta/2020-ns/2296-45-25062020/fi le.html.

educational standards to the necessary qualification 
requirements, taking into account digital competencies.

Digital competencies, which are currently needed 
by employees of modern production, are understood as 
knowledge of communication and digital technologies, as 
well as a set of skills, knowledge and skills in algorithmic 
thinking, programming and data analysis. In a broad 
sense, digital competencies can be called the use of digital 
technologies in professional activities, training and social 
communications [Vuorikari et al., 2016], which will 
ultimately affect the economic development of the country.

Work in this direction is carried out by an advisory body 
- the National Council for Professional Qualifications under 
the President of the Russian Federation. Digital competency 
levels have been defined and professional standards are 
being prepared for publication16:

1. Information and data management.
2. Conscious acquisition of skills or self-development in 

the face of uncertainty.

Digital 
development management

Commitment to results Customer focus

Creativity Communicativeness

Emotional intelligenceSignificance

Data management 
and use

Management tools

PROFESSIONAL 
COMPETENCIES

PERSONAL COMPETENCIES

DIGITAL CULTUREBASIC DIGITAL 
COMPETENCIES

Functional use of methods 

and tools of managing processes, projects, 

products of digital transformation and regular 

solution of complicated professional tasks 

in digital environment

Individual peculiarities of personality, which allow 

to take a successful part in realisation 

of strategy on digital transformation 

and digital development 

projects

The system of value, targets, 

norms and rules of conduct, 

supported and conveyed 

by the team of digital 

transformation

Basic level of skills and knowledge 

how to use ICT in everyday 

and professional activity

Organisational 
culture development

Application 
of digital technologies

IT infrastructure 
development

Fig. 2. Th e structure of the competency model

Source: Competence Model of the Digital Transformation Team in the Public Administration System. https://hr.cdto.ranepa.ru/model-
kompetencij-komandy-cifrovoj-transformacii.
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3. The ability of a person to build a logical conclusion, 
evaluate and credibility of information or critical 
thinking in a digital environment.

4. The process of information transfer and communication 
or communication and cooperation in the digital 
environment.

5. The ability to create something new or creative 
thinking.

Four levels of competencies were selected for employees 
and workers according to the level of complexity and type of 
tasks17 to be solved:

1. Competencies for working with computers, skills and 
knowledge necessary to view textual and graphic 
information or basic.

2. Competencies for working with universal text and 
graphic editors and global networks or universal.

3. Competencies to work with programs for computer-
aided design, programs for the development of 
technological documentation, programs for the finite 
element method or general professional.

4. Competencies that are in demand by a narrow range of 
specialties of workers and professions or professional 
ones.

It is assumed that a significant part of the digital core 
competencies in professional standards will remain, since 
the training of engineers for railways is impossible without 
knowledge about the means of transportation and railway 
infrastructure. At the same time, there will be fundamentally 
new requirements for the level of training of engineers - 
digital competencies necessary for intelligent traffic control 
and digital railway infrastructure.

To acquire modern digital competencies of railway 
transport employees, a multimedia communication platform 
was created on the basis of the Sochi branch of the Sirius 
Center to integrate new research practices and methods for 
developing digital products into corporate development 
programs of companies18. The prerequisites for the creation 
of the center were the lack of digital transformation leaders 
and teams, as well as employees with advanced competencies 
for working with data, digital technologies and devices, 
software, including with colleagues (soft skills).

The set of competencies that an employee should possess 
depending on their role is traditionally divided into two 
groups: soft skills and hard skills. Soft skills, or soft skills, 
are super-professional, universal skills that are not important 
for a particular job, but without them it is impossible to 
achieve success. These personal qualities and skills of an 
engineer include: critical thinking, creativity, persuasiveness, 
self-motivation, responsibility, time management, adapting 
to changes in the work environment, the ability to build 
communications, emotional intelligence. Hard skills, or 
professional skills, are technical abilities and skills that can 
be measured and that can be obtained in the learning process. 
17 Spiridonov O.A. (2020). Accounting for digital technologies in professional standards. https://profstandart.rosmintrud.ru/upload/medialibrary/ff 9/12.11.2020.pdf.
18 http://cckrzd.ru/.
19 Digital Competence Center of Russian Railways. https://cckrzd.ru/questions.

They are often associated with a specific profession: working 
with technology, programming, working with equipment, 
knowledge of special industry software, etc.

For example, leadership and communication are 
interpersonal skills that help engineers be more successful 
because they complement their job skills. As a rule, the right 
hemisphere of the brain is involved in the formation of soft 
skills, and the left hemisphere is involved in the formation 
of hard skills.

According to the results of a survey on the website of 
the Russian Railways Digital Competence Center19 42% of 
respondents noted the importance of combining hard skills 
and soft skills. 25% of survey participants voted for the 
development of soft skills, believing that it is impossible 
to build a successful career without soft skills; 14% of the 
votes were given for the development of hard professional 
competencies. It should be noted that in different companies 
the list of soft and hard skills may differ, as well as their 
interpretation by recruiters.

The Ministry of Labor of the Russian Federation 
responded to the request of employers in the transport 
industry and developed a number of professional standards 
for railway specialists in 2022:

1. Engineer for the operation of technical means of 
railway transport.

2. Specialist in the operational and dispatching 
management of railway transportation.

3. An employee for the maintenance and repair of railway 
traction and transformer substations, linear devices of 
the traction power supply system.

4. An employee for fencing work sites and securing 
rolling stock on railway transport.

5. Specialist in organising the work of the railway station 
and ensuring traffic safety.

6. Specialist in operational management of ensuring the 
issuance of traction rolling stock for trains, locomotive 
crews for work.

For example, in professional standard 17.063 "Engineer 
for the operation of technical equipment of railway transport" 
in the list of labor actions of an engineer it is prescribed:

1. Registration of documentation in an automated system 
using application software.

2. Accounting for technological violations and monitoring 
of failures of technical means using integrated 
automated systems.

Among the necessary skills of an engineer are mentioned:
1. Ability to use application software in the process of 

repair and maintenance of technical devices of railway 
transport.

2. Ability to work with electronic databases and 
information and analytical systems.

And among the necessary knowledge to perform a labor 
function, an engineer will need knowledge of a professional 

Rimskaya O.N., Parkhaev А.А., Chomova N.A. Digital transformation strategy: Digital competencies of a railway engineer



Strategic Decisions and Risk Management, 2022, 13(3): 175–280

206 Оnline www.jsdrm.ru

standard for organizing the technical operation and repair of 
technical equipment of railway transport.

The content of all the above standards mentions the 
requirement to own special software, the ability to work with 
analytical automated systems, databases. Thus, the use of 
industry software is part of the special digital competencies 
of an engineering worker, which are enshrined in professional 
standards.

In the foreseeable future, digitalisation will affect all 
technological processes on the railway without exception. 
Among the software complexes of Russian Railways, 
developed at research institutes and specialized companies 

and implemented in production activities, one can list a lot 
of software for special industry purposes.

The leading scientific institute of the industry - the 
Research Institute of Railway Transport (JSC VNIIZhT) 
has developed and put into operation several well-known 
software systems on the railway:

• ACS "Express" - a new generation is a system for 
managing passenger traffic, the prototype of which 
began work half a century ago;

• "Elbrus M" - predictive macro model of train traffic;
• "SADKO" - system for monitoring the work of special 

rolling stock "SADKO";

Table 1
Automated systems of “Russian Railways” JSC

№ ACS Name

1 PC GIP JSC Russian 
Railways Geographic information platform JSC Russian Railways

2 АСУ ПРИГ Automated control system for the motor-carriage complex of Russian Railways

3 АСУ НБД – 2 (СВПС) Rolling Stock Interaction System

4 ПМ ЭТСО Driver's electronic route

5 "Topomatic Robur - 
Railways" The software package is intended for use in railway design and construction organisations

6 AS ETRAN Platform for issuing railway documents for cargo transportation

7 АКС ФТО Complex for sales blog - branded transport service systems

8 АС АПВО System for analysing the planning and execution of "possessions"

9 АС БНУиО Automated system of accounting and tax accounting and reporting

10 AS OTD Automated system of operational and technical documentation

11 АСДК Automated supervisory control system

12 АСНТИ Automated research and development information system

13 АСОВ Automated system for organising car traffi  c

14 ATCS Automated Tariff  Control System

15 АСУ ВОП Automated management system for issuing and canceling warnings

16 ACS S Shipper's automated control system

17 ACS “Freight Express” Automated control system "Freight Express"

18 ACS RT Automated railway transport control system

19 ACS SS Automated control system for marshalling yard

20 ACS SSP Automated control system for shift-daily planning of cargo work

21 ACSST Automated control system of the railway station

22 ACST-T Controlling regional information and signal system of the locomotive economy

23 APCS Automated process control system

24 ACS E Automated management system for the economy of electrifi cation and power supply and many other 
complexes

Source: compiled by the authors.
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• subsystem "PAUK" - a subsystem of acoustic ultrasonic 
control of the undercarriage of the rolling stock;

• system of prescriptive diagnostics of an electric train;
• automatic train guidance system;
• technology of accelerated cargo transportation;
• guide "Ural-VNIIZhT" - a program for automating the 

management of operational work.
JSC VNIIZhT also develops educational solutions. In 

2021, a new interactive full-format educational program 
"Transport Logistics" was announced, presented in two 
versions: advanced training (96 hours) and professional 
retraining (256 and 512 hours). The program has received 
recognition among participants in the transportation market.

According to the General Director of JSC "VNIIZhT" S.A. 
Vinogradov20, today the institute has many different projects 
in the field of infrastructure development, transportation 
process technologies, digitalisation and transformation 
programs using modern IT technologies. The Institute takes 
an active part in at least 14 major technological and digital 
development projects of Russian Railways.

Award-winning software solutions from another major 
scientific institute of the railway industry - JSC NIIAS21:

• system of technical and commercial control of the state 
of trains;

• system of interval regulation of train traffic;
• a way to control the technological process of a railway 

station.
Some of the software solutions used on the railway, 

which are the foundation for the digital competencies of a 
railway engineer, are listed in Table 1.

To improve the management of the production activities of 
Russian Railways on the railways, as part of the development 
of the digital environment, it is planned to create completely 
new car and train models, as well as a sales module for the 
branded transport service system. As noted in the article 
[Anokhov, Rimskaya, 2021], “digitised routine processes 
will automatically cease to be a source of profit and the basis 
of competitiveness.”

In the ACS of Russian Railways today there are about 
a thousand subtasks and applications22, that operate in the 
areas of the holding's activities. The automated system 
integrates the following subtasks:

1) transportation process management, including the 
transportation process model;

2) marketing and organisation of freight and passenger 
transportation, including the system of centralised 
preparation and execution of transportation documents;

3) corporate infrastructure;
4) rolling stock, including an automated data bank of 

freight cars;
5) economics and budgeting;

20 Breakthrough results on the horizon of 5-10 years. Interview with S.A. Vinogradov to the newspaper "Gudok". https://gudok.ru/content/fi rst_person/1611677/.
21 NIIAS presented new traffi  c control technologies. http://niias.ru/news/smi/niias-predstavili-novye-tekhnologii-upravleniya-dvizheniem/.
22 Informatisation in railway transport. History and modernity. https://company.rzd.ru/ru/9401/page/78314?id=22800.
23 Professions of the future. https://cckrzd.ru/professions_of_the_future.
24 Personnel for the digital economy. https://data-economy.ru/education.

6) investment activity and finance;
7) strategic development;
8) investment activity and security in the field of 

information technology.
Among the professions of the future on the digital 

railway23 one can already name those based on the digital 
competencies of an engineer:

• operator of unmanned transport systems;
• engineer of artificial intelligence and machine vision 

systems;
• specialist in cybersecurity of railway transport control 

systems;
• specialist in the modernisation of the transport system;
• architect of intelligent control systems;
• designer of digital commercial services..
The development of the digital economy is a strategic 

task that cannot be solved without the availability of 
digital competencies among workers in various sectors of 
the economy, primarily high-tech ones. The final results 
of the implementation of the federal project "Personnel 
for the Digital Economy" is the achievement by 2024 of 
the planned performance indicators, in particular, 120 
thousand university graduates per year in areas related to 
information and communication technologies, and 800 
thousand university and college graduates per year with 
digital competencies24.

Following the Strategy for the Development of the 
National Qualifications System until 2030, priority areas 
for the development of the qualifications system until 2024 
were identified, in which the emphasis is on harmonising 
the procedures for the state final certification of a university 
graduate with an independent assessment of his qualifications, 
creating conditions for confirming the results of self-
education using the qualification assessment procedure , as 
well as expanding its use in industrial enterprises.

Conclusion
In the era of the rapid development of digitalisation, it 

is necessary to restructure the system of internal corporate 
training in terms of the development of digital competencies 
in connection with the development of informatisation. 
This process should be implemented starting from the very 
first stage of training future specialists and continuing 
continuously throughout their careers.

For the foreseeable future, engineering professions will 
need the following qualities:

• attention to detail;
• flexibility and stress resistance;
• critical thinking;
• initiative;
• ability to negotiate;
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• possession of information technologies and special 
software for performing specific activities;

• creativity.
Undoubtedly, leadership qualities and emotional 

intelligence will remain among the important competencies. 
Skills related to innovative technologies will become more 
in demand: quick learner, analytical thinking and deep 
immersion in a specific area.

  All of these skills are the basis, a kind of superstructure 
that is necessary for the development and formation of new 
competencies (metaskills).

Scientists from the Carnegie Institution for Science 
conducted research and made conclusions that proved 
that people with emotional intelligence, networking and 
leadership qualities have an 85% chance to achieve financial 

25 Soft skills are 85% of success in the profession. How to pump them up - tips from Harvard (2020). https://zen.yandex.ru/media/rbc_trends/soft-skills--85-uspeha-v-professii-kak-ih-
prokachat--sovety-iz-garvarda-5e95c8a6469c497210cff 9ac.
26 Bogina K. (2021). How can companies develop the meta-competencies of employees. https://theoryandpractice.ru/posts/19408-kak-kompaniyam-razvivat-metakompetentsii-
sotrudnikov.

success, and people with only technical knowledge, - no 
more than 15%25.

What kind of meta-competences does a modern 
engineer of a high-tech industry need in a digital economy? 
Among the meta-skills26 that are not currently taught in a 
university, school or college are: mentoring and mentoring, 
critical thinking, communication, project management 
competencies, problem solving and emotional intelligence.

In order for our country to take a leading position in the 
global economy, ensure economic security and preserve its 
national borders, it is necessary to continue development 
in the development of new, non-traditional energy sources, 
follow the scenario of advanced technical modernisation, 
raise the level of training of specialists involved in the digital 
economy, in particular in the digital railroad.
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Abstract
The socio-economic effects from the introduction of smart manufacturing technologies are of significant interest in terms of 
their generalisation and systematisation at the current stage of the digital transformation on industrial enterprises, as well as 
the objectives in the context of industrial modernization and new business model development. The proposed systematisation 
is based on the allocation of three groups of socio-economic effects according to the main direction of their action. The first 
group of effects primarily leads to reduction in the costs of industrial enterprises. The second group of effects leads mainly 
to an increase in revenues: some effects to a greater extent in the short and medium term, others in the long term, including 
through the creation of long-term distinctive capabilities, unique competencies, and sustainable competitive advantages for 
industrial companies. The third group of effects includes social and economic effects that are broader in focus and have a 
multiplicative effect, as well as the character of positive externalities (external effects). 
As a result of systematisation, the author identified in three groups, respectively, 12, 8 and 13 effects from the implementation 
of the complex of smart manufacturing technologies. The author stresses the particular importance of studying the socio-
economic effects from the implementation of smart manufacturing technologies, since many improvements at the intersection 
of production and social transformation are currently insufficiently studied. It contrasts to the core production effects, many 
of which have been studied in sufficient detail by the scientific and expert communities. Systematisation, classification, 
differentiation and quantitative assessment of various socio-economic effects of the complex of smart manufacturing 
technologies can and even in a certain sense should (in the context of the tasks to modernise the economy and industries of 
the Russian Federation) become a separate subject area at the intersection of performance management and smart production.
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Introduction
The smart manufacturing system has become one of the 

most significant technology complexes within the framework 
of the general trend of the formation and development 
of the digital economy. As defined by the US National 
Institute of Standards and Technology (NIST), Smart 
Manufacturing is “fully integrated enterprise manufacturing 
systems that are able to respond in real time to changing 
production conditions, supply chain requirements, and 
meet customer needs” [ Merzlikina, 2021]. The concept of 
"smart manufacturing" can also be defined as the intelligent 
management and optimisation of business, production and 
digital processes along the entire value chain in real time 
[Geerts, 2016]. In another definition, the focus is on the 
potential for increased productivity: smart manufacturing is 
a combination of big data processing technologies, artificial 
intelligence and advanced robotics, interconnected machines 
and tools used to increase enterprise productivity and 
optimise energy and workforce [Phuyal et al., 2020a]. The 
complex of smart manufacturing technologies in the most 
extensive and enumerative interpretation combines digital 
product design, analytics, production process, inventory 
and supply chain system, product customisation, real-time 
operational process blocks, product delivery system and end 
customers using cloud computing, which allow to increase 
production to order and make product customisation and the 
overall maintenance of the supply and demand ecosystem 
more efficient [Phuyal et al., 2020b].

A very similar concept (which, in the context of this 
study, it is advisable to use as a full analogue for the term 
"smart production") "smart factory" refers to a factory that 
has reached a level that makes possible the functions of self-
organisation in production and in all processes associated with 
it. The main advantage lies in the mutual complementarity 
of diversified areas of the production ecosystem, from smart 
production to smart logistics networks [Strozzi et al., 2017]. 
Powerful capabilities allow you to perform operations 
with minimal manual intervention and high reliability in 
various aspects of the ecosystem, including high values 
of automated workflows, asset synchronisation, improved 
tracking and scheduling, optimised energy consumption 
inherent in a smart factory to increase productivity, uptime 
and quality. The key capabilities of a smart factory are 
highly interconnected, transparent, proactive and flexible. 
This helps in the overall efficiency of the ecosystem supply 
chain [Odważny et al., 2018].

At the same time, there is a point of view that it is 
more expedient to consider two sets of technologies - 
"digital design" and "customised product" as separate 
components of the development of digital transformation 
of industrial enterprises beyond the scope of smart 

production in a narrower sense. The isolation of these two 
sets of technologies is justified primarily by autonomy 
(both software and process and organisational), as well 
as the distinctive features of their implementation and the 
specifics of the technology commercialisation logic, as well 
as those specific effects that were identified separately for 
customisation in the context of the digital transformation 
of industrial enterprises [Titov, Titova, 2022]. Based on 
these considerations, in this paper preference is given to 
a narrower definition of smart production, since it also 
seems appropriate from the point of view of describing and 
systematising the entire set of socio-economic effects from 
the introduction of a set of smart production technologies. A 
narrower interpretation of smart manufacturing allows us to 
more accurately define and delineate its effects in the context 
of the digital transformation of industrial enterprises.

It is also very important to understand the relationship 
between different sets of technologies and the choice of 
specific, niche business models by industrial enterprises. 
So, a monograph edited by A. Trachuk "Transformation of 
industry in the context of the fourth industrial revolution" 
presents three distinctive business models: a smart 
automated plant, a customer-oriented plant, a mobile plant 
[Trachuk et al., 2018].  It is logical to assume that industrial 
enterprises focused on the implementation of a set of 
"smart production" technologies will gravitate towards the 
"smart automated plant" business model. The success of the 
business of an industrial enterprise fundamentally depends 
on the degree of complementarity of the complex of digital 
technologies and the business model, since inconsistencies 
will affect the stability and effectiveness of both individual 
blocks of business processes and the entire strategy.

In industry, value creation processes are changing as 
information and communication technologies are integrated 
with manufacturing processes. This change could lead 
to efficiency gains and new business models. The digital 
disruption embodied in smart manufacturing is already 
here and happening faster than many companies thought. 
Numerous studies have shown that the use of intelligent 
manufacturing technologies provides the first mover 
advantage. For example, mid-sized companies that are more 
digitally advanced grow significantly faster than lagging 
companies. Producers can get ahead of the curve, capitalise 
on new opportunities. Studies also show that the relationship 
between investments in smart manufacturing technologies 
and the fourth industrial revolution, the results of innovation 
and productivity growth are non-linear and have a stable 
positive relationship only after a certain critical mass of 
investments has been reached [Trachuk, Linder, 2020]. 
Most companies that do not adapt their business models to 
the opportunities created by digital technologies will fail 
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[Bughin et al., 2018].  Figure 1 shows a tipping point where 
there is a sharp decline in the market share of traditional 
companies that have failed to respond to the challenges of 
the digital economy. This is partly due to an insufficiently 
structured understanding by companies of how to relate 
digital transformation tasks to the transformation of business 
models [Schallmo et al., 2018]. However, some companies 
manage to adapt primarily due to the rapid reorientation to 
niche markets.

The intensive development of production systems based 
on the implementation of the Smart Production Complex of 

Technologies at the current stage is mainly carried out by 
innovative companies, as is supposed to be a model of Rogers’s 
innovation: innovators (2.5%), the first users (13.5%), early 
majority (13.5%), late majority (34%), conservatives (16%). 
Of course, the model of diffusion of innovation is more 
emphasised by the user aspects from the consumer, and not 
organisational and informational. Nevertheless, according 
to the sum of the shares of innovators and early users 
(16%), this model can be relatively accurately, although 
in a general sense characterise the current stage of the use 
of smart production technologies in Russian industry. This 

Fig. 1. New digital business models are replacing old ones

Market Share

Time

Incumbents’
business models
are threatened

Bold movers (attackers and agile 
incumbents) survive and risea

A few incumbents
partially transform
and/or find niche
markets

Majoriority of incumbents do not
respond and ultimately fail

New digital
business models

Incumbent
business models

Tipping Point

100

0

Source: [Bughin et al., 2018].

Table 1
Use of digital technologies in organizations by type of economic activity in 2020 (% of the total number of organizations)

Undustry Cloud 
services Big Data Digital 

platforms IoT AI Robots

Mineral extraction 19.0 21.8 13.2 14.6 2.5 4.2

Manufacturing industry 27.1 26.5 16.0 15.8 3.6 17.2

Energy supply 19.4 23.7 16.6 15.9 3.3 2.0

Source: compiled by the author based on [Digital economy.., 2022].
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is quite well correlated with the data of the study “Digital 
Economy 2022”, presented in Table. 1 In the context of the 
use of digital technologies in organisations according to 
the type of economic activity [Digital economy .., 2022]. 
Particular importance and interest now are the speed and 
completeness of the exit to the areas of the early and late 
majority of Rogers curve. At the same time, the studies 
noted that the development directions of Russian industrial 
companies correspond to global trends, however, the pace 
of implementation of digital initiatives is noticeably lag 
behind the pace of leading countries - according to various 
estimates, from 5 to 10 years [Digital transformation of 
industries .., 2021]. This explains the severity and urgency 
of modernisation tasks facing Russian industrial enterprises.

The concept of smart production is based on a whole 
range of advanced and promising technologies of the fourth 
industrial revolution (industry 4.0), among which, first of 
all, virtual modeling, big data, cloud computing, artificial 
intelligence (AI), Internet of things (IoT), connected 

robotics, predictive analytics, additive manufacturing, 
etc. [Digital transformation of industries.., 2021]. The 
diversity of a large conglomerate of smart manufacturing 
technologies to a large extent predetermines the variety of 
socio-economic effects from their implementation.

The generalisation of the main trends in the development 
of production and logistics systems based on the 
introduction of smart production technologies, proposed by 
O. Myasnikova (Fig. 2) is a bright example.

However, it is important to note that the pace of 
digitalisation depends not only on the development of 
technologies themselves. L. Berg and colleagues pay 
attention to the aspect of cultural and social transformation, 
speaking about the pyramidal structure of the digital 
economy (Fig. 3), where the fundamental layer is a data-
based culture, or data-driven culture, which is understood as 
a culture of willingness to create and share data throughout 
the value chain [Berg et al., 2020].

Fig. 2. Trends in the development of production and logistics 
systems
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Source: [Myasnikova, 2020].
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1. Three groups of effects from introducing 
a complex of smart production technologies

The overall socio-economic effect from the introduction 
of a complex of smart production technologies in industry 
and in the economy as a whole is characterised by a large 
and rather diverse set of effects leading to an increase in the 
efficiency of enterprises, a reduction in many cost groups 
and an increase in demand for products and revenue, which 
ultimately affects growth of profitability. The scientific 
and expert communities have already developed a fairly 
mature and evidence-based understanding of a number of 
central effects of smart manufacturing. At the same time, 
a number of specific and broader socio-economic effects 
are still receiving insufficient attention even in the leading 
publications on the digital transformation of industrial 
enterprises.

Among the socio-economic effects of a complex of smart 
production technologies, it seems most appropriate to single 
out three enlarged groups of effects. The first on the main 
vector of action leads to cost reduction. The second leads 
mainly to an increase in revenue: some effects to a greater 
extent in the short and medium term, others in the long 
term, including through the creation of long-term distinctive 
abilities, unique competencies, and sustainable competitive 

advantages for industrial companies. The third group of 
effects is the wider socio-economic effects from the use of 
a complex of smart production technologies, which can be 
generally characterised as having a multiplier effect for the 
entire economy and the properties of positive externalities 
(external effects). Such a division into three groups of 
effects seems appropriate from the point of view of the 
main focus of effects, however, at the same time, it should 
be noted that in many contexts, the use of a set of smart 
manufacturing technologies directly or indirectly affects 
both costs, and the future sales potential of companies, and 
multipliers for industry and economy level. The boundaries 
between individual effects can be somewhat blurred.

The importance of systematising the effects in terms of 
dividing into three groups of effects lies in a more complete 
and broader understanding of the potential of a complex of 
smart manufacturing technologies, which can positively 
influence the dynamics of the implementation and scaling of 
both the technologies themselves and the business models 
interconnected with them. This is important from the point 
of view of the readiness and speed of decision-making 
both by the industrial enterprises themselves and by other 
stakeholders, including those influencing the innovation, 
technology and industrial policies of the state.

Ilkevich S.V.Strategy of digital transformation of industrial enterprises: The effects of the introduction of smart manufacturing technologies
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2. Group of cost reduction effects 
at industrial enterprises

To the group of effects of a smart production technology 
complex can be attributed the following:

• Reducing the cost of control and monitoring of 
production processes. Industrial production engineers 
can directly monitor and control industrial processes via 
the Internet, which allows to control engineers to access 
the production system from anywhere through cloud 
computing. The cyber-physical system links computational 
objects to the physical world and its ongoing processes 
using data processing services available directly on the 
Internet. An example is microchip and microelectronics 
company Micron, which has built one of the most advanced 
integrated platforms for the Internet of Things and analytics. 
This platform helps the company to monitor processes in 
real time and identify production anomalies and non-value-
adding losses, as well as perform automatic analysis of the 
causes of such inconsistencies and anomalies. As a result, a 
number of central operational metrics improved by tens of 
percent. In particular, the launch of new products accelerated 
by 20%, and the reduction of unplanned downtime was 30% 
[Lage, Filho, 2010].

• Reducing the cost of parts and components. Additive 
manufacturing, also known as 3D printing technology, opens 
up new horizons for smart manufacturing technologies. 
Additive manufacturing technology is extremely flexible 
for customisation, rapid prototyping and rapid production 
of spare parts. It also reduces lead times and machine 
replacement costs [Lu, 2017]. There is also a reduction in 
material consumption and a reduction in the weight of parts. 
Modern products in smart factories are produced using 
artificial intelligence. An AI-based system can be given 
initial conditions, and it will work through many options 
and produce ready-made solutions.

• More efficient use of production capacity through the 
ecosystem integration of all elements, including machinery. 
Thanks to the integral and synergistic configuration of smart 
production devices within a single digital technological 
ecosystem, the success of a production task is determined 
by the overall availability of all equipment. In addition, 
thanks to ecosystem integration, a high level of production 
adaptarion to emerging unforeseen situations is ensured 
[Kasyanenko et al., 2020].

• Reducing downtime, losses and waste. Included in a 
single digital technological ecosystem, an enterprise has a 
clear understanding of bottlenecks, machine and equipment 
performance, and other inefficient operations. With this 
data, the manufacturer can make adjustments to processes 
to reduce losses and waste, as well as reduce downtime.

• Reducing the costs associated with the failure of 
equipment. The principle of Predictive Maintenance 
(predictive maintenance of equipment) is to anticipate 
problems and failures, and eliminate them in a timely 
manner [Carvalho et al., 2019]. Setting up a digital twin 
and using a large number of sensors for machines, machine 
tools, equipment and devices [Kanawaday, Sane, 2017] 
makes it possible to recognise faults in time and carry out 
repairs, as well as to calculate the estimated stock of repair 
kits with smaller errors [Kasyanenko et al., 2020]. A more 
advanced tool for predicting equipment activity can reduce 
the time and material costs of repairs and maintenance, 
prevent unplanned emergency interruptions in operation, 
and reduce capital costs in the long term.

• Reducing reverse engineering costs. Additive 
manufacturing facilitates the reverse engineering of any 
part or product through 3D scanning and allows to design 
reconfiguration and rapid reproduction for testing and 
validation [Kang, 2016]. In terms of objective unit costs, 
additive technologies turn out to be less expensive than 
traditional ones [Barvinok et al., 2014]. For example, in the 
aircraft industry, the creation of a rapid simulation platform 
can reduce the time of design and design development by 
20% [Kheifets, Chernova, 2019].

• Optimisation and information integration of supply 
chains. Currently, the concept of open supply chain 
management (Open Supply Chain Management, OSCM) 
has particular promise as a new paradigm in the evolution 
of SCM. Companies can benefit from integrated physical 
and conceptual resources to improve the efficiency and 
agility of core supply chain processes, including sourcing, 
manufacturing, distribution and marketing [Rahmanzadeh 
et al., 2022]. Deliveries are becoming more flexible as 
suppliers communicate with warehouses, autonomous or 
semi-autonomous vehicles and drones in real time. The 
chains also include mobile robots and cobots (collaborative 
robots) to automatically perform delivery tasks [Rovito, 
2022].

• Reduced electricity consumption. A number of studies 
show a very significant reduction in electricity consumption 
during the transition to smart manufacturing [Kumar et 
al., 2021]. For example, industrial companies in Germany 
were able to reduce electricity consumption by 24% by 
implementing a program to automate protection on the CSF 
server [Kasyanenko et al., 2020]. At the same time, it should 
be noted that smart manufacturing systems will require huge 
data centers to implement and support their networking 
needs. Data centers consume a lot of energy, and the 
resources needed to generate energy have a negative impact 
on the environment. The following example demonstrates 
what data center capacity may be required in the future. 
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The flow of data generated by engines and aircraft is also 
changing the service and support offerings that jet engine 
manufacturers can provide. Engines produce a huge amount 
of information. A single Boeing 737 engine produces 20 
terabytes of data every hour in flight. Thus, an eight-hour 
flight from New York to London in a twin-engine aircraft 
can generate about 320 terabytes of data [Mathai, 2015].

• Reduction of the training cost highly qualified 
engineers and workers. Virtual reality and augmented 
reality are already widely used in the production systems 
of leading international companies to train young engineers 
and graduates of technical universities who are not 
very well prepared to work with production processes. 
The experience of industry leaders shows that through 
smart manufacturing, graduates and novice professionals 
are successfully introduced to the production process, 
mechanisation processes, troubleshooting and maintenance 
systems. And this form of instruction and training turns out 
to be even more useful in a number of core competencies 
than theoretical training in a more academic context [Moon 
et al., 2019]. For a number of parameters, training new 
employees and testing the product with demonstrations of 
various conditions in the augmented environment turned out 
to be more efficient and time-saving. You can also expect 
greater involvement and loyalty of employees in the context 
of using smart manufacturing technologies, increasing their 
creativity [Gajdzik, Wolniak, 2022], as well as the ability 
to solve more complex tasks using digital competencies 
[Paelke, 2014; Ivanov, 2016].

• Reduction of time and cost in R&D. Rapid assembly of 
prototypes helps speed up the production of new products, 
products of various modifications [Barvinok et al., 2014]. 
Fast and short communication with customers helps to 
quickly respond to changes in their preferences and test new 
products. This makes it possible to reduce unproductive 
costs in the course of innovation [Hinz, 2013; Guneshka, 
2021].

• Reduction of sunk costs, since the adaptability of 
production reduces the importance of the factor of specific 
assets. Often, specific capital investments associated 
with interaction with certain customers and suppliers 
are characterized by a limited ability to reuse the results 
obtained. The equipment used for smart manufacturing 
provides a higher level of organization of flexible lines and 
provides the ability to quickly and efficiently distribute 
production tasks between individual universal devices 
depending on the load and level of readiness [Kasyanenko 
et al., 2020].

• Reducing the need for working capital. The reduction 
in the need for working capital is primarily due to the 
reduction in inventories and the expansion of opportunities 

for receiving full or partial prepayment of products from the 
buyer [Matulik, 2008].

3. Group of effects from increasing 
the revenue at industrial enterprises

The group of effects that mainly lead to an increase in 
revenue can primarily include:

• Improved understanding of shopping habits and 
requirements. In today's environment, manufacturers want 
their customers to share their feedback and personal opinions 
about products or usage plans. Based on this information, 
manufacturers tend to focus their product design on meeting 
the needs of a relatively wide range of customers [Ren et 
al., 2019]. The processing of large amounts of data helps the 
manufacturer to determine the current state of the product 
and the causes of failures, encouraging customers to buy 
its products, since their purchasing habits and requirements 
have been taken into account in the design and manufacture. 
Big data analysis allows you to use the potential of data-
driven marketing in the context of production activities to 
full extent.

• Better customer satisfaction. After analysing data 
from different stages of the technological process, using 
machine learning and artificial intelligence, manufacturers 
become more flexible and can quickly change their business 
models in response to changes in the external environment. 
Thanks to additive manufacturing and reverse engineering, 
a quantum leap is being achieved in a number of high-tech 
industries. For example, in medical manufacturing, additive 
manufacturing and reverse engineering technologies are 
used for implants in dentistry and orthopedics to replace 
damaged body parts. Similar technologies are also used 
for prototyping, design and testing of structures in civil 
engineering to ensure cost-effectiveness and customer 
satisfaction. In this case, modeling and additive technologies 
make it possible to understand how to provide the best 
zoning of premises [Negi et al., 2013]. Another example 
is shoe makers Nike and Under Armor, who are exploring 
how additive manufacturing can revolutionise shoe 
manufacturing, ultimately allowing them to tailor sneakers 
to every athlete's foot.

• Fast adaptation of products to customer requirements 
due to production flexibility. Virtual and augmented reality 
help in the digital manufacturing process to visualise and 
test products in a simulated environment for end customers, 
which enhances the ability to customise a product based on 
a simulated environment for end customers [Berg, Vance, 
2017]. This leads not only to a reduction in a number of 
costs [Riemer, Totz, 2003], but also increases future sales 
and profitability. The flexibility of production implies the 
technical and organisational ability to change equipment 
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quckly within the framework of new tasks, taking into 
account the requirements of customers and consumers of the 
final product [Glazkov, 2016].

• Ability to manufacture small series of specific 
modifications of products and parts. Increasing adaptability 
to changing demand and the speed of launching a new 
product range into production provides new marketing 
opportunities and benefits for both large and small and 
medium-sized innovative enterprises [Barvinok et al., 2014]. 
Evolving distributed manufacturing systems that replace 
classical hierarchical control modes are very important 
for realising an intelligent manufacturing system that can 
handle growing customisation needs, sudden fluctuations in 
the supply chain, and is also suitable for small production 
batches [Lu et al., 2016].

• Improving the quality of products, reducing 
manufacturing defects. All equipment that monitors and 
controls the production works in real time. Big data is actively 
used to improve the quality of manufactured products and 
search for defects in the production process. The presence of 
such a tool as monitoring of work operations can improve the 
efficiency of employees. Operations and process monitors 
have the ability to view data automatically at set intervals on 
key indicators and control panels to improve process control 
and product quality, reduce materials for production, reduce 
resource usage time, and more. It is also important that the 
standardization of data collection will also make it possible 
to compare the efficiency of various production facilities, 
divisions, and assembly lines [Baurina, 2020].

• Increase in prices and margins of products due to the 
factor of monopolistic competition. The economic nature of 
smart manufacturing from the point of view of the sectoral 
economy consists in a more pronounced market structure of 
monopolistic competition. This, in turn, means that more 
and more industrial companies, thanks to the introduction 
of a set of "smart production" technologies, can secure such 
differentiation that will be recognised by the market both in 
terms of increasing sales growth potential and in terms of 
achieving high profitability of business lines.

• Reducing the total cost of ownership of complex 
technical products for consumers at the stage of product 
maintenance (digital service). By streamlining the 
engineering change process, especially in the context 
of complex product manufacturing, and by using digital 
services in the maintenance phase, the total cost of 
ownership can be reduced. In both B2B and B2C segments, 
this becomes one of the central competitive advantages 
and can be used in the course of marketing campaigns. 
At the same time, the components of a digital service in 
many industries can turn out to be higher marginal than the 
supported product. This approach in some cases changes the 

landscape of entire industries. Probably the most famous 
and large-scale example of this kind is Apple, whose share 
of revenue and profit from services (within the software 
ecosystem) has been growing in recent years, while the 
“hardware” component has been declining.

• Increase delivery lead time by providing a more 
innovative product. Customers who order an innovative 
product to fit their specification are willing to wait longer 
on average, which leads to lower revenue losses, as well as 
to a reduction in supply chain errors caused by accelerated 
product assembly [Piller et al., 2004].

4. Group of effects of multiplicative action 
and positive externalities 
from the introduction 
of smart manufacturing technologies

The group of broader socio-economic effects from the 
use of a complex of "smart production" technologies, which 
can be generally characterized as having a multiplier effect 
for the entire economy, as well as the impact as positive 
externalities (external effects), can primarily be attributed 
to:

• Growth of the semiconductor electronics and 
industrial equipment market. This growth is accompanied 
by the development of technologies based on the use of 
semiconductor electronics. At the same time, imbalances 
and sectoral crises arise due to a shortage of electronics 
or equipment, as happened in the automotive industry in 
2020–2022 due to a chronic shortage of microelectronic 
components [Shcherbakov, 2022].

• Increasing the level of science intensity and 
manufacturability of products and services in related 
industries. The introduction of a complex of technologies 
"smart production" becomes a driver of scientific and 
technological development not only in leading industries, 
but also in related ones [Digital Russia: new reality, 2017], 
and leads to a higher level of production efficiency, which 
is characterised by such indicators as the level of innovative 
activity , the share of high-tech products in GDP, the share of 
R&D expenditures in GDP. Moreover, the integration model 
of end-to-end digital transformation of industry based on 
matrix and industry models allows to build an integration 
inter-industry digital network in the conditions of the 
digital economy, within which end-to-end digitalisation 
of all sectors of the national economy takes place based 
on common segments of the digital infrastructure and 
the organisation of functional interactions between them 
[Zubritskaya , 2018].

• Intensification of applied science development, 
especially technical and engineering. A more complete 
system of integration of scientific, technical and industrial 
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subsystems becomes necessary for the innovative 
development of the country and industry 4.0. Smart 
manufacturing, according to a number of researchers, is 
one of the most suitable landscapes for introducing open 
innovations [Rahmanzadeh et al., 2022].

• Changing the structure of employment from low-skilled 
to highly skilled jobs. The main effect in terms of the quality 
of human capital of industrial enterprises is that automation 
allows manufacturers to start and complete projects 
with a minimum number of low-skilled workers. Faster 
access enables higher-skilled employees to focus only on 
their core tasks. This allows manufacturers to introduce 
innovative technologies faster without spending additional 
resources on it. Undoubtedly, the question of the extent 
to which smart production will generate highly skilled 
jobs in order to cover the retirement of a large number of 
professions that become unnecessary in smart production 
is of great scientific and practical interest and of particular 
socio-economic significance. Despite the considerable 
controversy of the issue and various estimates, including 
conservative and pessimistic ones, the average estimates are 
encouraging [Jagannathan et al., 2019; Grenčíková et al., 
2020; Anackovski et al., 2021], especially if we consider 
the overall reduction in man-hours in high-tech industries 
as part of the general economic trend towards a shorter 
workweek. In countries that have already institutionalised 
a shorter workweek to varying degrees (for example, in 

Germany, Austria, France, where the working week in 
industrial enterprises is about 33 hours), automation is 
not perceived with hostility, but with an understanding of 
its long-term benefits in terms of the quality of life of the 
personnel of enterprises.

•  Increasing demand for IT professionals. This 
professional group in the broad definition should be singled 
out separately, since its increase in the last few years has 
become an extremely significant priority of state policy in the 
field of employment, education and retraining of personnel 
in many countries, including Russia. Further development 
and implementation of intelligent manufacturing systems 
will create additional demand for information technology 
specialists. The information technology sector will need 
skilled people to design, develop, run and maintain network 
programs. Thus, the number of jobs in the field of information 
technology will grow. However, in manufacturing plants, 
unskilled operators and other workers are at risk of losing 
their jobs.

• Increasing labor productivity in industry and the 
economy as a whole. This effect is largely a product of the 
shift in smart industry employment towards a more highly 
skilled workforce and a sharp decline in the employment of 
low-skilled workers. However, it is necessary to note other 
components, due to which this effect is more pronounced 
and systemic within the framework of the smart production 
paradigm. Enterprises create separate performance 

Fig. 4. Prospects for reducing the unit costs of small and medium-
sized manufacturers through the reduction in the cost of additive 

manufacturing technologies

Conventional
Manufacturing

Additive
Manufacturing

Future AM Cost Curve

Break-Even
Point

Units Manufactured

Cost
Per
Unit

Source: [Mahoney, Kota, 2020].
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Table 2
Systematization of the socio-economic eff ects from the implementation of smart production technologies

Cost reduction eff ects Revenue increase eff ects Multiplier eff ects and positive 
externalities

Reducing the cost of control and monitoring 
of production processes

Improved understanding of shopping habits 
and requirements

Growth of the semiconductor electronics 
and industrial equipment market

Reducing the cost of parts and accessories Better customer satisfaction
Increasing the level of science intensity 
and manufacturability of products 
and services in related industries

More effi  cient use of production capacity 
through ecosystem integration

Fast adaptation of products to customer 
requirements due to production fl exibility

Intensifi cation of the applied science 
development, especially technical and 
engineering

Reduce downtime, losses and waste Ability to manufacture small series of 
specifi c modifi cations of products and parts

Changing the structure of employment 
towards highly skilled jobs

Reducing the costs associated with 
equipment failure

Improving the quality of products, reducing 
manufacturing defects Increasing demand for IT professionals

Reducing reverse engineering costs
Increase in prices and margins of 
products due to the factor of monopolistic 
competition

Increasing labor productivity in industry and 
in the economy as a whole

Optimisation and information integration of 
supply chains

Reduction for consumers of the total cost of 
ownership of complex technical products at 
the digital service stage

Reduction of economic and social 
damage from non-compliance with safety 
regulations

Reduced electricity consumption Increase delivery lead time by providing a 
more innovative product

Broader transition of industries and sectors 
of the economy to PaaS business models

Reducing the cost of training highly 
qualifi ed engineering and working 
specialists

Increasing the share of medium and small 
enterprises in the volume of industrial 
production

Time reduction and cost in R&D Increasing the investment activity 
of enterprises

Reduction of sunk costs by reducing the 
importance of the factor of specifi c assets

Improving the quality and transparency 
of management

Reducing the need
for working capital

Improving corporate governance and ESG 
factors in industrial companies

Increasing the environmental sustainability 
of production

Source: compiled by the author.
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management systems [Bagautdinova, Bagautdinova, 2018].
• Reduction of economic and social damage from non-

compliance with safety regulations. A number of smart 
manufacturing technologies, in particular computer vision, 
allow not only to optimise processes, but also to control 
the actions and operations of personnel at a new level in 
terms of meeting safety requirements [Tarasova, Shparova, 
2021; Rovito, 2022]. However, the point is not only in 
effective control, but also in the fact that the complex of 
“smart production” technologies allows, already within 
the framework of workplace design, to ensure the highest 
prioritisation of safety in the workplace. Research on the 
effect of reducing worker injuries and improving their 
overall well-being and quality of life is of particular 
interest. In the context of the activities of Russian industrial 
enterprises, this is especially important, since so far in 
most industries the levels of injury to workers and working 
conditions in terms of health hazards can hardly be called 
satisfactory, given the already existing potential for the 
use of high technologies. Here are some examples of 
private smart manufacturing technologies that have taken 
workplace safety to a new level. The first example is the 
progress in the robotic environment, where, thanks to a 
number of technologies, the biometric data of the operator 
is also included in the control loop. Thanks to this, it is 
possible to implement a personalised security strategy based 
on the role of a person, physical condition, speed, and other 
parameters [Wang, Wang, 2020]. A second example is that a 
number of smart technologies, especially augmented reality, 
are improving the quality of safety training [Deac et al., 
2017]. As a third example, dynamic self-organising security 
systems are being developed to help an engineer working in 
a smart manufacturing facility discover all security-related 
devices and automatically generate a suitable security 
configuration. This configuration will be automatically 
deployed to the system after adaptation and verification 
by a safety engineer. The proposed self-organising security 
system simplifies security configuration in a dynamic 
environment. Therefore, this not only improves workplace 
safety, but also reduces engineering effort and equipment 
downtime, which in turn improves profitability [Etz et al., 
2020].

• Wider transition of industries and sectors of the 
economy to PaaS (Product as a Service) business models. At 
first glance, this may seem somewhat counterintuitive, but 
the complex of smart manufacturing technologies stimulates 
not only innovative technological and product components 
in the industry itself, but also a more integral and holistic 
inclusion of service components in a common product shell, 
especially services with a high level of digitalisation. This 
is especially important both for the competitiveness of 

Russian industrial enterprises and for the marginality of 
their business. Service components are on average more 
cost-effective. Smart manufacturing creates a much greater 
variety of niches for building new business models, such 
as paying monthly subscriptions instead of hardware sales 
(also known as “product as a service”).

• Increasing the share of medium and small enterprises 
in the volume of industrial production. This effect largely 
depends on the contexts of individual industries, and in most 
cases it should not be an end in itself. Nevertheless, many 
experts point out that many sectors of Russian industry 
are characterised by a high concentration of large-scale 
industries and that it does not correspond to the parameters 
of a progressive sectoral structure. Increasing adaptability 
to changing demand and the speed of launching a new 
product range as one of the central advantages of the “smart 
production” technology complex provides new marketing 
opportunities and benefits for both large and small and 
medium-sized innovative enterprises [Barvinok, Smelov, 
Kokareva, Malykhin, 2014]. Graphically, the advantage 
of introducing digital technologies (primarily additive 
manufacturing) for small and medium-sized industrial 
companies is shown in Fig. 4. As AM technology becomes 
more versatile in terms of materials, part sizes, and reliability, 
and as more companies enter the 3D printer market, prices 
are falling. Small hobby 3D printers from companies like 
MakerBot are available for less than $3,000. Industrial-scale 
printers using polymers or ceramics cost less than $95,000, 
and printers using metals around $400,000. However, new 
machines from Desktop Metal and HP promise to cut price 
levels significantly [Mahoney, Kota, 2020].

• Increasing the investment activity of enterprises, 
including small and medium ones. Investment growth 
can be expected in all types of fixed assets (3D printing 
machines), intangible assets (software, licenses, patent), 
research and development. However, empirical studies of 
small and medium-sized enterprises show that they have 
unsustainable behavior in terms of investment in information 
and communication technologies and need external support 
to integrate digital transformation into the overall strategy 
of the firm [Ulas, 2019]. However, it is not only about 
support, but also about understanding the potential of smart 
manufacturing technologies, including for assessing the 
investment feasibility of various solutions. Digital twin 
technologies are especially useful in this regard. Digital twin 
technologies are used to gather information for a realistic 
economic evaluation of full automation solutions, to support 
and encourage investment to realize the potential of digital 
transformation of manufacturing. Technologies include 
modeling, data analysis, and behavioral models that are 
used to assess impact, implementation scenarios, eliminate 
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the need for physical prototypes, reduce development time, 
and improve quality [Caccamo, 2022]. Also, in a recent 
study, taking into account the problems of the activities 
of small and medium-sized enterprises in conditions of 
high uncertainty of digital transformation processes, a 
modification of the value stream mapping method (VSM) 
was proposed to evaluate intelligent production decisions, in 
which the emphasis is on information flows and integration 
required key performance indicators [Martin, 2020].

• Improving the quality and transparency of management. 
Technological and organisational innovations occur both 
sequentially and simultaneously and complement each other 
in the context of the transition to smart manufacturing. The 
interaction between the two types of innovation is complex. 
Most manufacturers have old systems for collecting and 
processing information. New systems must be upgraded to 
the next generation of performance. Based on these new 
ideas and a better understanding of the business, it becomes 
possible to develop new strategies [Baurina, 2020].

• Improvement of corporate governance and ESG 
factors in industrial companies. Despite the importance of 
corporate transformation towards industry 4.0 (Corporate 
Transformation Toward Industry 4.0, CTTI4.0), to date, 
research on how companies report CTTI4.0 information 
in their annual reports and how this affects financial 
performance is scarce. However, recent pioneering work 
[Alkaraan et al., 2022] in this area found that CTTI4.0 
disclosure has a positive impact on the financial performance 
of industrial companies. In addition, environmental, 
social and governance (ESG) practices have been found 
to favorably influence the relationship between CTTI4.0 
disclosures and financial performance.

• Increasing the environmental sustainability 
of production. By intelligently managing the entire 
manufacturing process, smart manufacturing systems 
reduce waste, overproduction and energy consumption. 
The manufacturing system automatically orders material or 
parts from its suppliers when needed. In times of lower sales 
volumes, fewer raw materials are ordered. Another example 
of environmental sustainability is that manufacturing 
companies are connected to power plants and can schedule 
energy-intensive tasks with the natural overproduction 
of energy from wind or solar energy. Surplus energy can 
be used by other companies or private households in the 
immediate surroundings. Thanks to intelligent energy 
management systems and network technologies, renewable 
energy sources can be used more efficiently.

Ilkevich S.V. Strategy of digital transformation of industrial enterprises: The effects of the introduction of smart manufacturing technologies

5. Systematisation of socio-economic 
effects of the introduction of smart 
manufacturing technologies 
in tabular form

It seems appropriate to present the socio-economic effects 
of the introduction of smart manufacturing technologies 
identified above for three groups in tabular form (Table 2.). 
Some of the extended effect titles have been shortened for 
tabular presentation.

6. Conclusions and possible 
directions 
for further research

As a result of the study, 12 cost reduction effects, 8 
revenue increase effects and 13 multiplier effects and the 
nature of positive external effects from the introduction 
of a set of smart production technologies in industrial 
enterprises are summarised and highlighted. Of particular 
importance at present are the areas of research on the socio-
economic effects of the introduction of smart manufacturing 
technologies, since some improvements at the intersection 
of production and social transformation are currently 
insufficiently studied, in contrast to the actual production 
effects, many of which have been studied in sufficient detail 
by the scientific and expert communities. 

It seems that the systematisation, classification, 
differentiation and quantitative assessment of the various 
effects of the "smart production" complex can and even in 
a certain sense (in the context of the tasks of modernising 
the economy and industry of the Russian Federation) 
should become a separate subject area at the intersection of 
performance management (Performance Management) and 
smart production (Smart Manufacturing). The question of 
the feasibility and prospects of building a certain composite 
index of the level of maturity and / or the effectiveness of 
the introduction of smart manufacturing technologies at the 
level of industry or individual industries and sectors may 
deserve special attention.

From the point of view of the state industrial policy, it 
is important to understand the priority of ensuring the wider 
use of a set of smart manufacturing technologies. State 
industrial policy instruments and a favorable institutional 
environment can help with the rapid scaling of a set of 
smart manufacturing technologies across a wide range of 
enterprises in various industries and sectors of the economy.
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1. Standardisation of sustainable 
development in Russia

Since 2021, the topic of sustainable development and the 
ESG agenda has begun to gain popularity in Russia: forums 
and conferences are held, various information materials 
appear in print media and on the Internet. However, in the 
author's opinion, there is a lack of a conceptual standardised 
approach to activities in the field of sustainable development 
and ESG.

The term "ESG factors" appeared in the report "Who 
cares wins. Connecting financial markets to a changing 

world”, prepared in 2004 under the auspices of the UN 
Global Compact at the request of UN Secretary-General Kofi 
Annan. ESG factors (Environmental, Social and Governance 
factors) are factors related to the environment (including 
environmental and climate change factors, E), society 
(social factors, S) and corporate governance factors (G). 
Sustainable development in a global context is understood 
as development that meets the needs of the present without 
compromising the ability of future generations to meet their 
own needs [Bank of Russia Information Letter No. IN-06-
28/96.., 2021].
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Russia has never sit on the sidelines from global processes 
towards the standardisation of sustainable development. 
Suffice it to say that already more than 10 years ago, namely 
on June 19, 2012, the Technical Committee for Standardsation 
"Sustainable Development" (TC 115) was formed, until 
April 2022 it was called "Sustainable Development of 
Administrative -Territorial Entities".

On April 5, 2022, the Federal Agency for Technical 
Regulation and Metrology (Rosstandart) issued Order No. 
866 “On organising the activities of the technical committee 
for standardisation “Sustainable Development””. This order 
approved the structure of the committee, which includes 
subcommittees SC 1 "Sustainable cities and communities" 
and SC 2 "Sustainable organisations" [Order of the Federal 
Agency.., 2022].

During 2012-2021, the focus of the committee's activities 
was shifted to the sustainable development of cities and 
communities, and the concept of sustainable development of 
organisations received little attention. At the meeting of TC 
115 "Sustainable Development" on July 7, 2022, proposals 
were considered for the development of the activities of TC 
115 and the development of national standards, including 
the management system for the sustainable development 
of organisations, indicators and their evaluation, reporting 
on the achievement of sustainable development goals, 
sustainable supply chain management.

Before proceeding with the development of standards 
aimed at certain aspects of sustainable development of 
organisations, it seems appropriate to develop and submit for 
discussion by the expert community a conceptual model of 
sustainable development of an organisation.

2. Purpose and structure 
of the sustainable development model

The conceptual model is a description of the structure and 
objects, as well as the relationships between them. The model 
facilitates understanding of the principles of sustainable 
development and ESG, serves as a basis for the development 
and implementation of the sustainable development strategy 
and goals, management of ESG factors and associated risks 
and opportunities, as well as the preparation of non-financial 
reporting.

The following elements should be included in the 
organisation's sustainable development model: 

1. The structure and functions of the company's 
management, including management bodies, structural 
divisions, resources, powers (in relation to ESG).

2. Strategy for sustainable development.
3. Goals of sustainable development.
4. Key financial and non-financial performance 

indicators and metrics.
5. Sustainable development projects (including green, 

adaptive, social).
6. Programs, plans and activities in the field of 

sustainable development.

7. Risk management system, including consideration of 
ESG factors, risks and opportunities.

8. The system for ensuring the continuity of the 
organisation's activities, including incident 
management, analysis and prevention of consequences, 
contingency plans.

9. Interaction with stakeholders and ensuring compliance 
with the requirements for the company's activities.

10. Internal control, compliance, internal audit.
11. Non-financial reporting, including assessment of the 

impact of the company's activities on ESG factors and 
the impact of ESG factors on the company.

12. Working with suppliers and accounting for greenhouse 
gas emissions - direct and indirect (carbon footprint).

Aspects of sustainable development and ESG factors 
should also be taken into account in:

• the organisation's operations, including management 
procedures and practices, business processes, plans 
and activities;

• system of incentives and remuneration of personnel;
• supply chain management.

3. Individual elements 
of the sustainable 
development model

1. The structure and functions of the company's 
management, including management bodies, structural 
divisions, resources, powers (in relation to ESG)

ESG factors and sustainable development issues should 
be taken into account already at the stage of formation of 
governing bodies. Many companies form a sustainable 
development committee under the board of directors, 
introduce new structural units, such as the chief sustainability 
officer (CSO), the sustainable development department, etc.

The relevant management bodies and structural units 
should have the necessary competencies, resources and 
powers to implement the ESG principles, assess risks and 
opportunities, make decisions, and allocate resources.

It is recommended to document the responsibility 
and authority in the organisation in terms of sustainable 
development and ESG, which can be done both by 
developing new documents and by amending existing ones. 
Such documents can be:

• concept or business model of sustainable development;
• documents that form the ESG corporate culture, such 

as sustainability policy, corporate governance code, 
personnel policy;

• system of incentives, evaluation of results and 
remuneration of personnel;

• communication procedures (internal and external 
interaction) on ESG issues;

• procedures for taking into account ESG factors and 
associated risks and opportunities;

• control procedures;
• procedures for preparing non-financial reporting.
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It is necessary to organise regular review by management 
bodies of plans and reports on the implementation of ESG 
principles and functions, while taking into account both 
quantitative criteria and qualitative assessments.

2. Strategy for sustainable development
To take into account all elements of sustainable 

development, it is recommended to form (or update) the 
company's business model covering the mission, strategy, 
business processes and procedures, taking into account ESG 
factors. The sustainable development strategy itself can be 
both a separate document and a block as part of a corporate 
strategy dedicated to ESG and sustainable development 
issues.

The influence of ESG factors, risks and opportunities 
on the company's strategy, plans and development scenarios 
should be taken into account. It is desirable to provide for 
this in all available blocks of the strategy (product, portfolio, 
regional, industry, operational), taking into account the 
appetite for accepted risks and the quality of the risk 
management system.

The strategic decisions made on the management of 
activities, taking into account ESG factors, must be specified 
in the planned performance indicators of departments 
and employees, in conjunction with the incentive and 
remuneration system, with reflection in accounting and 
reporting.

3. Sustainable Development Goals
Strategic decisions in the field of ESG must be specified 

in the performance targets of departments and employees, 
followed by monitoring and reporting on the implementation 
of plans.

The company's sustainable development goals should be 
linked with the Sustainable Development Goals (UN SDGs), 
the goals of the Paris Climate Agreement, and the national 
goals enshrined in state strategic planning documents. The 
sustainable development goals need to be linked to business 
processes, projects and activities.

4. Key financial and non-financial performance 
indicators and metrics

It is necessary to develop and link indicators that reflect 
the participation of divisions and personnel of the company 
in achieving corporate sustainable development goals, 
progress in ESG development, indicators of ESG risks 
and opportunities, direct and indirect emissions, and other 
significant indicators.

It is important to establish metrics and formulas 
for calculating indicators, organise the management of 
financial and non-financial performance indicators, analyse 
their dynamics, and regularly assess the compliance of 
performance results with the planned key indicators.

5. Sustainable development projects (including green, 
adaptive, social)

It is important to organise the accounting of projects in the 
field of sustainable development, the formation of a register 
of sustainable projects of the company. When initiating and 

launching projects, it is necessary to correlate them with the 
criteria of green, adaptation, social projects (based on the 
relevant taxonomies), and also adhere to the principles of 
responsible investment.

The definition of green and adaptation projects is 
established by the goals and main directions of sustainable 
development of the Russian Federation (approved by the 
Decree of the Government of the Russian Federation dated 
July 14, 2021 No. 1912-r) [Government Decree .., 2021], the 
criteria for green and adaptation projects are approved by the 
Decree of the Government of the Russian Federation dated 
September 21 .2021 No. 1587. The specified resolution 
defines the areas of activity in which green projects can 
be implemented: waste management, energy, construction, 
industry, transport and industrial equipment, water supply 
and sanitation, natural landscapes, rivers, water bodies 
and biodiversity, agriculture. There are six areas for 
adaptation projects: waste management, energy, sustainable 
infrastructure, industry, transport and industrial equipment, 
and agriculture [Government Decree.., 2021].

For each of the areas of activity, specific qualitative 
and quantitative criteria for project compliance have 
been developed, allowing them to be classified as green 
or adaptive. Among the criteria, much attention is paid to 
compliance with resource and energy efficiency indicators 
according to information and technical reference books on 
the best available technologies.

The taxonomy of social projects, which VEB.RF 
is developing jointly with the Ministry of Economic 
Development of the Russian Federation, should be adopted 
by the end of 2022. The taxonomy project contains 10 main 
areas for the implementation of social projects: health care, 
education, employment, affordable housing, sports, culture, 
art and tourism, food availability, infrastructure.

6. Programs, plans and activities in the field of sustainable 
development

The sustainable development agenda needs to be 
integrated into the daily activities of all involved departments 
and ensure their interaction on ESG issues.

There should be clear procedures for the formation, 
coordination and approval of programs and plans, setting 
goals (measures) in the field of sustainable development 
and monitoring their implementation with an assessment of 
effectiveness.

7. Risk management system, including consideration of 
ESG factors, risks and opportunities

Let's define ESG risks (opportunities) based on [Vysokov, 
2021]: these are environmental, social or management events 
or conditions that can have a significant impact (negative 
or positive) on the assets, financial position, profit and 
reputation of the company. For environmental risks, it is 
recommended to use the more precise term “climate and 
environmental risks”, which are subdivided into physical 
risks and transitional risks.

ESG risks are grouped in the following areas:
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E - climate and environmental risks, including physical 
risks: catastrophes (hurricanes, floods, fires, heat waves), 
chronic changes (temperature changes, sea level rise, 
reduction of water resources, loss of biodiversity and 
changes in land productivity and soils), transitional risks 
(legislative changes, technological progress, changes in 
consumer behavior, prices, tariffs, taxes, regulation of a low-
carbon economy);

S - social risks, including the impact of changes in 
social proportions (equality, health, safety, labor relations, 
migration, communities), the quality and safety of the 
products, services and working conditions provided;

G - managerial risks, including the procedures for making 
managerial decisions (subordination, fairness, honesty, 
transparency, rights, obligations, remuneration of managers) 
[Vysokov, 2021].

The company should have procedures for identifying, 
managing and controlling ESG risks: it is desirable that they 
could be integrated into the overall risk management system, 
but they can be separate, and their interaction with other 
risks will need to be taken into account.

It is necessary to organise the identification and accounting 
of ESG factors, ensure their integration into the company's 
business model and mechanisms for the relationship of ESG 
factors with risks and opportunities. Relationships of risks 
and opportunities with the company's operations (business 
processes), projects, products (services), supply chain, 
relationships with counterparties should be established.

It is necessary to develop mechanisms for assessing 
the impact of the company's activities on the environment 
(including the climate), the social sphere (including the 
observance of human rights) and the economy. On a regular 
basis, the impact of ESG risks on the current operating 
activities of the company and future investment projects 
should be assessed and analysed, ESG risks and opportunities 
should be assessed and reassessed, and a strategy for managing 
them should be determined. Convenient tools include ESG 
risk dashboards and interactive ESG risk reports.

8. System for ensuring the continuity of the organisation's 
activities, including incident management, analysis and 
prevention of consequences, contingency plans

The company must implement a mechanism for 
identifying potential events (incidents) that can lead to 
business disruption, material or other losses, emergency or 
crisis.

Business continuity plans and procedures need to be in 
place to capture past incidents and minimise their impact, 
including timely disaster recovery of physical assets, IT 
systems, personnel security and work environment.

It is recommended to create in advance templates for 
contingency plans and responses to unforeseen events that 
cannot be predicted and prevented, but which need to be 
promptly responded to, including a structured exchange of 
information with emergency services and a list of restoration 
work.

9. Stakeholder Engagement and Ensuring Company 
Compliance 

It is necessary to organise the identification and 
accounting of mandatory requirements for the company's 
activities (which include legislative, regulatory, regulatory) 
and obligations voluntarily accepted by the company. 
Voluntary standards include international, national and 
industry standards, standards in the field of sustainable 
development and corporate governance, standards in the 
field of environmental protection, energy efficiency, health 
and safety, social responsibility, quality management.

It will be useful for the company to maintain a 
database of internal and external documents containing 
ESG requirements. It is important not only to identify the 
various environmental, social and governance aspects of the 
company's activities, but also to establish the relationship 
between them, as well as with the financial and non-financial 
performance of the company.

10. Internal control, compliance, internal audit
Compliance should monitor and control compliance with 

the requirements of stakeholders, internal control services 
check the accounting of ESG factors, the implementation 
of established control procedures. Internal audit checks 
how ESG risks and opportunities are managed, and makes 
proposals for revising the organisational structure and 
specific functions. Mechanisms for fixing inconsistencies 
(violations) and conducting analysis, developing corrective 
measures and monitoring their implementation should be put 
into practice.

11. Non-financial reporting, including assessment of the 
impact of the company's activities on ESG factors and the 
impact of ESG factors on the company

The results of the company's work on the implementation 
of environmental, social and managerial responsibility 
should be reflected in the financial statements and non-
financial information for stakeholders.

Interested parties in obtaining ESG reporting are 
shareholders, investors, customers, partners, employees, 
the media, social groups, professional and scientific circles. 
Along with general questions, each of the stakeholders pays 
attention to specific aspects of ESG reporting.

ESG reporting should disclose information on 
environmental, social and governance issues, compliance 
with regulatory requirements and legislation necessary to 
understand the development and the business model used.

ESG reporting should be: Substantial, Reliable, 
Balanced (include positive as well as negative facts), Clear, 
Comprehensive but concise, Forward looking, Stakeholder 
oriented, Consistent, Comparable and Accessible (one click 
maximum).

ESG reporting allows you to more reasonably formulate 
a strategy, monitor and manage ESG risks based on a broad 
dialogue with stakeholders, and strengthen social reputation 
[Practical recommendations.., 2021].

Non-financial reporting should show, on the one hand, 
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Let it be hoped that the model presented by the author 
will help companies understand and structure their 
activities in the areas of sustainable development and 
ESG, organise joint work of staff and manage ESG data, 
generate reports and share their success in the field of 
sustainable development with stakeholders. The next step 
is to build an integrated platform for managing sustainable 
development and ESG in order to quickly take into account 
the impact of ESG factors on the results of the company's 
financial and economic activities, as well as the impact that 
the company's activities have on the environment, social 
sphere and economy.
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Introduction
Digitalisation in modern conditions is becoming one 

of the priority areas for the development of companies 
and states. So, in 2021, approximately 56% of CEOs 
around the world planned to increase the share of digital 
technology use1. And a number of countries, such as 
Germany and the UK, have already achieved significant 
results in digital transformation [International Digital 
Experience.., 2020].

1 Priorities for IT technology initiatives 2020–2021. https:// www.statista.com/statistics/1106032/top-priorities-it-technology-initia- tives.
2 Decree of the President of the Russian Federation of July 21, 2020 No. 474 "On the national development goals of the Russian Federation for the period up to 2030".

In Russia, digital transformation in 2020 is defined as 
one of the national development goals2. At the same time, 
the internal costs of domestic organisations for the creation, 
distribution and use of digital technologies and related 
products and services in 2020 increased by 15.8% compared 
to the pre-Covid 2018 [Tsifrovaya ekonomika.., 2022]. To 
what extent such growth is explained by closer attention 
to this issue on the part of the state is a separate issue. An 
expert assessment of such an impact will be presented below. 
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It seems that the understanding of the companies themselves 
had a greater effect, that digital transformation has become a 
necessary condition for maintaining competitiveness and the 
key to their development in the long term.

At the same time, the level of use of digital technologies by 
Russian companies is generally inferior to foreign competitors 
- the pace of implementation of individual digital initiatives 
is 5–10 years behind [Digital transformation of industries.., 
2021]. Although there are pleasant exceptions, for example, 
Yandex, Mail.Ru, Tinkoff, Sberbank, 1C, Rostelecom, some 
of which can even compete with international companies 
both in the domestic and foreign markets.

As for the electric power industry, 
it came to digitalisation much later. It is 
only increasing its potential, yielding to 
industries that already use a large number 
of solutions, such as retail, banking, 
telecommunicationsand manufacturing. It 
should be understood that in such an area 
as digitalisation, one can very quickly 
become a leading industry from a lagging 
one, especially when using the positive and 
taking into account the negative experience 
accumulated by other industries.

The introduction and development of 
digital technologies in the electric power 
industry is usually associated with the 
possibility of companies reaching a new 
scientific, technological and industrial 
level, increasing the stability of the 
energy system as a whole and ensuring 
the accelerated implementation of the 
main economic trends in electrification, 
decarbonisation and decentralisation. 

Some experts estimate the potential growth 
in revenues of energy companies from digital 
transformation only in the short term by 3-4% 
per year [Khitrykh, 2021].

In order to build an effective digital 
transformation strategy for the electric 
power industry, it is important to understand 
the current level of its digital maturity, the 
main obstacles that companies face when 
implementing digital solutions, and their 
readiness for digital transformation. 

1. Research methodology
In order to assess the digital maturity of 

the electric power industry in Russia, the 
main barriers that companies face when 
implementing digital solutions and readiness 
for digital transformation, an expert survey 
was conducted in April-May 2022, in which 
135 respondents took part (anonymously). 
The characteristic of respondents is presented 
on Fig. 1 and 2. An important criterion for 

selecting respondents was expertise and/or experience in the 
electricity industry. For the correct interpretation of the results, 
empty answers were excluded from the number of answers.

The expert survey addressed four blocks of questions: 
– the need for digitalisation of the electric power industry 

and the current level of digitalisation;
– key advantages and prospects of digitalisation in the 

electric power industry;
– internal and external barriers that impede digitalisation;
– readiness of domestic electric power companies for 

digitalisation.

23.4%

32.8%

8.0%

3.6%

5.1%

3.6%

12.4%

10.9%

Electric energy production         Electric energy transmission         Sales and Delivery

Industrial consumer         Retail consumer

Government officials/local officials

Representative of scientific and expert community         Expert in another category

Fig. 1. Respondents’ sphere of activity (%)

24.1%

35.8%

21.2%

5.1%

13.9%

Senior manager         Middle manager

Expert influencing decisions         Outside expert

Interested in the industry development

Fig. 2. Respondent’s position in the company (%)
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The study will be useful for company owners and 
managers at various levels - both those already implementing 
digitalisation and / or digital transformation projects, and 
those who are just making a decision on the implementation 
of such projects.

2. The level of digitalisation 
in Russia compared to other countries 

According to most indicators of the consolidated Digital 
Development Ranking prepared by the National Research 
University Higher School of Economics [Indicators of 
the Digital Economy.., 2021], Russia occupies an average 
position (Fig. 3). The main indicators of this rating 
included:

− Index of Readiness for the Networked Society3  
(Institute Portolans, 2020), which reflects the level of 
progress of digital technologies and their impact on the 
economic development of countries; 

− The World Digital Competitiveness Ranking4 
(International Institute for Management Development, 
2020), which allows to assess the intensity of the 
development and application of digital technologies 
by the country, leading to the transformation of public 
administration, business models and society as a 
whole; 

− Global Networking Index5 (Huawei, 2020), which 
characterises the relationship between the level of 
digitalisation in a country and economic growth; 

3 The network readiness index 2020: Accelerating digital transformation in a post-COVID global economy. https://enterprise.press/wp-content/uploads/2020/11/NRI-2020-Final-Report.pdf.
4 World Digital Competitiveness Ranking. https://www.imd.org/wcc/world-competitivenesscenter-rankings/world-digital-competitiveness-rankings-2020/.
5 Shaping the New Normal with Intelligent Connectivity. https://www.huawei.com/minisite/gci/assets/fi les/gci_2020_whitepaper_en.pdf?v=20201217v2.
6 The Inclusive Internet Index. https://theinclusiveinternet.eiu.com/explore/countries/performance.

− The Inclusive Internet Index6 (analytical department 
of The Economist, 2021), characterising the degree of 
Internet penetration in 100 countries;

− E-Government Development Index (United Nations 
Department of Economic and Social Affairs, 2020), 
reflecting the readiness of countries to implement 
e-government services [E-Government survey.., 2020];

− B2C e-commerce index (UN Conference on Trade and 
Development, UNCTAD, 2020), which characterises 
the ability of countries to conduct e-commerce in 
business for the consumer [The UNCTAD B2C.., 
2020]. 

Of particular interest are data on the effectiveness of 
research and development in the field of information and 
communication technologies (ICT), reflecting the country's 
potential in this area and independence from imported 
technologies, as well as its promising place in the world 
market.

So, in 2020, the number of publications of Russian 
authors in the field of ICT in scientific journals indexed in 
Scopus amounted to about 18.4 thousand (or 3.44% of the 
global number of publications in the field of ICT) [Digital 
economy.., 2022]. According to this indicator, Russia is 
among the top ten countries and takes an honorable 8th 
place [Indicators of the digital economy.., 2021]. At the 
same time, the number of publications of the leaders of the 
rating is as follows: China - more than 120 thousand, the 
USA - about 72 thousand and India - about 44 thousand 
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publications. In terms of patent applications for inventions 
in the field of ICT, Russia is already in the second ten 
countries with an indicator of 2.4 thousand (or 0.29% of 
the global number of patent applications for inventions in 
the field of ICT). It is significantly behind such leaders 
as China with more than 346 thousand applications, the 
USA - more than 154 thousand and Japan - more than 105 
thousand applications.

Having considered the position of the energy industry 
in the use of digital technologies in comparison with 

Fig. 4. Use of digital technologies in organisations by type of economic activity, 2020 (% of the total number of organisations)
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Source: compiled by the authors after [Digital economy.., 2022].

other industries in Russia, it can be stated that the energy 
industry does not belong to the list of leading industries 
for this indicator (Fig. 4), yielding to such sectors of 
the economy as industrial production, wholesale and 
retail trade, the information technology industry and the 
financial sector.

Analysing the indicators of “green digitalisation” 
[Turovets et al., 2021] (the share of smart meters in the total 
number of meters and the share of electric vehicles in the 
total number of cars in the country) in different countries, 

Indicator China The 
USA India Russia Japan Canada Germany France Spain

Share of smart meters 
in the total number of meters (%)

99
(2018) 57 1

(2019)
10

(2018)
67

(2018)
80

(2019) 15 22.2
(2018)

93.1
(2018)

Share of electric vehicles 
in the total number of vehicles 
in the country (%)

0.94
(2018)

1.9
(2019)

0.3
(2019)

0.014
(2020)

1
(2019)

0.14
(2019) 2.96 2.7 1.31

Average power cut duration (min.) — 348
(2018)

317
(2018)

120
(2019) 21 — — — —

Average share of electricity 
losses (%)

5.8
(2019) 5 33 11

(2019) 4 9 4.46
(2018)

6.41
(2018)

8.93
(2018)

Number of fi lling stations with 
charging function
electric vehicles (pcs.)

80 800
(2019)

26 000
(2019)

250
(2019)

1 612
(2019)

7 900
(2019)

5 000
(2019)

27 459
(2019)

24 950
(2019)

5 209
(2019)

Table 1
Indicators of “Green Digitalization”
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Fig. 5. Estimates of digitalisation level of the electric power industry in Russia (% of respondents)
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Fig. 6. Estimates of digitalisation level of companies (% of respondents)
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Source: [Digital transformation in Russia.., 2020].

it can be seen that the share of smart meters in Russia 
and the share of electric vehicles in the total the number 
of cars is very small – 10% and 0.014%, respectively (for 
comparison: 99% and 0.94%, respectively, in China) 
(Table 1). Compared to India and the USA, Russia has a good 
level of uninterrupted power supply - the average duration of 
a power outage is 120 minutes. The level of losses is quite 
high - 11%. Infrastructure for electric vehicles is not enough: 
1,612 gas stations in Russia compared to 80,800 in China or 
26,000 in the USA.

3. Survey results 
At the same time, estimates of the digitalisation level 

in the electric power industry in Russia are insignificant, 
but differ by sector. Thus, representatives of the sphere of 
energy sales activities assess the level of digitalisation at an 
average of 4.6 out of 10 points, the production of electrical 
energy - by 4.16, and the transmission of electrical energy 
- by 3.6 points. Some of the most optimistic estimates of 
the digitalization level in the electric power industry were 
received from officials - 5.2.
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The average level of assessment of the digitalisation of 
their company by survey participants was 4.41 points out of 
10, which indicates a low level of digitalisation of Russian 
electric power companies. The majority of respondents 
(20%) rated the level of digitalisation in their company as 5 
points out of 10 (Fig. 6). 

Interestingly, in the KMDA study [Digital transformation 
in Russia.., 2020], there was a rather serious gap between the 
perception of digital maturity on the part of top managers 
and ordinary employees (Fig. 7). The following factors were 
attributed to the reasons for this gap: earlier transformations 
at the top management level, reassessment of the actual level 

of digitalisation by top management, top management’s lack 
of all information about problems on the ground (bunker 
effect), insufficient awareness of ordinary employees about 
the strategy , projects and plans for digital transformation.

For the electric power industry, such a gap is either 
practically not observed, or it has a diametrically opposite 
character. Thus, for the electricity generation sector, top 
managers rate the level of digitalisation of their company 
at 3.1 points out of 10, while middle managers and experts 
- at 5 points. Senior managers in companies engaged in the 
transmission of electric energy rate the level of digitalisation 
of their company at an average of 3 points, and middle 

Fig. 8. Digitalisation stage in the company (% of respondents)

38.5%

23.0%

14.8%

9.6%

14.1%

Entry      Medium      Advanced      No answer      Not applicable

Fig. 9. Th e level of company team formation 
for the digitalisation process (% of respondents)
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27.4%
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Formed but act separately from each other       Are not formed

No answer

Table 2
Positive eff ects of the digitalisation in the electric power industry and the extent of their impact (% of respondents)

Positive eff ects % 
of votes

Degree of impact
low average high

Increasing the level of process transparency 100 7 25 67

Improving the quality of mode control, optimising the load at power plants 96 3 28 68

Reduced equipment maintenance costs 96 38 40 22

Improved performance and security 94 15 46 39

Reducing the time of connections to power plants 93 44 37 19

Improving the reliability and stability of the power system 92 13 43 44

Identifi cation of non-contractual and unmetered consumption 91 14 36 50

Improving customer experience 91 22 38 40

Improving consumption effi  ciency 90 18 42 40

Sustaining the environment and reducing CO2 emissions 90 49 34 17

Accelerating the development of the electricity market 88 26 39 34

Reducing the fi nal price of electricity 88 56 33 11
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Fig. 10. Th e most promising technologies for the implementation and development of the electric power industry (% of respondents)
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Source: [Digital economy.., 2022].

Table 3
External barriers to digitalisation (% of respondents)

External barriers % of votes
Degree of impact

low average high

Sanctions and lack of own innovative solutions 93 14 29 56

Imperfection of the legal and regulatory framework 93 17 43 40

Presence of digital inequality of the population 
and technological limitations 90 30 33 38
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managers and experts at 3.7 points. In sales companies, the 
average rating of top managers corresponds to 5.3 points, 
middle managers and experts - 5.6 points.

The results of the survey of respondents regarding the 
stage of digitalisation at which their company is located also 
confirmed previous data on the low level of digitalisation 
of electric power companies. 39% of respondents (52 out of 
135) indicated that their companies are at the initial stage 
of digitalisation, 23% - at the middle stage, and only 15% 
believe that their companies are at an advanced level of 
digitalisation (Fig. 8). At the same time, the initial stage of 
digitalisation was understood as the position of the company, 
when only the processes of interaction with partners and 
customers are digitalised in it; middle stage - supporting 
processes (HR, marketing, finance) are digitalised; advanced 
stage - product creation and key processes are digitalised.

Looking at the sectors, 60% of the surveyed 
representatives of grid companies, 32% of representatives of 
generating companies and 27% of representatives of supply 

companies believe that their companies are at the initial 
stage of digitalisation. 

Only 22% of respondents (29 out of 135) said that teams 
responsible for digitalisation processes have been formed 
and coordinated in their company. In 65% of cases, such 
teams are not formed or coordinated and operate in isolation 
from each other (Fig. 9).

As the most signifi cant positive eff ects from the 
digitalisation of the electric power industry, the interviewed 
experts identifi ed the following: improving the quality of 
mode control and optimising the load at power plants - 68%, 
increasing the level of transparency of processes - 67%, 
identifying non-contractual and unmetered consumption - 50%, 
increasing the reliability and stability of the power system - 
44%, improvement of customer experience - 40% (Table 2).

The most promising technologies for implementation 
and development, according to respondents, are big data 
and predictive analytics - 68%, artificial intelligence - 54%, 
cloud technologies - 46% and digital twins - 39% (Fig. 10).

Table 4
Internal barriers to digitalization (% of respondents)

Internal barriers % of 
votes

Degree of impact 
low average high

Lack of staff  competencies and experience in the practical implementation of new 
technologies 99 8 29 63

Depreciation and obsolescence of the infrastructure of existing assets 96 7 25 68

Wary attitude to everything new and lack of understanding of the need 96 22 42 36

Lack of investment and funding 95 6 27 66

Non-recoupment of projects 93 8 41 51

Lack of cooperation in the company on digitalisation issues 91 8 46 46

Fig. 12. Factors that hinder return on investment in digitalisation (% of respondents)
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When comparing the use of digital solutions in the 
corporate sector by country, it can be seen that Russia 
lags far behind developed countries in a number of areas 
(Fig. 11). On the one hand, this indicates a certain level of 
digital underdevelopment, on the other hand, it indicates 
that even not the largest investments of companies aimed at 
introducing digital technologies can bring a tangible effect, 
which creates serious opportunities for the development of 
both individual companies and the economy as a whole.

As the most significant external barriers to digitalisation, 
experts identify the sanctions imposed on Russia and the lack 
of their own innovative solutions - 56%, the imperfection 
of the legal and regulatory framework - 40%, the presence 
of a digital inequality of the population and 
technological restrictions - 38% ( Table 3).

Among the most significant internal barriers to 
digitalisation, experts attributed the deterioration 
and obsolescence of the infrastructure of existing 
assets by 68% of respondents, the lack of 
competencies among staff and practical experience 
in implementing new technologies - 63%, lack of 
investment and financing - 66% and the failure to 
pay back projects - 51% (Table 4).

The most significant factors hindering the 
return on investment in digitalisation were named 
by experts as long payback periods or non-
payback projects - 15%, lack of staff competencies 
and practical experience in implementing new 
technologies - 13%, regulatory restrictions and 
policy of curbing tariff growth - 13%, lack of 
interest - management in digitalisation due to the 
lack of economic incentives to improve efficiency 
- 10% (Fig. 12).

According to respondents, the return 
on investment is affected by the lack of a 
comprehensive assessment of these investments 
as part of production and business chains and 
the difficulty of identifying a specific effect 
from digitalisation, low investment activity, 
low management efficiency, and lack of 
understanding of the goals of digitalisation.

Among other reasons, survey participants 
also named: lack of a statutory return on 
investment mechanism, lack of direct subsidies, 
weak government support measures (tax 
rates, complex regulatory framework), weak 
competition in the industry and the absence of 
independent regulators, high cost of technologies 
and insufficient elaboration of projects, high 
added value due to intermediary companies.

Some respondents noted that the digitalisation 
of Russian companies is hampered by the 
unpreparedness of state power industry regulators 
to liberalise energy markets and the large-scale 
emergence of new types of active consumers, 
while the need to restrain the growth of tariffs for 

the end consumer, regulatory and social restrictions hinder 
the implementation of new approaches.

Some respondents drew attention to a serious problem 
in the power grid complex. Within the framework of the 
existing tariff regulation and the actual liquidation of small 
territorial grid organisations (meaning the latest legislative 
innovations related to the exclusion of entrepreneurial profits 
from small TGOs and the tightening of quantitative criteria 
for TGOs in order to force the consolidation of electric grid 
assets), investments in digitalisation are possible only from 
PJSC Rosseti , its subsidiaries and affiliates. The rest of the 
TGOs are only interested in survival.

Fig. 13. Th e impact of the legislation of the Russian Federation 
in the fi eld of digitalisation on the digital development 

of companies in the electric power industry (% of respondents)
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20.0%
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Fig. 14. Th e impact of mandatory government digitalisation programs 
on electric utilities (% of respondents)
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Fig. 15. Who companies rely on most for the development and implementation of digital solutions (% of respondents)

63% of respondents (85 out of 135) are sure that the lack 
of their own developments and import substitution will slow 
down the pace of digitalisation of the electric power industry. 
13% believe that import substitution, on the contrary, will 
accelerate the pace of digitalisation of the electric power 
industry, and 17% are sure that import substitution will not 
affect the pace of digitalisation in any way.

According to 37% of survey participants (50 out of 135), 
digitalisation legislation is a barrier to the digital development 
of companies in the electric power industry (Fig. 13).

A quarter of respondents (34 out of 135) believe that the 
establishment of mandatory state programs for digitalization 
leads to a decrease in the effectiveness of measures, since 
companies are aimed at implementing the program “at any 
cost” (Fig. 14). 

The majority of respondents (53%) rely on IT companies 
to develop and implement digital solutions, 44% do it on their 
own, and 42% plan to turn to research institutes/technoparks 
for help (Fig. 15).

Conclusion 
The study of digital development level of the electric 

power industry allows us to formulate a number of main 
conclusions.

• Russia, in comparison with other countries, does 
not diff er in leading positions in the fi eld of digital 
technologies implementation and is at the average level.

• The electric power industry, being the basic sector 
of the economy responsible for its safe and reliable 
development, is in the background in terms of 
digitalisation, yielding to retail, the banking industry, 
telecommunications, and the manufacturing industry.

• The vast majority of respondents - 86% - believe 
that digitalisation in the electric power industry is 

necessary, but assess its current level as low - at 4.27 
points out of 10.

• 62% of respondents believe that their companies are at 
the initial or middle stage of digitalisation. At the same 
time, in the power grid complex, 60% of respondents 
assess the level of digitalisation of their companies as 
initial.

• 65% of respondents noted that in their companies the 
teams responsible for digitalisation processes are not 
formed or coordinated and act separately from each 
other.

Thus, the results of the survey, as well as international 
indices, confirm rather low level of digitalisation of Russian 
electric power companies compared to foreign competitors.

At the same time, digitalisation is a promising 
direction and can have a significant positive impact on 
the electric power industry. The results of the expert 
survey indicate that the industry should focus on staff 
development, the development of innovative thinking and 
culture, as well as financial instruments for investing in 
digital technologies.

Companies, together with the state, need to eliminate 
or minimise the challenges that arise in the process of 
introducing digital technologies so that digital projects 
become more attractive to investors and can pay off. The 
development of programs for the return of investments in 
digitalisation and financial support for the renewal of worn-
out and obsolete assets from the state will increase the interest 
of top management of companies in digitalisation and will 
make it possible to achieve payback for digital projects.

For successful digital transformation, companies need to 
increase the digital maturity and competence of employees, 
develop a corporate culture of innovation, and focus on the 
digitalisation experience of other leading companies.

25.0%
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50.0%

75.0%
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Introduction
The formation of a platform economy is one of the key 

results of the introduction of digital technologies that are 
transforming the traditional market model. Companies 
based on digital technologies, including digital platforms, 
demonstrate significantly greater productivity. Thanks 
to this, such organisations can grow exponentially, 

successfully adapt to external conditions, capturing new 
markets [Exponential Thinking.., 2021].

According to one of the definitions, a digital 
platform is “a system of algorithmic mutually beneficial 
relationships between a significant number of independent 
participants in an economic sector (or field of activity) 
carried out in a single information environment, leading 
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to a reduction in transaction costs through the use of a 
package of digital technologies for working with data and 
changing the separation system labor” [Strategy of digital 
transformation.., 2021].

Companies can take three approaches in relation to the 
use of digital platforms. The first is that an organisation 
deliberately refuses to use them, which may be due to 
the characteristics of the industry / market in which it 
operates. Such a strategy may be due to a small number of 
customers.

The second approach is characterised by the fact that 
the organisation uses an existing platform, ready-made 
solutions for its own tasks. These include, for example, 
the use of the platform as one of the distribution channels 
for products, the search for partners to solve various 
business problems. The advantages of this approach are 
that the organisation bears less risk and invests less to 
enter the platform compared to the third approach, when 

the company acts as the owner or provider of the platform, 
that is, it creates a platform for solving business problems 
based on data/information received from intelligent 
products, equipment capable of data exchanging.

The approach taken by a company is determined by the 
goals it pursues. The first section of this study identified 
the key benefits driving the adoption of digital platforms 
by industrial enterprises. The methodology of the study is 
given below, followed by the results obtained. 

1. Key benefits of using platforms 
for industrial enterprises

The attractiveness of platforms for user companies 
is determined by the set of tasks that it allows to solve. 
Firstly, acting as a technological basis for performing 
various functions, for example, in the field of organising 
production, marketing activities, resource management 
activities, etc. Secondly, acting as an intermediary in 

Table 1
Benefi ts from the participation of industrial companies in ecosystems created by digital platforms 

Benefi ts from being part 
of the business ecosystem Defi nition Authors

New business opportunities The digital business ecosystem provides its 
members with new business opportunities [Hein et al., 2020; Cozzolino et al., 2021]

Co-creation of value
Co-creation of value, which can 
be accompanied by improved process 
effi  ciency through the use of best practices 

[Hein et al., 2020; Silva et al., 2021; 
Sun, Zhang, 2021]

Increasing innovation potential
The innovative potential of the company 
is enhanced by the impact of other types 
of innovation

[Helfat, Raubitscheck, 2018; 
Jovanovich et al., 2021; Barile et al., 2022]

Gaining a competitive advantage
An effi  cient business ecosystem gives 
a competitive advantage to all participants 
and creates barriers to entry for competitors

[Sun, Zhang, 2021]

Gain access to additional resources and 
knowledge

Solving the problem of limited resources 
within one company

[Garcia et al., 2022; Suurenen et al., 2022; 
Ko, Amankwah-Amoah, 2022]

Cost and risk management
Business ecosystem reduces costs and risks 
when participants cooperate to develop 
the innovations and solutions the business 
needs

[Greve, Song, 2017; Garcia et al., 2022; 
Suurenen et al., 2022]

Provides modularity to meet customer 
needs

Modularity gives more options to meet 
customer needs [Jose, Tollenaere, 2005; Sun, Zhang, 2021]
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the market, reducing transaction costs, simplifying the 
interaction between various market participants [Schreieck 
et al., 2016]. In this regard, digital platforms become the 
basis for the formation of ecosystems, the benefits of 
participating in which are reflected in Table 1.

At the same time, there are a number of criteria that 
determine the readiness of enterprises to participate in the 
digital platform or implement it in their activities. These 
include, in addition to the functionality of the platform and 
a set of critical mass, a number of important components:

• work on the platform of major players in the target 
market for an enterprise;

• geographical coverage exceeding the territory of one 
region/country;

• the number of participants who initiated the work of 
the platform and the status of these participants;

• reliability and security of the platform.
A study conducted at the Financial University in 2022, 

which was devoted to the study of the effects, stimulating 
the technological development of industry, including 
through digitalisation, showed that, despite the widespread 

discussion of the benefits that companies receive as 
a result of the use of digital platforms, openness issues 
are an important limitation of their use and integration 
opportunities [Scenario modeling.., 2022].

The reasons for this limitation are related to the fact 
that in many large industrial enterprises the process of 
automation was gradual, as a result of which programs are 
often used that may be incompatible with each other, the 
data collected on the equipment is heterogeneous, which 
leads to difficulties in their consolidation and processing. 
As a result, the implementation of platforms in enterprises 
is slow, gradually affecting the processes of different 
levels, the speed of implementation of platforms can also 
be different even within enterprises of the same holding. 
In this regard, the compatibility of the platform with the 
software of various providers is one of the conditions for 
accelerating the adoption of digital platforms.

Another factor important for using the platform is to 
ensure the safety of data and their confidentiality. Despite 
the fact that in a platform economy, competitors can also 
be considered as partners in creating value, representatives 

Table 2
Characteristics of enterprises to determine the propensity to adopt platforms

Mature companies Developing companies

The organisation has specialised divisions/departments dealing 
with asset management (e.g. procurement)

Unstructured and limited resources requiring cross-functional roles 
to manage multiple processes and activities

Standardised business processes and activities Non-standardised business processes

Strong position in the market An unstable position in the market, as a result of which 
the organisation seeks to diversify

Established network of suppliers and customers. There is a network 
of partners with whom the company is ready to conclude an 
agreement in case of a need for resources

Supplier and customer networks are under development

The selection of a supplier takes place in accordance with 
predetermined criteria and procedures

Supplier selection is largely based on project specifi c criteria 
(e.g. expertise, product specifi cation).

The organisation has strategic partners with whom cooperation 
has been established

May have strategic partners, but mostly contracts for a specifi c 
project.

The company has eff ective communication channels 
(for example, IT systems) with suppliers/clients/partners Limited resources to invest in effi  cient communication channels.

The organisation ensures information security 
of data using internal resources

Limited resources for solving business security problems 
and a large need for external service providers.

Источник: [Arica, Oliveira, 2019]. 
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of Russian companies in the study noted a lack of trust and 
unwillingness to exchange data for the joint development 
of products and innovations.

At the same time, some authors note that the companies' 
own characteristics also play an important role for the 
participation of industrial companies in the ecosystems 
created by platforms. For example, the authors [Arica, 
Oliveira, 2019], based on the analysis of 34 companies 
from five European countries, identified two groups 
of enterprises characterised by different propensity 
to adopt platforms used for asset exchange within the 
sharing economy. The first group - mature enterprises - is 
characterised by a lower inclination to use platforms for 
their activities. The second group - developing enterprises 
- on the contrary, shows a greater willingness to implement 
and use platforms. A more detailed description of the 
groups is presented in Table 2.

At the same time, the authors of the study note that 
the digital platform is also designed to reduce the risks 
associated with the interaction of various companies. The 
risks that digital platforms should mitigate include:  

• the risk of choosing an unscrupulous buyer/supplier, 
which is associated with the limited time and 
resources that the organisation can allocate for their 
search;

• lack of accurate information about the capabilities 
and experience of the supplier/contractor;

• limited choice/options of known suppliers for a 
specific need;

• lack of transparency on the part of the supplier and 
the risk of failure in business relationships with the 
client, especially in the case of unbalanced power 
relations, when a mature company has a significant 
share of the supplier's market;

• Uncertain results due to lack of previous experience 
with a particular partner.

At the same time, platforms have a significant potential 
for the development of the organisation. In 2020, Deloitte 
partnered with MAPI to conduct a study that included 
an online survey of 850 industrial executives in North 
America, Europe, Asia, and interviews with 30 industrial 
executives that revealed why organisations are still 
moving towards digital platforms in their activities [Smart 
manufacturing ecosystems.., 2020].

The results of the study showed that the two main reasons 
that explain the interest of industrial enterprises to enter 
into platform-based cooperation and form an ecosystem 
are the ability to increase the speed of development and 
launch of new products and services, as well as the ability 
to increase the amount of revenue received from the sale 

Table 3
Characteristics of the sample of industrial companies

Characteristics of companies in the sample Number of companies Share of companies 
(%)

Ferrous and non-ferrous metallurgy 37 24

Food industry 27 17

Mechanical engineering and metalworking 25 16

Chemical and petrochemical industry 40 25

Forestry, woodworking and pulp and paper industry 11 7

Building materials industry 16 10

Company lifespan   

from 1 year to 10 years 53 34

11 years and over 104 66

Average headcount   

no more than 500 people. 50 32

501 people and more 107 68

Source: compiled by the author.
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of products, services, including the provision of additional 
services. The third reason, important for industrial 
companies, is the reduction of operating costs, achieved by 
improving the efficiency of business processes.

The benefits obtained by foreign companies are also 
important for Russian companies. This study identifies 
four key goals for which Russian industrial companies 
can use digital platforms. The objectives of the study were 
to determine whether the use of digital platforms really 
makes it possible to achieve growth in the performance of 
enterprises, and to identify the features of their use. 

2. Research methodology
The research methodology included a survey using 

questions divided into four blocks: 
1) the use of digital platforms to stimulate the export of 

products of Russian industrial companies;
2) the use of digital platforms to increase labor 

productivity;
3) the use of digital platforms to increase the level of 

cooperation between Russian enterprises;
4) the use of digital platforms to integrate Russian 

manufacturers into global supply chains. 
The period of the study: March - July 2022. The 

database of companies was formed according to the 

Ruslana database. A total of 157 companies took part in the 
survey. Table 3 shows the characteristics of the sample of 
enterprises that took part in the survey. 

The experts were asked to answer questions using a 
Likert scale from 1 to 7, where 1 - platforms are not 
used, 7 - the company has a team of employees who 
develop / support the digital platform used to achieve 
the stated goals, while the digital platform is integrated 
into business processes, comprehensively covers the 
entire company.

The study determined the impact of the use of digital 
platforms on the resulting indicators: 

• performance results (Yi1): sales proceeds;
• performance results (Yi2): breadth of the product 

range;
• performance results (Yi3): change in the number of 

outlets;
• performance results (Yi4): foreign trade turnover;
• performance results (Yi5): labor productivity;
• platform coverage dynamics (Yi6): change in the 

number of business partners;
• subjective perception of performance (Yi7): position 

relative to competitors;
• Dynamics of the quality of relations with partners 

(Yi8): change in the number of contracts.

Table 4
Factors of “Stimulating the export of Russian industrial products” block

Composite variable Elements Composite 
reliability Factor load

Stimulating 
the export of Russian 
industrial products

The company uses foreign platforms to match foreign buyers

0.821

0.923

The company uses the platform to search for fi rms that provide legal support 
when entering foreign markets 0.717

The company uses the platform to search for fi rms that provide agency 
services when entering foreign markets 0.682

The company uses platforms to search for information related to the specifi cs 
of the external market and its features 0.870

The company uses digital platforms to gain access to distribution channels 
and select foreign marketplaces 0.813

The company uses specialised platforms to search for information about 
the required export documentation 0.757

The company uses specialised platforms to participate in export support 
programs 0.701

Source: compiled by the author.
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Table 5
Factors of “Labor productivity improvement” block

Composite variable Elements Composite 
reliability Factor load

Increased labour 
productivity

The company uses the platform to ensure the process of technical inspection 
and repair

0.738

0.713

The use of the platform has reduced production losses (downtime) 0.627

The use of the platform allowed to reduce production losses (material overrun) 0.734

The use of the platform allowed to reduce production losses (defective products) 0.835

Source: compiled by the author.

Table 6
Factor loads of “Integration of Russian manufacturers into global supply chains” block

Composite 
variable Elements Composite 

reliability Factor load

Integration 
of Russian 
manufacturers 
into global supply 
chains

The company, using the platform, increased the number of suppliers in the foreign 
market (as a result of integration into global production chains)

0.717

0.828

The company, using platforms, increased the number of buyers in the foreign 
market 0.836

The company, using the platform, increased the off er in terms of additional services 0.817

Source: compiled by the author.

Table 7
Factor loads of “Increasing the level of cooperation between Russian enterprises” block

Composite 
variable Elements Composite 

reliability Factor load

Increasing 
the level 
of cooperation 
between 
Russian 
enterprises

Over the past 2-3 years, cooperation between enterprises using digital platforms has 
increased the share of new products in the total output

0.729

0.679

Cooperation with the use of the platform has reduced the time to market for new/
innovative products 0.821

The company uses platforms to communicate with partners 0.717

Increasing the transparency of business processes using the company's platform has 
increased its attractiveness for partners 0.734

The company uses platforms to implement/ensure sales of personalised products 0.872

Cooperation with the use of platforms made it possible to simplify the process of 
fi nding trustworthy partners 0.813

Source: compiled by the author.
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For each resulting indicator, regression models were 
formed, the general view of which is presented as follows:

y = β0 + β1 × x1 +… + βn×xn,                                                                           (1)
where y is the resulting indicator, β I is the non-
standardised coefficient, x1 and xn are independent 
variable indicators.

3. Statement of hypotheses
To achieve the objectives of the study, five hypotheses 

were put forward.
Hypothesis 1. There is a positive relationship between 

the use of digital platforms and the achievement of foreign 
economic activity results.

The internationalisation of a company is one of the 
conditions for the development of a company. At the same 
time, access to resources in other countries and a high level 
of competition contribute to optimising the implementation 
of the company's business processes, increasing the 
efficiency of its activities and the quality of products. 
The result may be an increase in the diversification of the 
company, an increase in the occupied market share, and the 
development of the existing market.

Entering foreign markets involves a number of 
difficulties, for example, the need to build supply chains 
from scratch, search for customers, the unknown brand of 
the company, search for partners / contractors, the need 
to take into account legal restrictions and regulatory 
features in a particular country. In this regard, industrial 
companies can use platforms that reduce uncertainty and 

Table 8
Use of digital platforms by Russian industrial companies (% of companies using digital platforms for a given criterion)

Criterion Level 1 Level 2 Level 3

The platform is used to interact with other businesses 12

The platform is used to ensure interaction within one group of enterprises 78

The platform is used to increase productivity 83

The platform is used to search for suppliers in foreign markets 46

The platform is used to fi nd clients in foreign markets 56

The platform is used to receive consulting services when entering foreign markets 38

The platform is used to access distribution channels in the foreign market 54

Source: compiled by the author.

Khovalova T.V. Using digital platforms for strategic development of industrial companies

offer services for analysing barriers to entry into a target 
foreign market, aggregate information about legal features 
(the need for licenses, permits, etc.), and also provide 
information on customs regulation , sanctions restrictions. 
An example of one of these platforms is the platform of the 
Export Center of Russia, where companies can consult on 
the implementation of export activities, provide training 
for employees and advanced training necessary for the 
implementation of export activities, obtain information on 
financial and credit support, etc.

To test the hypothesis, the factors shown in Table 4 
were used. 

Hypothesis 2: There are positive relationships between 
the use of digital platforms and increased productivity of 
the organisation's staff.

Productivity is one of the key elements that determine 
the competitiveness of an organisation. Digital platforms, 
increasing the transparency of the company's business 
processes, optimising the execution and control of 
production processes, auxiliary functions, contribute to 
increased productivity. In this regard, digital platforms can 
bring many advantages for Russian companies. According 
to some reports, today the productivity of Russian 
enterprises is two to three times lower than that of foreign 
companies, which is one of the reasons for their lagging 
behind in the competition.

There is a certain productivity limit, below which 
the enterprise is not able to engage in export activities 
[Simachev et al., 2022]. In this regard, we can say that the 
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low level of productivity limits the company's ability to 
expand its export activities.

To determine the degree of achievement of goals as a 
result of the use of platforms that improve productivity in 
the enterprise, the factors from Table 5 were used.

Hypothesis 3. Digital platforms facilitate the integration 
of Russian manufacturers into global supply chains.

Digital platforms can be an effective tool for companies 
to enter the international market. According to [Cozzolino 
et al., 2021], one of the main reasons for producers to 
participate in digital platforms is access to advanced 
technologies and solutions that make it easier to distribute 
their products. This is facilitated by the simplification of 
the search for customers and partners in the global market, 
and the reduction of transaction costs. In this regard, it 
has been suggested that digital platforms can increase 
the integration of Russian manufacturers into global 
supply chains. The factors that characterise this block are 
presented in Table. 6.

Today, the platformisation of the economy and the 
formation of platform-based ecosystems are intensifying 
both competition and cooperation between companies 
[Cozzolino et al., 2021]. For example, open innovation 
platforms are seen as a new generation of co-creation 
spaces that allow participants in the innovation ecosystem 
to interact with each other [Rho et al., 2020], which helps 
to increase their joint innovation potential. The result is 
an acceleration of the process that develops new products, 
bringing them to the market and increasing the number of 
developments.

In this regard, the following hypotheses were put 
forward:

Hypothesis 4. The use of digital platforms has a positive 
effect on increasing the share of new products.

Hypothesis 5: There is a positive relationship between 
the use of digital platforms and the increase in partnerships 
with other organisations.

To test the hypotheses for each of the blocks, control 
questions were developed, presented in Table 7.

4. Research results
The results of the study showed that companies that use 

digital platforms to enter and work in foreign markets, in 
most cases, showed the achievement of the goals of foreign 
economic activity. At the same time, it should be noted that 
the use of foreign sites is more preferable when operating 
in a foreign market than the use of our own site for product 
distribution.

The advantage of foreign platforms is that export 
platforms that allow Russia to trade in foreign markets 
also provide access to B2B and B2C marketplaces of the 
country of presence, trade support (work with claims, 

1 Offi  cial website of the Export Center. https://www.exportcenter.ru/.

marketing administration, trilateral negotiations, 
support in processing transactions), help to ensure 
optimal logistics, hold year-round product exhibitions 
to attract more customers. Thus, Hypothesis 1 was 
confirmed.

The next hypothesis related to the connection of digital 
platforms and productivity increase is also confirmed. At 
the same time, exporting enterprises almost always use 
digital technologies that optimise production activities, 
which indirectly confirms that a higher level of competition 
stimulates productivity and the desire of the organisation 
to adopt digital technologies.

Hypothesis 3, which allows to assess the impact of 
digital platforms on increasing integration into global 
supply chains, was also generally confirmed. It should be 
noted that the impact on economic performance indicators 
for 2021 was assessed - the imposition of sanctions 
distorted the overall picture of the effectiveness of the 
use of platforms. According to the Russian Export Center, 
only due to the purchasing power in the countries of the 
European Union, the number of sales of products decreased 
by 35%. However, today there is a change in routes, the 
development of digital platforms and platforms that allow 
entering the Asian market, for example, some enterprises 
have attempted to deliver goods from the EU to Russia 
through Uzbekistan or Iran1.

According to the results of the analysis, it was 
revealed that, despite the fact that for foreign industrial 
companies, as noted above, one of the main reasons 
for using digital platforms is the development of new 
products, including jointly with partner companies, 
for Russian companies hypotheses 4 and 5 were not 
confirmed. This leads to the conclusion that companies 
are more inclined to develop innovations on their own, 
relying on their own resources.

Based on the analysis, it was assessed for what purposes 
Russian companies use digital platforms to a greater extent. 
The results of the analysis, which reflect the percentage 
of use of each  platform type, are presented in Table 8, 
where the numbers are the percentage of companies from 
the sample that use digital platforms according to the given 
criterion.

In general, according to the results of the study, we 
can say that the use of digital platforms among Russian 
industrial companies cannot be unambiguously attributed 
to any one level. Although many enterprises use digital 
platforms to enable interaction within the same group 
of companies, as well as to increase labor productivity, 
there is still a small percentage of those companies that 
turn to platforms for interaction with other enterprises 
(this does not include supplier-to-consumer" interaction), 
as well as to receive consulting services when entering 
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Введение
In the modern world, there is an active change in the 

architecture of markets, a transition to platform technologies 
is underway, which is the main trend of the fourth industrial 
revolution. The main characteristic criteria of digital 
platforms are [Digital platforms.., 2018; Rohn et al., 2021]:

– algorithmisation of interaction between participants 
on digital platforms;

– mutually beneficial relations of all participants  on 
digital platforms;

– a significant number of participants operating on 
digital platforms;

– ensuring a unified information environment for the 
effective functioning of digital platforms;

– reduction of transaction costs in the implementation 
of the interaction of various participants on digital 
platforms.

An important role in shaping the effective functioning 
of digital platforms is played by the participants, and the 
relationships built between them within a digital platform. 
This article discusses the mechanism of interaction between 
participants on digital platforms within three types of digital 
platforms.
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Table 1
Supplier relationship management strategies

Strategy Characteristic

Purchasing 
strategy 
development

This strategy assumes the centralisation of procurement, the development of procurement strategies for each product 
group, the formation of procurement quality strategies, the annual adjustment of the procurement strategy 
[Kushch, Smirnova, 2007; Shiralkar et al., 2022]

Supplier selection

Supplier selection and evaluation should include several steps [Urazova, 2009]: 
1. Analysis of the range of purchased products
2. Determining the role of the supplier in the production processes
3. Determining the criteria for a good supplier in diff erent categories
4. Supplier portfolio analysis and evaluation
5. Implementation of work with the supplier

Supplier 
development

The development of suppliers should be carried out primarily in two directions [Kushch, Smirnova, 2007]: 
• development aimed at strengthening the system of common values and goals with the supplier;
• technological development

Communication 
process 
management

The formation of a strategy for communication processes with a supplier should be carried out at the level of the 
company's top management and take into account short-term and long-term relationships with the supplier. In modern 
conditions of high uncertainty and turbulence, it is preferable to build strategic (long-term) relationships with the 
supplier [Kushch, Smirnova, 2007]

Cost management Cost management should include many aspects: supplier relationship management in terms of profi tability, 
technology management, etc. [Kim, Choi, 2021]

Logistics 
management Supply chain management can be carried out within various concepts - JIT, Kanban, etc. [Kim, Choi, 2021]

Monitoring Supplier relationships should be continuously monitored [Kim, Choi, 2021]

Source: compiled by the author after [Kushch, Smirnova, 2007; Urazova, 2009; Kim, Choi, 2021; Shiralkar et al., 2022].

Table 2
Customer relationship management strategies

Strategy Characteristic

Market segmentation Formation of diff erent groups (segments) to better meet the needs of business consumers 
[Sen, Sinha, 2011]

Choice of business consumers
Business consumers can choose within three strategies [Understanding business markets.., 1990]: 

• focusing on a particular market;
• defi nition of benefi ts provided for each segment;
• the ratio of values for the client and the level of costs

Building a portfolio 
of relationships

Preference is given to long-term strategic relationships with partners. 
In some cases, building short-term partnerships is possible [Hilton et al., 2020]

Source: compiled by the author according to [Understanding business markets.., 1990; Sen, Sinha, 2011; Hilton et al., 2020].
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Table 3
Integrated models of relationship management between partner companies

Model Characteristic

CPFR (Collaborative Planning, Forecasting 
and Replenishment)

Management of intercompany interactions through strict regulation and sequence 
of execution of all business processes. At the same time, forecasting and planning 
of business processes is carried out jointly between partners [Hill et al., 2018; 
Reusen, Stouthuysen, 2020]

JIT (Just in Time) A logistics concept that allows just-in-time deliveries to be shared by all partners 
[Chen, Bidanda, 2019; Goyal et al., 2020]

TQM (Total Quality Management) The concept of total quality management, which is aimed at improving the quality 
of all organisational processes of partners [Goyal et al., 2019; Wei et al., 2020]

LP (Lean Production)
The concept of lean production, which is aimed at eliminating waste of resources 
at all levels of production and involves production partners in this process 
[Rossini et al., 2019]

Source: compiled by the author after [Hill et al., 2018; Chen, Bidanda, 2019; Goyal et al., 2019; Rossini et al., 2019; Goyal et al., 2020; 
Reusen, Stouthuysen, 2020; Wei et al., 2020].

Table 4
Types of digital platforms

Type Characteristics

Instrumental digital 
platform

It is based on a software or hardware-software complex (product) designed to create software or hardware-software 
solutions for applied purposes. Examples: Java, iOS, Microsoft Azure, Intel, SAP.HANA, etc.

Infrastructure digital 
platform

It is based on an ecosystem of participants in the informatisation market, the purpose of which is to accelerate 
the launch to the market and provide consumers in sectors of the economy with solutions to automate their 
activities (IT services) using end-to-end digital technologies for working with data and access to data sources 
implemented in the infrastructure of this ecosystems. Examples: PREDIX, ArcGIS, CoBrain, Era Glonass, 
Public Services, etc.

Applied digital 
platform

A business model for providing the possibility of an algorithmic exchange of certain values between a signifi cant 
number of independent market participants by conducting transactions in a single information environment, 
leading to a reduction in transaction costs through the use of digital technologies and changes in the division 
of labor system. Examples: Yandex.Taxi, Avito, avasales, Plato, Booking.com, Uber, etc.

Industry digital 
platform

It includes participants in business processes of specifi c industries: manufacturing, trading and service companies, 
their customers, as well as government regulatory services. In technological terms, industry digital platforms 
are information systems for accumulating, exchanging and managing data in a structured form, as well 
as for calling business functions with information systems of platform participants connected to it through 
technological interfaces.

Source: compiled by the author based on [Digital Platforms.., 2018; Digital platforms, 2022].

1. . Prerequisites for the formation 
of a mechanism for interaction between 
the company and partners

Let us consider the existing relationship management 
strategies in industrial companies.

There are several groups of strategies for managing a 
company's relationship with partners [Kushch, Smirnova, 
2007]: 

• supplier relationship management strategies;
• customer relationship management strategies;

• integrated models of relationship management 
between partner companies.

Groups of supplier relationship management strategies 
are presented in detail in Table 1.

At the same time, customer relationship management 
strategies also have their own classification (Table 2).

There are also integrated models for managing 
relationships between partner companies (Table 3).

Next, the main participants and their relationships within 
various types of digital platforms will be considered.
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Fig. 1. Coordination of the relationship management processes 
of the participants of the instrumental digital platform

Users

Solution 
developers

Platform 
developers

Instrumental 
digital 

platform

Source: compiled by the author according to [Digital Platforms.., 
2018; Galagan, 2019; Ratten, 2022; Xie et al., 2022].

Table 5
Mechanism of interaction of participants of the instrumental digital platform

Participants 
of instrumental 
digital platform

Mechanism of interaction / activities

Platform developers

• Ensuring the creation of a single technological platform: it is planned to create a single set of technologies, 
a single digital platform architecture, ensure the integration of the digital platform roadmap and the 
integration of digital platform components

• Ensuring the creation of a single functional scope: the creation and formation of transactional components, 
analytical components, industry components 

• Formation of product history: it is planned to form a long-term strategy for the development of the 
company, the formation of detailed documentation, ensuring the functioning of the technical support 
service

• High level of performance: providing support for horisontal and vertical clustering, generating metrics 
for internal testing of the digital platform

• Ensuring the eff ectiveness of the digital platform functioning: eff ective implementation of the digital 
platform in the activities of an industrial company, attracting consumers and customers to the company, 
ensuring high rating positions of industrial companies

Solution developers

• Formation of solutions for instrumental digital platforms: development of business strategies, formation 
of the architecture of technical solutions, provision of technical support for business processes and digital 
products, implementation of end-to-end technologies, implementation of industry 4.0 technologies, 
ensuring IT infrastructure fl exibility

• Determining the needs of software product users, software and hardware solutions: conducting market 
research, market segmentation, building a portfolio of relationships, managing communication processes, 
training and developing users, ensuring continuous monitoring of relationships between participants 
in the instrumental digital platform

• Forming a resource strategy: attracting resources for the smooth implementation of the company's business 
activities; ensuring sustainable competitive advantages through the formation and implementation of the 
resource strategy of an industrial company

Users

• Forming a large amount of data in an instrumental digital platform: this direction involves the formation 
of a large pool of information for subsequent storage, aggregation and use of data for making management 
decisions

• Storage and processing of a large amount of data: software and hardware solutions of the instrumental 
digital platform are aimed at implementing the storage and processing of the entire pool of information 
contained in the digital platform

• Making managerial decisions based on the processing of a large amount of data: within the framework 
of this direction, it is supposed to make managerial decisions and form strategies for an industrial company

Source: compiled by the author after [Kushch, Smirnova, 2007; Galagan, 2019; Digital marketplace.., 2022; Ratten, 2022; Xie et al., 2022]. 

2. Main types of digital platforms
PJSC Rostelecom in the report gives the following 

definition of a digital platform:  a digital platform is a system 
of algorithmic mutually beneficial relations between a 
significant number of independent participants in an industry 
(or field of activity) carried out in a single information 
environment, leading to a reduction in transaction costs 
through the use of  digital technology package for working 
with data and changing the division of labor system [Digital 
Platforms.., 2018].

There are several types of digital platforms, which are 
presented in Table 4.

It should be noted that instrumental digital platforms 
make it possible to reduce the cost of developing software 
and hardware-software solutions. Infrastructural and applied 
digital platforms are aimed at reducing transaction costs 
[Digital platforms.., 2018].

Kuznetsova M.O.Formation of a strategy and mechanism of interaction between participants of digital platforms



Strategic Decisions and Risk Management, 2022, 13(3): 175–280

259Оnline www.jsdrm.ru

3. The mechanism of interaction 
between the participants 
of the instrumental digital platform

The work of instrumental digital platforms is based on 
the interaction of three groups of participants: platform 
developers, solution developers and users. Fig. 1 and Table 
5 show the features of the mechanism of interaction between 
the participants of the instrumental digital platform.

It should be noted that all participants of the instrumental 
digital platform play significant roles in the formation of 
effective relationships and ensuring the functioning of the 
digital platform. The mechanism of the instrumental digital 
platform is built on the synergistic principle of interaction 
between participants to form software solutions for users of 
the instrumental digital platform [Kushch, Smirnova, 2007; 
Galagan, 2019; Digital marketplace.., 2022; Ratten, 2022; 
Xie et al., 2022].

Table 6
Mechanism of interaction of participants of the infrastructure digital platform

Participants 
of the infrastructure 

digital platform
Mechanism of interaction / directions

Information supplier Ensuring the provision of information services for individuals and legal entities
Provision of services for individuals and legal entities

Platform operator
Management of communications with owners of information sources
Data warehouse management of the digital platform
Ensuring the functioning of business processes of a digital platform for developers of IT services
Management of communications with the developer of infrastructure digital platform

Platform developer

Ensuring the creation of a single technology platform: it is planned to create a single set of technologies, a single 
digital platform architecture, ensure the integration of the digital platform roadmap and the integration of digital 
platform components
Ensuring the creation of a single functional coverage: the creation and formation of transactional components, 
analytical components, industry components 
Formation of product history: it is planned to form a long-term strategy for the development of the company, the 
formation of detailed documentation, ensuring the functioning of the technical support service
High level of performance: providing support for horisontal and vertical clustering, generating metrics for internal 
testing of the digital platform
Ensuring the eff ectiveness of the functioning of the digital platform: eff ective implementation of the digital 
platform in the activities of an industrial company, attracting consumers and customers to the company, ensuring 
high rating positions for industrial companies

IT service developers Development of IT services to ensure the eff ective functioning of digital platforms
Ensuring integration and consistency

IT service users
Request for services provided within the applied digital platform
Receiving services provided within the infrastructure digital platform
Use of related IT services and digital platforms

Source: compiled by the author according to [Digital Platforms.., 2018; Galagan, 2019; Wagner et al., 2021; Choosing a Transformational 
Solution, 2022; Liu et al., 2022; Approaches to the defi nition.., no date].

Fig. 2. Coordination of the processes of managing the relationships 
of the participants of the infrastructure digital platform

Information 
suppliers

IT service
developers

Platform 
developer

Platform 
operator

Infrastructure
digital platform

IT service users

Source: compiled by the author according to [Digital platforms.., 
2018; Galagan, 2019; Wagner et al., 2021; Liu et al., 2022].

Kuznetsova M.O. Formation of a strategy and mechanism of interaction between participants of digital platforms



Strategic Decisions and Risk Management, 2022, 13(3): 175–280

260 Оnline www.jsdrm.ru

4. Mechanism of interaction between 
participants of the infrastructure 
digital platform

The functioning of infrastructure digital platforms is based 
on the interaction of five groups of participants: platform 
developers, platform operators, information providers, 
users of IT services, developers of IT services. Fig. 2 and  
Table 6 show the features of the interaction mechanism for 
participants in the infrastructure digital platform.

It should be noted that in the infrastructure digital 
platform, the functions and roles of participants are similar 
to the functions and roles of participants in the instrumental 
type of digital platforms: for example, developers of a 
digital platform must ensure a unified technological system 
of the digital platform and the effective functioning of the 
platform. However, the infrastructure digital platform, 
unlike the instrumental platform, provides consumers in 
various sectors of the economy with solutions to automate 
their activities based on end-to-end digital technologies 
for working with data and access to data sources that are 
implemented in the ecosystem infrastructure. At the same 
time, infrastructural digital platforms make it possible to 
provide services for legal entities in various sectors of the 
economy [Digital platforms.., 2018; Galagan, 2019; Wagner 
et al., 2021; Choosing a Transformational Solution, 2022; 
Liu et al., 2022; Approaches to the definition.., b.g.].

5. Mechanism of interaction between 
participants of the applied 
digital platform

The work of applied digital platforms is based on the 
interaction of four groups of participants: suppliers of goods 
and services, platform operator, consumers, regulators. 

Table 7
Mechanism of interaction of participants of the applied digital platform

Participants of the applied 
digital platform Mechanism of interaction/directions

Suppliers of goods and services Providing all necessary information about goods and services
Sale of goods and services

Platform operator
Management of communications with owners of information sources
Data warehouse management of the digital platform
Ensuring the functioning of business processes of a digital platform for developers of IT services
Managing communications with the developer of the applied digital platform

Consumers
Request for goods and services provided within the applied digital platform
Purchase of goods and services provided within the application platform
Use of related IT services and digital platforms

Regulators Ensuring legal requirements
Implementation of monitoring and regulation of economic activity

Source: compiled by the author according to [Stecken et al., 2019; Cozzolino et al., 2021; Approaches to the defi nition.., no date.].

Fig. 3. Coordination of the relationship management processes 
of the participants of the applied digital platform

Suppliers
of goods

and services

Platform
operator

Consumers
Applied
digital

platform
Regulators

Source: compiled by the author according to [Digital Platforms.., 
2018; Stecken et al., 2019; Cozzolino et al., 2021].

Features of the interaction mechanism of applied digital 
platforms are shown in Fig. 3 and in Table 7.

The mechanism of applied digital platforms allows 
for the exchange of values between a significant number 
of sellers and buyers. The ability to exchange value is the 
main distinguishing feature of applied digital platforms 
from others [Stecken et al., 2019; Cozzolino et al., 2021; 
Approaches to the definition.., no date.].

Thus, the proposed mechanisms for building digital 
platforms will allow to:
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• ensure integration of services, technologies and 
participants of digital platforms;

• reduce transaction costs and increase competitiveness;
• ensure the efficiency of the digital platform.

6. The main characteristics 
of the interaction mechanism between 
participants on digital platforms

As part of this work, a study was conducted to identify 
various aspects in the relationship between participants on 
digital platforms. The study was conducted on the basis of 
the methodology presented in the scientific report by S. 
Kushch and M. Smirnova "The mechanism for coordinating 
the processes of managing the company's relationship 
with partners" [Kushch, Smirnova, 2007]. In their study, 
they considered the most important characteristics of the 
mechanism of dual relationships "consumer - key supplier" 
in the following areas of relationship analysis: social, 
economic, managerial and technological. The author of this 
work considered the same aspects but within the framework 
of the interaction mechanism between participants on digital 
platforms.

The study was conducted in two stages: conducting a 
survey of experts to determine the level of relationship 
between participants on digital platforms; processing of 

Table 8
Description of the sample of industrial companies participating 

in the study

Industry
Number 

of companies 
in the sample

Share 
of companies 
in the sample 

(%)

Mining 10 11

Production of consumer 
goods 18 20

Chemical production 14 15

Manufacture of machinery 
and equipment, including 
electrical equipment

9 10

Cosmetic and 
pharmaceutical industry 19 21

Other 21 23

Source: compiled by the author.

Table 9
Th e main directions of the mechanism of interaction of participants 

of digital platforms
Mechanism line Line aspects

Social

1. Cooperation
2. Flexibility
3. Willingness to adapt
4. Trust
5. Confl ict management
6. Use of power

Managerial

7. Relationship and communication 
planning
8. Distribution of responsibility between 
all participants of the digital platform
9. Information exchange 
10. Relationship monitoring

Economic
11. Relationship Costs
12. Costs of termination of relationship
13. Investments

Technological
14. Product customisation
15. Technology adaptation
16. Adaptation of business processes

Source: compiled by the author according to [Kushch, Smirnova, 
2007; Silva et al., 2021].

Fig. 4. Levels of relationships between participants 
of digital platforms
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received information. Let us consider each stage of the 
study in more detail.

At the first stage of the study, a survey of 91 industrial 
companies was conducted. The main criterion for selecting 
companies was their consent to participate in a study to 
determine the level of relationships between participants in 
digital platforms. Table 8 provides a description of a sample 
of industrial companies.

The experts were asked to assess the level of the 
relationship between the participants of digital platforms 
by determining the level of each of the four areas (Table 
9). It is important to note that if the aspects of the line 
are low, this does not mean that the level of relationships 
between participants in digital platforms is low. For 
example, in order to state that the level of relations 
between participants on digital platforms within the 
framework of an economic line is high, it is necessary to 
have a low level of aspects of this line (that is, a low level 
of costs and investments).

At the second stage of the study, the information obtained 
during the survey of experts was processed; the results of 
the study are presented in Fig. 4.

Social direction. As part of the functioning of digital 
platforms, most experts note a fairly high level of 
relationships according to the social direction. According 
to experts, such social aspects as cooperation, flexibility, 
willingness to adapt, trust, conflict management are at a 
high level. The use of power is noted as a low-level social 
aspect, since the functioning of digital platforms makes it 
possible to increase the transparency of work and improve 
monitoring of relationships and communications between 
participants on a digital platform, which makes it possible to 
ensure work according to uniform rules and standards for all 
participants [Kushch, Smirnova, 2007; Silva et al., 2021].

Management direction. According to the interviewed 
experts, digital platforms allow to build a high level of 
relationships in the management area. This is confirmed 
by the fact that the planning of relationships and 
communications, the distribution of responsibility between 
all participants on the digital platform, the exchange of 
information, and the monitoring of relationships are built 
at a high level due to the introduction of a digital platform 
at an industrial enterprise [Kushch, Smirnova, 2007; Silva 
et al., 2021].

Economic direction. The introduction of digital 
platforms in industrial enterprises can significantly 
reduce costs, which is confirmed by the results of the 
survey. The costs of maintaining relationships, the 
costs of terminating relationships and investments are 
reduced due to the operation of the digital platform, 
which confirms the high level of relationships in 
the field of economic direction [Kushch, Smirnova, 
2007; Silva et al., 2021].

Technological direction. The relationship of 
participants within the technological aspect is also at a 
high level due to the introduction of digital platforms; 
it is confirmed by experts. Adaptation of products, 
technologies and business processes is recognised as 
being at a high level [Kushch, Smirnova, 2007; Silva 
et al., 2021].

The article also conducted a study to determine 
the role of each participant in the development 
of their interaction within three types of digital 
platforms. The study was based on the methodology 
presented in the already mentioned report [Kushch, 
Smirnova, 2007]. This study was conducted in two 
stages: conducting a survey of experts to identify 
the preferences of industrial companies in terms of 
the roles of participants in digital platforms in the 
development of their interaction; processing the 
information received from the results of the survey. 
Let's consider each stage of the study in more detail.

At the first stage, a survey of 91 industrial 
companies was conducted (Table 8). In the 
questionnaires, it was proposed to determine the 

Fig. 5. Th e role of the participants of the instrumental digital platform in the 
development of their relationships
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Source: compiled by the author.

Kuznetsova M.O.Formation of a strategy and mechanism of interaction between participants of digital platforms



Strategic Decisions and Risk Management, 2022, 13(3): 175–280

263Оnline www.jsdrm.ru

role of each participant in the development of interaction 
between instrumental, infrastructure and applied digital 
platforms. As the roles of participants in digital platforms, 
the areas of activity of each participant were indicated, 
described in Tables 5-7.

At the second stage of the study, the information obtained 
during the survey of experts was processed. The results of 
the study are presented in Fig. 5-7.

Thus, the development of relationships between the 
participants of the instrumental digital platform is influenced 
by the integration of all participants in the implementation 
of the following roles:

• high level of productivity;
• ensuring the efficiency of the digital platform;
• ensuring the creation of a single technological platform;
• bid data storage and processing;
• forming a resource strategy.
Thus, the development of relationships between 

participants on the infrastructure digital platform is 

influenced by the integration of all participants in the 
implementation of the following roles:

• ensuring the efficiency of the digital platform;
• high level of productivity;
• ensuring the creation of a single technological platform;
• communication management with the developer of the 

infrastructural digital platform;
• use of related IT services and digital platforms.
Thus, the development of relationships between 

participants on the applied digital platform is influenced by 
the integration of all participants in the implementation of 
the following roles:

• ensuring the functioning of business processes of the 
digital platform for developers of IT services;

• sale of goods and services;
• request for goods and services provided within the 

applied digital platform;
• provision of all necessary information about goods and 

services;
• management of communications with owners of 

information sources.

Fig. 6. Th e role of the participants of the infrastructure digital platform 
in the development of their relationships 
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Fig. 7. Th e role of the participants of the applied digital platform 
in the development of their relationships
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7. Conclusions and results
The article considers the features of the mechanisms on 

digital platforms of instrumental, infrastructure and applied 
types. Instrumental digital platforms allow to reduce 
the cost of developing software and hardware-software 
solutions. Infrastructural and applied digital platforms 
are aimed at reducing transaction costs. The work of 
instrumental digital platforms is based on the interaction of 
three groups of participants: platform developers, solution 
developers and users. The functioning of infrastructure 
digital platforms is based on the interaction of five groups 
of participants: platform developers, platform operator, 
information providers, users of IT services, developers of 
IT services. The work of applied digital platforms is based 
on the interaction of four groups of participants: suppliers of 
goods and services, the platform operator, consumers, and 
regulators. The proposed mechanisms for building digital 
platforms are aimed at:

• ensuring the integration of services, technologies and 
participants of digital platforms;

• reduction of transaction costs and increase of 
competitiveness;

• ensuring the efficiency of the digital platform.
In this work, a study was conducted to identify various 

aspects in the relationship between participants in digital 
platforms, which showed that the relationship between 
participants in digital platforms is at a high level in four 
areas: social, managerial, economic and technological. This 
was confirmed based on a survey of experts.

The author also conducted a study to determine the role 
of each participant in the development of their relationships 

within digital platforms of instrumental, infrastructure 
and applied types. Based on the results of participants’ 
roles study on the instrumental digital platform, it was 
revealed that for the development of their relationship it 
is important to ensure the integration of participants in 
the following areas: high level of productivity, ensuring 
the effectiveness of the functioning of the digital 
platform, ensuring the creation of a single technological 
platform, storage and processing of large amounts of data, 
formation of a resource strategy. According to the results 
of participants’ roles study on the infrastructure digital 
platform, for the development of their relationship, it is 
important to ensure the integration of participants in the 
following areas: ensuring the effectiveness of the digital 
platform functioning, high level of performance, ensuring 
the creation of a single technological platform; managing 
communications with the developer of the infrastructure 
digital platform, use of related IT services and digital 
platforms. The results of participants’ roles study on the 
applied digital platform showed that in order to develop 
their relationship, it is important to ensure the integration of 
participants in the following areas: ensuring the functioning 
of business processes of the digital platform for developers 
of IT services, sale of goods and services, request for 
goods and services provided within the applied digital 
platform, providing all the necessary information about 
goods and services, management of communications with 
the owners of information sources. Thus, the development 
of relationships between participants on digital platforms 
is influenced by the integration of all participants, which 
provides a synergetic effect.
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Introduction
Waste management has traditionally been a physical 

and mechanical sector specialised in the collection, sorting, 
recycling, or incineration of waste. It is expected that digital 
platforms will have the potential to serve multiple purposes 
for industrial waste processing enterprises, for example, when 
integrated into the concept of “Industry 4.0”. The problem of 
industrial waste in the world can be solved through cooperation 
with all stakeholders involved in the waste value chain, from 
upstream to downstream. However, it is increasingly being 
targeted by solution providers who promise more effi  cient and 
eff ective operations through digital technologies such as smart 
containers, on-demand semi-autonomous trucks, or artifi cial 
intelligence for material recognition and robotic automation. 
The introduction of digital platforms in the waste sector has also 

led to a transformation in the cost structure, which aff ects both 
technological and fi nancial choices.

The main problem of this study is to fi nd out the relationship 
between the stakeholders of waste management enterprises and 
digitalisation.

1. Literature review
1.1. Role of digital platforms

Platform business has become one of the latest research 
topics in a number of management disciplines. The platform 
serves as an interface that facilitates interaction between diff erent 
parties, usually complementaries and clients. For example, 
Amazon, the Tambouris world’s largest e-commerce retailer, has 
over 2.5 million merchants off ering customers over 12 million 
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items [Tiwana, Ramesh, 2001; Knoeri et al., 2011; Bonina et al., 
2021]. A recent article in the Journal of Management reports that 
the literature on platforms is largely shaped from the perspective 
of an industrial organisation that sees platforms as two-sided 
or multi-sided markets in which transactions and interactions 
between complementary parties and customers take place. The 
theoretical constructs in such studies are mainly focused on 
the interdependence between diff erent parties in the market, 
network eff ects and platform competition. At the same time, a 
new perspective is rapidly developing that moves away from the 
prevailing concept as it more clearly conceptualises the platform 
and its associated complementary elements as the creation of a 
unique organisational form or “meta-organisation” [Asadullah, 
Kankanhalli, 2018].

This organisation-centric perspective emphasises the 
interdependence between platforms and complementaries, that is, 
how platform owners manage relationships with complementaries 
and how the collective actions of complementers and partner fi rms 
determine the success of a platform. Notably, [Heidrich, Harvey, 
2008] gives a compelling account of how platforms resemble 
the hybrid organisations familiar to strategists and management 
professionals. They argue that platforms “can be seen as hybrid 
structures between organisations and markets, providing a mix 
of market and hierarchical power, and a mix of market and 
hierarchical incentives.” The implicit assumption underlying 
this literature is that studying the strategy of platform owners 
is the key to understanding platforms as meta-organisations, 
since by providing and controlling the use of critical production 
assets, platform owners are the link in multilateral relationships 
[Neves da Rocha, Pollock, 2019].

Developing this point of view, we see the platform as an 
alternative to the “fi rm against the market” to solve the managerial 
problem of coordinating the diverse activities and interests 
of partner fi rms [Rochet, Tirole, 2003; Jingyi Wang, Tao Bai, 
2021]. More strikingly, we notice that an important characteristic 
of a platform in todayʼs world is its use of digital technology 
to create and capture value. Embracing digital transformation 
not only facilitates the incubation of new products and services 
for customers, but also signifi cantly changes the way platform 
owners develop certain tools to achieve the desired platform 
management outcomes. E-commerce platforms such as Alibaba 
and JD.com [Cremona, Lin, 2014; Cane, Parra, 2020] use instant 
messaging capabilities to enable complementary businesses to 
obtain customer information and respond quickly to customer 
requests and needs, while taxi booking platforms, such as Didi 
and Lyft [Berg, Wilts, 2019; Neves da Rocha, Pollock, 2019] 
use digitization technology that keeps complementers from 
misbehaving offl  ine. Mobile operating systems such as Android 
use a modular architecture that provides complementaries with 
autonomy to carry out value-creating activities, while online 
feedback systems are mainly used on e-commerce platforms 
to evaluate seller performance and drive corrective action. It 
is with the help of these digital technologies that platforms 
can better coordinate activities within an organisation and 
become modern hybrids that combine elements of markets with 
hierarchies. Therefore, in order to deepen our knowledge about 
the impact of digital technologies on platform management, we 
pay special attention to digital platforms, which are a type of 

platform that serves as a standardised digital interface and uses 
digital technologies to facilitate interaction between diff erent 
parties. We believe that, in addition to looking at traditional 
management mechanisms such as pricing, direct integration, 
or contracting, understanding how organsational relationships 
resort to digital means of coordination will off er a much-needed 
technological lens to push the boundaries of organisational 
management research [Rochet, Tirole, 2003; Kovacic et al., 
2020].

Defi nition of digital platforms
Researchers in industrial organisations usually interpret a 

platform as a specifi c type of market that facilitates interaction 
between diff erent groups of participants, such as complementaries 
and consumers, and interdependence within or between these 
groups gives rise to “network externalities,” which describe how 
the utility of a user increases with the number of other users 
on the same side (i.e., direct network eff ects) or the other side 
(i.e., indirect network eff ects) of the platform market. Following 
this perspective, earlier work on platforms has explored in detail 
how various market mechanisms (e.g., pricing structures) are 
used by traditional marketplaces (as diverse as malls, bazaars, 
and newspapers) or network industries to create network eff ects 
and shape market dynamics. In contrast, little attention has been 
paid to the various interactions between platform owners and 
platform complementaries, or the impact of platform architecture 
on the participation of platform complementaries [Asadullah, 
Kankanhalli, 2018].

However, inspired by the emergence of new platform business 
models, a growing number of scholars are looking at how digital 
technology has enabled platform owners to coordinate the 
activities of various parties on the platform. Digital platforms 
refer to a type of platform that serves as a standardised digital 
interface and use digital technologies to facilitate interaction 
between diff erent parties. For example, Uber is a digital 
platform that uses its big data analytics and matching algorithms 
to provide a passenger with the most suitable driver. Thanks 
to the principles of modular design, the functionality of digital 
platforms can be extended by independent heterogeneous agents 
that use standardised interfaces and platform components, on 
the basis of which these agents can create their own additional 
products. In addition, digital platforms go beyond conventional 
market mechanisms by using digital tools to coordinate activities 
within an organisation. For example, when coordinating who 
can use which resources on a platform, in addition to setting go-
to-market criteria to weed out low-quality complements, digital 
platforms (e.g., Github, iOS, Android) can selectively expose 
their interface by setting limits about the use of software tools by 
complementaries, such as APIs and SDKs. Such design features 
refl ect the unique ability of digital platforms to orchestrate the 
value-creating activities of complementers without explicitly 
calling out contracts or hierarchies. However, this ability has 
not been systematically explored in the platform literature 
[Kintscher et al., 2020].

Organisational perspective of digital platforms
Recent research has begun to examine platforms as 

an organisational form [Cremona, Lin, 2014] from an 
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organisational standpoint [Berg, Wilts, 2019]. Organisations 
are characterised by “the conscious and deliberate 
coordination of activities within identifi able boundaries, in 
which members come together on a regular basis through a 
series of implicit and explicit agreements, committing to act 
collectively to create and allocate resources and capabilities 
through a combination of command and cooperation.” In 
understanding the various forms of non-contractual inter-
organisational collaboration, [Tiwana, Ramesh, 2001] off er 
one of the pioneering attempts to conceptualise platforms 
as a type of meta-organisation in which legally autonomous 
entities (fi rms and individuals) are subject to the informal 
authority of the platform fi rm. Holger and others [Asadullah, 
Kankanhalli, 2018] represent the latest recognition of this 
important shift in the conceptualisation of platforms by 
academic managers, i.e., from pricing to management, as they 
seek to make the connection between platforms and hybrids. 
Thus, hybrids will be characterised by a specifi c combination 
of market incentives and modalities of coordination involving 
some form of hierarchical relationship.

There are two notable similarities between digital 
platforms and our established understanding of hybrids. In 
hybrid organisations, interfi rm relationships are only loosely 
contractualised, and relationships are rooted in technological 
complementarity or organisational synergy.

On digital platforms, complementarity between 
co-specialising producers (e.g., platform owners and 
complementaries) similarly underlies the emergence of 
a cooperative organisation. Indeed, the very logic of the 
organisation as a platform is to use the generative potential 
of the distributed innovation agency and the specialisation 
economy. Second, hybrids rely on partners to pool strategic 
resources and share decision-making rights while maintaining 
separate ownership of key assets, so special devices are required 
to coordinate partner collaboration and arbitrate rewards. 
Similarly, digital platforms are organised according to a set of 
relational contracts whereby platform owners transfer decision-
making rights across borders, and complements in turn waive 
some remuneration rights to platform owners [Schmalensee, 
2014].

Digital transformation for social innovation business models
Digital platforms rely on Internet technologies to bring 

together multiple stakeholders. Social entrepreneurs who strive 
for continuous improvement and innovation in business models 
should invest in digital transformation. It is important to use an 
approach that understands the dynamic impact of technology on 
business [Schmalensee, 2014].

The platform may rely on algorithms to improve the 
quality of matching, increase participation and engagement. 
This can automate more tasks, collect data for analytics, and 
provide a superior experience for stakeholders and platform 
employees. The platform can use digital technologies to 
segment stakeholders. It can create premium profi les for non-
profi t organisations and other stakeholders who want to use the 
platform more intensively and need additional support. Another 
opportunity is to use digital technologies to expand the range of 
stakeholders.

Finally, the digital and non-digital elements of the platform 
must be well designed and coordinated. Humans must 
meticulously perform any task that is not easy to automate. 
This ensures that all stakeholders of the platform will have a 
consistent experience. Platform developers should also be aware 
of cost-based design approaches and issues.

1.2. Digital platform in recycling
Although intensive industrialisation has boosted global 

GDP, waste production is still recognised as a blind spot 
in manufacturing. With a growing shortage of critical raw 
materials, the second life of products and used materials 
is becoming an inevitable option to advance the circular 
economy. Consequently, industrial users are gradually 
moving from a linear economy to a circular economy in waste 
management. This contributes to the recovery of resources 
through recycling and reduces the negative impact of the linear 
economy. For this reason, identifying new opportunities and 
challenges associated with the recycling, reuse, and recovery 
(3R) scheme is important to develop and deploy suitable 
technologies that drive innovative digitalisation [Tambouris, 
Migotzidou, 2015].

In an increasingly complex, interdependent, and 
interconnected era, digitalisation is playing a critical role in the 
waste sector in building a global sustainable economy, changing 
the way companies do business, how they organise business, and 
how they create and use value.

Technological progress allows digitalisation to off er practical 
solutions for the waste sector with long-term benefi ts for society. 
Digitalisation, which embraces the circular economy of waste 
recycling, has become a driving force behind the growth in 
value creation by improving the effi  ciency of resource recovery 
operations and reducing operating costs with traceability of 
waste streams. Fig. 1 shows the digital platform for industrial 
waste management.

The recycling sector has the potential to seize the 
opportunities of a circular economy through digitalisation. 
Although landfi ll is a main tool for waste disposal, the future 
lies in digitalising waste recycling in the market.

Embracing digitisation in the waste industry will keep the 
recycling system running and businesses alive. This helps the 
waste industry to move towards sustainable solutions with the 
ability to trace waste streams.

Internet + digital platform processing, based on enterprise 
industry characteristics. There are three main actors involved 
in the maintenance of the digital recycling platform: producers, 
consumers, and platforms. The recycling platform brings 
together consumers and producers from both sides, which 
together constitute a two-sided market for the operation of the 
recycling platform. When consumers need to recycle waste, 
they submit the relevant information to the digital platform 
through online recycling websites or offl  ine recycling stores, 
and the platform will match the relevant manufacturers based 
on the type of waste, recyclability, and details, as well as other 
information provided by consumers.

As more consumers choose a recycling platform, the 
remanufacturing opportunities that manufacturers get through 
the platform will increase, and as more and more manufacturers 
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join the digital platform, competitive pressure will increase and 
service quality will improve.

Policymakers, practitioners, and scientists have long touted 
digital technologies such as smart waste containers or artifi cial 
intelligence for material recognition and robotic automation as 
key tools for more effi  cient and eff ective waste management. 
While these advances promise an increasingly digital future for 
waste collection, sorting, and recycling, little is known about the 
current level of digitalisation of waste management companies.

Digital recycling platforms are managed by a recycling 
management system that is limited to policy oversight. In 
addition, the recycling management system is governed by 
policies, and relevant policy rules are put forward for the digital 
recycling platforms it manages. In turn, the achievements of 
digital recycling platforms also receive feedback from the entire 
recycling management system, which can be both positive and 
negative [Xiaodong Zhu, Wei Li, 2021].

1.3 Recycling stakeholders
The term “recycler” generally refers to diff erent types of 

stakeholders in the recycling system, although in a restrictive 
sense, it refers to a recycler who performs the necessary processes 
with recyclable materials that result in usable materials. The 
recycling system includes the trading (buying and selling) of 
waste that is considered waste. Stakeholders are those who 
participate in the recycling system [Kojima, 2008].

The simplifi ed approach made it possible to shape a criterion 
based on the signifi cance of the stakeholders for the processing 
enterprise, dividing them into two groups:

● key stakeholders – they have a direct impact on the 
organisation’s activities;

● secondary stakeholders are – non-governmental 
organisations and the media that infl uence the actions of 
the main stakeholders through the formation of public 
opinion.

Trade relations between types of recyclers aff ect the level of 
trade as well as the fl ow of recyclables within the country and to 
foreign countries.

Stakeholders of processing companies are proposed to be 
classifi ed into internal and external. Key stakeholders include: 
shareholders and investors; employees; customers; suppliers; 
governments and communities. However, the division of 
stakeholders into internal and external is quite obvious. The 
trading system and specifi c types of stakeholders are described 
in table 1.

Table 1 and the descriptions above provide a comprehensive 
outline of how stakeholders interact with processing companies. 
This information can be collected in a similar way for other, 
larger organisations and for other functional areas within an 
organisation, such as its health and safety management or its 
production management systems. However, further analysis of 
these rankings may reveal deeper management opportunities 
and challenges.

2. Description of the study
The sample of the study includes interviews with the heads 

of 150 Russian industrial waste processing enterprises. All 
companies reviewed have hands-on experience with digital 
platforms.

The analysis included enterprises for the processing of 
industrial waste with more than 100 employees. Industrial 
waste processing enterprises continue to develop, therefore both 
large and small enterprises are included: construction waste 
processing enterprises – 9.5%; metal processing enterprises 
– 5.7%; chemical and mineral waste processing enterprises – 
8.2%; food processing enterprises – 13.3%; others – 3.8%. All 
enterprises in the analysis are private companies. However, 
the state intervenes in the activities of these enterprises for the 
processing of industrial waste to a limited extent.
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Fig. 1. Digital platform for industrial waste management

Source: [Borchard, Zeiss, 2021].
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Table 1
Stakeholders in waste management

Stakeholders Roles Eff ects for the company
Employees Establish and formalise industrial waste Impact directly through work procedures

Suppliers and contractors
Provide materials and services that can 
guide industrial waste management 
practices

Direct eff ect, since the specifi cation of raw 
materials or services may determine waste 
practices

Municipal authorities Develop strategy and legislation
Local government infl uences the system directly 
through planning; monitoring and provision 
of waste management services. Directly aff ected 
by recovery goals and consultation process

Competitors General customer interest. Can establish 
best practice To encourage recycling businesses

Creditors, insurers and shareholders Provide funds for insurance companies Indirect eff ects such as cash receipts
Clients Buying goods or services Can aff ect the system directly

Associations and professional 
institutions

Creating and disseminating best practices 
in the industry

Infl uence the system indirectly through 
the provision of guidelines; growing interest 
in the sustainability of various industries

Local communities Consumers
Infl uences the system indirectly through 
the choice of products and directly if there 
are local environmental problems

Non-governmental organisation (NGo) Non-elected representation of sectors of 
the public

Possible indirect eff ects through lobbying 
for environmental or planning issues

Source: [Heidrich, Harvey, 2008].

Table 2
Involvement of internal stakeholders in the work of the digital platform for the disposal of industrial waste

Involvement
Stakeholder engagement, 
waste management (%)

The degree of interaction 
intencity 

[Knoeri et al., 2011; 
Asadullah, Kankanhalli, 2018]

1 – low 
5 – high Not 

involved

Rank Companies Rank Average 1 2 3 4 5
Production 1 90 1 4.9 10.4 12.1 14.4 22 30.8 10
Sales department 2 85 3 4.0 9 11 16.1 20.2 28.8 15.5
Top management 3 80 2 4.7 5.1 1.5 18.8 20.4 25.8 20.5
Development 
research 4 70 4 3.8 8.21 9.2 12.8 19.5 20.5 31.3

Source: compiled by the author.

Table 3
Involvement of external stakeholders in the work of the digital platform for the disposal of industrial waste

Involvement
Stakeholder 

engagement, waste 
management (%) 

The degree of intensity 
of interaction [Knoeri et al., 2011; 
Asadullah, Kankanhalli, 2018]

1 – law 
5- high Not 

involved
Rank Companies Rank Average 1 2 3 4 5

Industrial 
companies – 
consumers of waste

5 69.2 7 2.8 11.5 12.5 13.5 15.5 29.5 31.1

Suppliers 6 65.8 5 3.5 12.3 10.3 17.5 20.3 22.3 35.2
Regional municipal 
government 7 60.0 6 3.1 5.8 9.3 12.2 15.2 18.2 40.2

Joint venture 
partners 8 55.2 8 2.6 3.2 8.3 10.5 15.2 18.2 45.8

Competitors 9 50.1 9 2.0 4.5 7.2 9.5 11.2 17.5 52.2
Consumer companies 
abroad 10 45 10 1.9 2.5 5.8 7.63 12.7 15.8 56.8

Source: compiled by the author.
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The annual sales volume of these companies is as follows: 
between 500 million and 1 billion rubles – 21.9%, from 100 to 
500 million rubles – 29%, less than 100 million rubles – 17.2%. 
According to the evaluation criteria, 10% of these 150 industrial 
waste processing enterprises are in unsatisfactory economic 
conditions, 30.3% – satisfactory, 53.7% – good and excellent – 5%.

Section 2.3 discusses in detail stakeholders’ relations in 
an industrial waste treatment plant. Internal stakeholders are 
necessary for the proper functioning and development of 
an organisation, while external stakeholders only indirectly 
infl uence the organisation. Companies that want to function 
and develop normally should focus, in addition to fi nancial, 
organisational and technological aspects, on the analysis of 
interactions arising from the relationship between quality and 
stakeholders in processing companies.

In processing companies digitalisation is possible to 
achieve success through external stakeholders and high-quality 
interaction: increasing the volume of pro-consumer research 
(with a focus on interviews and observations), implementing 
loyalty programs, reducing product costs by implementing 
standards and minimising or eliminating defective products and 
complaints, improving by outsourcing activities and sales, or by 
taking actions that internationalise the organisation. Creating 
such integrated solutions for external stakeholders will have a 
positive eff ect on internal ones.

A fi ve-point Likert scale was used to measure the intensity of 
interaction with internal and external stakeholders of industrial 
waste reuse and recycling companies and to assess the economic 

condition of a company by assigning companies “close to 
bankruptcy” and “excellent” ratings.

3. Research results
An empirical analysis of internal and external stakeholders 

with the largest contribution to the company is presented, out 
of 150 industrial waste processing companies are studied. 
Although the above paragraph represents a large number of 
stakeholders, the empirical analysis used only some of the most 
important stakeholders in all small and large waste management 
organisations.

The highest degree of involvement of processing enterprises 
in production (on average 4.9) and the lowest degree of 
involvement in development research. In terms of the intensity of 
interaction, the second place is occupied by the top management 
of enterprises, and the third place is occupied by the sales 
department in the production waste of enterprises.

Suppliers have the highest involvement of external 
stakeholders in industrial waste management, with an average 
score of 3.5. Consumer companies abroad are concerned about 
the low involvement of enterprises in waste processing. The 
regional municipal administration ranks second and is not yet 
actively involved in many waste processing enterprises. 0 to 
5 for internal waste management stakeholders and 0 to 10 for 
external stakeholders.

Table 4 presents data that show the distribution of 
stakeholders into diff erent groups depending on the number of 
partner groups involved in the interaction.

Table 4
Involvement of internal stakeholders

Number 
of stakeholder 
involvement

Number of 
enterprises Production Sales department Top management Development 

research

0 8 — — — —
1 10 2 5 3
2 13 5 4 4
3 51 13 9 15 10
4 68 68 68 68 68

Source: compiled by the author.

Table 5
Involvement of external stakeholders

Number of 
stakeholder 
involvement

Number of 
enterprises

Industrial 
companies-
consumers 

of waste
Suppliers

Regional 
municipal 

government
Joint venture 

partners Competitors
Consumer 
companies 

abroad

0 24 — — — — — —
1 15 2 3 4 2 3 1
2 25 2 2 5 6 3 7
3 30 4 5 7 4 7 8
4 11 2 4 1 3 1 —
5 15 2 1 3 — 2 2
6 30 30 30 30 30 30 30

Source: compiled by the author.
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Top management and production occupy a major place 
among the external stakeholders of waste processing enterprises. 
In 45.5% of the companies included in the empirical analysis all 
groups of internal stakeholders are involved in processing and 
reusing industrial waste.

16% of companies do not involve external stakeholders in 
recycling. In 20% of the companies included in the empirical 
analysis, all groups of external stakeholders are involved in the 
process of recycling and reuse of industrial waste.

Table 6 shows the relationship between internal and external 
stakeholder involvement.

20% of waste management enterprises have internal and 
external stakeholders 5.3% of waste management enterprises 
have no more than one internal and external stakeholder.

4. Discussion of research results
Diff erences in the intensity of engagement with specifi c 

stakeholder groups were examined in table 7, using analysis 
of variance to identify statistical diff erences. Industrial 
waste treatment companies with good and excellent 
economic positions have a high level of participation as 
external stakeholders in the form of foreign fi g suppliers. 
The implementation of the plans is necessary for the mutual 

involvement and stimulation of all internal and external 
stakeholders of the business.

The role of joint ventures is reduced in companies that defi ne 
the economic situation as excellent, which indicates a lower 
intensity of the companyʼs interactions. This research shows 
the growth of every internal and external stakeholder. The local 
government is one of the main stakeholders of the processing 
company. According to this rating data, production is in favor of 
the companyʼs performance. These results provide insight into 
the companyʼs role in terms of internal and external stakeholders, 
as well as the importance of stakeholder engagement

5. Practical recommendations
The main goal of stakeholders is to achieve transparency in 

decision-making through stakeholder participation and feedback 
within the company. Many waste management organisations 
still do not communicate openly with stakeholders. This is 
supported by this study, in which the failure of top managers 
to control stakeholders through proper communication and 
adequate information sharing in the early stages of projects led 
to project failure. An empirical analysis has been developed 
and results have been obtained to measure and describe the 
interaction of internal and external stakeholders in the waste 

Table 6
Th e relationship between the participation of internal and external stakeholders

Internal stakeholders 
(% of the company) External stakeholders (% of the company)

Total
0 1 2 3 4 5 6

0 5.3 5.3

1 3 3.67 6.67

2 1 3 5 8.67

3 2 1 8 18 5 34

4 5 2 3.3 2 2.3 10 20 45.3

Total 16 10 16.67 20 7.3 10 20 100

Source: compiled by the author.

Table 7
Company performance and partner involvement

Company perfor-
mance

Share of companies from interested parties Interaction intensity, average

Unsuccess-
fully 

N = 13

satisfacto-
rily. 

N = 58
Good 
N = 60

Excellent 
N = 19

Unsuccess-
fully 

N = 13

satisfacto-
rily. 

N = 58
Good 
N = 60

Excellent 
N = 19 f Static 

Signifi cance

Production 56.8 84.1 75.1 81.0 2.6 2.8 3.6 4.29 3.681 0.014

Sales department 65.7 85.1 47.1 78.5 3.5 3.9 4.0 4.3 2.156 0.052

Top management 25.0 14.0 56.4 86.2 4.17 4.20 4.22 4.25 4.256 0.047

Development research 25.0 15.1 56.3 63.8 3.46 3.6 3.85 4.0 6.129 0.056

Industrial companies – 
consumers of waste 69.7 89.6 39.7 78.3 2.6 2.8 3.0 3.9 0.124 0.289

Suppliers 50.5 85.6 15.7 15.8 3.0 3.2 3.5 4.0 0.147 0.069

Regional municipal 
government 50 56.3 56.7 89.1 2.6 3.0 3.5 4.5 0.369 0.056

Joint venture partners 42.8 58.6 58.4 26.8 4.0 4.2 4.5 4.7 1.236 0.048

Competitors 47.8 96.7 23.6 56.9 3.6 3.5 3.8 3.9 2.368 0.047

Consumer companies 
abroad 69.3 58.1 56.9 85.6 3.8 4.0 4.5 4.8 3.562 0.082
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management processes of Russian companies. While we 
confi rmed in the previous section that many stakeholders are 
involved in the waste management process, it is emphasised that 
among the few internal and external stakeholders selected for the 
sample, internal stakeholders are more involved than external 
stakeholders. The waste management process will also be able 
to attract more external stakeholders through digital platforms. 
The results of this study suggest that the internal activities of 
waste processing enterprises should be strengthened with the 
interaction and involvement of external stakeholders. In addition, 
the results of this study also examined how the involvement 
of external and internal stakeholders aff ects the economic 
performance of a company. It is concluded that companies with 
high economic status have a high level of interaction between 
external and internal stakeholders. (e.g., foreign suppliers and 
government involvement). Waste recycling companies have 
themselves assessed their economic situation, and the increasing 
use of digital platforms for this could change the economic 
situation. In general, the extent to which the level of contact with 
stakeholders and the intensity of their interaction are related to 
company performance is examined.

Conclusion
Many businesses use digital platforms despite the quality 

of the work available. Since employees working on the digital 
platforms of recycling companies are considered self-employed, 
they do not have a fi xed income. The lack of stable income 
and the lack of security off ered by the platforms, as well as the 
lack of long-term skill development, put them in a precarious 
position. With regard to short-term measures that may have 
an immediate eff ect, the municipality should consider how to 
regulate the digital economy. In the longer term, policymakers 
need to think about how to prepare stakeholders for a successful 
decent-work negotiation. For this reason, policymakers must 
fi nd a middle ground that allows stakeholders to participate in 
the economy by providing a social safety net that will protect 
them socially without diminishing the opportunities created 
by digital platforms. While eff ective implementation is yet to 
come, policymakers must look for creative ways to empower 
and protect stakeholders without impacting digital platforms.

Digitalisation is critical to help industrial waste management 
achieve its goals by boosting the transformation towards a 
sustainable circular economy by narrowing the material loops 
with increased resource effi  ciency. By fostering technological 
innovation in products and processes, digitalisation promotes 
effi  cient waste minimisation and longer life for products, and 
reduces transaction costs.

Investing in smart city initiatives can improve planning, 
preparation and response to global pandemics that require timely 
and comprehensive action.

The literature shows that digitalisation is a driving force, 
helping to move towards low-carbon development strategies 
within the circular economy.

The use of digital solutions for the recycling industry is a 
viable solution to strengthen the circular economy, resource-
saving and low-carbon economy. In the age of Industry 4.0 
digital solutions can improve waste recycling practices. With 
digitalisation, a proper waste management system is mandatory 
to protect the environment and public health.

Through digitalisation, the waste sector can contribute 
to the countryʼs circular economy on the path to sustainable 
development. Digitalisation not only improves the management 
of industrial waste, but also maximises the effi  ciency of its use 
through recycling.

Waste management organisations consider the role of 
stakeholders as an important determinant of quality, thereby 
increasing the effi  ciency and competitiveness of the company. 
This ensures that the correct level of quality is achieved. It 
also limits the impact of internal and external conditions on 
the effi  ciency of the waste recycling process. So, one of the 
most important determinants of quality management and the 
implemented strategy of a waste processing organisation is the 
satisfaction of internal and external stakeholders, measured by 
the quality of goods and services off ered by organisations. This 
means digitalisation, mobility, globalisation, etc.

In general, the industrial waste company confi rms the goals 
of digitalisation, and the three most commonly expected results 
of digitalisation are increased process transparency, increased 
effi  ciency, and improved quality.

Improving stakeholder participation in downstream 
enterprises will enable enterprises to gain long-term competitive 
advantages. This study presents the results of a survey of 150 
processing companies in Russia and analyses the interactions 
of external and internal stakeholders. Using data from waste 
management companies, internal and external stakeholders 
analyse how the business is driving effi  ciency gains. Stakeholder 
participation can play a mediating role in cross-functional 
coordination within a company, and it determines the success of 
external stakeholder involvement in the cross-process. This data 
analysis raises several questions.

1. Does the interaction between internal and external 
stakeholders aff ect the performance of the waste management 
company?

2. How does digitalisation aff ect the work of internal and 
external stakeholders?

3. Does a reduction in the number of partners and 
stakeholders in a processing company and a change in the degree 
of interaction mean the eff ectiveness of the company’s economic 
effi  ciency?

The study also has limitations. First, since recycling 
companies are still growing in Russia, this study was conducted 
by collecting data from not only large companies but also small 
recycling companies. Although these companies have diff erent 
stakeholders, a random number of stakeholders were selected for 
the sampling. The study provides an overview of the contribution 
of digital platforms to waste management as well as the internal 
and external stakeholders of waste management companies.
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