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Abstract

The article examines the nature and essence of conscientious behavior of IT-entities that are willing to guarantee the production of
high-quality IT-products within the framework of projects, as well as minimizing the likelihood of undesirable consequences for all
participants and other interested parties. To achieve this goal, the article analyzes the signs of good faith and unfair behavior of parties
involved in relationships, including judicial practice related to protecting rights from unfair conduct of counterparties. Based on this
research, criteria were formulated for the integrity of IT-entities, such as the absence of intention to cause material harm to interested
parties, and the existence of an effective risk management system. It was discovered that the intention to harm is characterized not only
by the current behavior of IT-companies (including clearly burdensome terms in contracts, deliberate violation of current legislation, use
of the incompetence of transaction participants for their own benefit, etc.), but also by unfair actions committed in previous transactions.
It was also discovered that responsibility for taking preventive measures to reduce risks is assigned to parties undertaking work on
producing an IT-product. In particular, research has shown that, if IT-companies do not proactively influence companies in advance
before entering into agreements, there will be no universal risks, but during the performance of work, parties may face compliance
consequences that could negatively affect project goals and lead to significant material losses for these parties.
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Introduction

According to the Resolution of the Plenum of the
Supreme Arbitration Court of the Russian Federation
dated October 12, 2006, No. 53! (hereinafter referred
to as Resolution No. 53), business entities are
required to exercise due diligence when concluding
contracts, i.e., take steps to verify the reliability and
integrity of potential and current counterparts. If they
fail to do so, they risk entering into relationships with
unreliable and unscrupulous counterparts who will
not fulfill their obligations or create products with
defects.

It should be noted that the legislator considers a
deficiency in the results of work performed (services
rendered, goods delivered) to be any non-compliance
with mandatory requirements of regulatory acts,
national standards, contracts, etc. [Gayazov, 2022].
For example, if a product does not meet the stated
requirements, it becomes low-quality and may entail
negative consequences for both the contractor and the
customer [Nikolaenko, 2024b]. In particular, if it is
established by virtue of Article 475 of the Civil Code
of the Russian Federation? that significant costs are
required to eliminate defects or their nature is such
that defects are discovered repeatedly, the customer
(buyer) may refuse to perform the contract and demand
a refund of money previously paid [Mikhailenko,
Kovaleva, 2021].

In this article, IT entities are understood as
business entities (OKVED class 62) engaging in the
development of IT products and providing consulting
services in this field [Nikolaenko, 2024a]. According
to the PMBOK® Guide?, a project is a unique process
aimed at creating a product and/or providing a service
under conditions where resources are limited and
deadlines are strictly defined. In this regard, an IT
project is a specific process aimed at developing an
IT product (hereinafter referred to as ‘the product’) in
the field of information technology under conditions
of limited resources and strict deadlines.

It should be noted that, in addition to financial
and reputational losses expressed in violation of
deadlines for the performance of work, the delivery of
incomplete or low-quality goods, and the payment of
penalties and fines, business entities may face more
serious consequences for compliance [Nikolaenko,
2024c]. In particular, if the tax authorities establish

Nikolaenko V.S.

that a business has entered into a contract with
a counterparty for one day, then sanctions may be
imposed on that business in the form of refusal
to refund VAT, additional interest on taxes, etc.
[Neustupova, Kuzmina, 2019].

As an example of sanctions against a business
entity for entering into a contract with a dishonest
taxpayer, the ruling of the Federal Antimonopoly
Service (FAS) of March 15, 2011, in case No. A65-
15788/2010, should be cited*. According to the case
materials, the applicant asked the court to declare
the decision to charge income tax in an amount of
827 thousand rubles and VAT in an additional amount
of 620 thousand rubles illegal, as well as to impose
a fine under paragraph 1 of Article 122 of the Tax
Code of the Russian Federation® in the amount of 264
thousand rubles for failure to pay taxes.

Another example is the ruling of the FAS VVO
dated 28.01.2011 No. F01-4843/2010 in case No. A29-
3615/2010°. The applicant asked the court to annul the
tax authority’s decision to collect RUB 2.9 million in
income tax and RUB 2,2 million in VAT.

According to the ruling of the FAS WSO dated
29.03.2011, in case No. A27-9150/20107 the applicant
requested the court to annul the decision of the tax
authorities regarding the additional assessment of
UTII amounting to 328.8 thousand rubles, penalties
amounting to 113.7 thousand rubles and a fine
amounting to 43.3 thousand rubles as well as a
single tax amounting to another 459 thousand and
penalties amounting again to 122.2 thousand and fines
amounting once again to a total of §1.5 thousand.

Despite the urgent need to conclude contracts
with reliable, mature and conscientious counterparts,
Resolution No. 53 does not formalize any approaches
or methods for their verification. Instead, it suggests
that business entities should independently develop
methods for researching counterparts within the
framework of their own internal control systems
[Murnikov et al., 2019]. For example, in the work by
[Vostrenkov and Sanina, 2024], itis noted that entities
are often forced to create separate specialised units
in order to protect their economic security. These
units take on the function of mitigating the risks
associated with concluding contracts with unreliable
counterparts and serious compliance consequences
that may arise due to their actions. It should be noted

!https://clck.ru/3Fkgje.

2 The Civil Code of the Russian Federation (Civil Code of the Russian Federation). Comment on the latest changes (2019). Moscow, ABAK.
* Project management body of knowledge. Guide 6th edition (PMBOK-6) (2017). Project Management Institute (PMI).

“+ https://clck.ru/3FpteD.
* https://clck.ru/3LyHqB.
¢ https://clck.ru/3FpxEe.
7 https://clck.ru/3FpxGo.

126

Online www.jsdrm.ru



Strategic Decisions and Risk Management /

SR RANLETE, 2025, 16(2): 107-202

Nikolaenko V.S.

that risk is understood in GOST R ISO 31000°% as a
probable event that, when it occurs, may affect the
achievement of goals.

Based on the above, it is logical to assume that the
verification of counterparties and the assessment of
their reliability, maturity, and integrity should be an
integral part of the pre-contractual work of a business
entity [Tuktarova et al., 2023]. In this regard, in
order to improve the mechanism for verifying the
reliability of IT entities capable of creating high-
quality IT products within the framework of IT
projects (sprints, life cycle phases, contracts, etc.),
it is necessary to define criteria for the integrity of
these entities.

To achieve the stated goal, the author of the article
solved the following tasks:

» signs of conscientious and dishonest behaviour
of participants in relationships have been
identified.

 criteria for the conscientiousness of IT entities
have been formalised.

1. Signs of good faith and bad faith

behaviour

An analysis of the current legislation has shown
that the basis for fruitful and mutually beneficial
relations between stakeholders involved in creating IT
products within the framework of IT projects is their
good faith (Article 10 of the Civil Code of the Russian
Federation). For this reason, the verification of an
IT entity’s ability to create the desired IT product
must begin with verifying its good faith regardless
of any presumption declared by the lawmaker.
According to the presumption of good faith, anyone
must be considered to be acting in good faith until
proven otherwise by a competent authority. The legal
definition of the presumption is given in Article 302
of the Civil Code of the Russian Federation.

Current legislation defines good faith as a
principle of civil law, which requires participants
in relationships to take into account each other’s
rights and interests (Article 1 of the Civil Code of
the Russian Federation). This principle imposes two
functions on participants: the first is aimed at building
fruitful and mutually beneficial relationships between
interested parties; the second is aimed at establishing
legal boundaries and moral restrictions. [Koshurin,
2024].

The legislator declares that the parties to the
relationship must conduct bona fide activities and
perform bona fide actions towards each other. In
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particular, by virtue of paragraph 2 of Article 434.1 of
the Civil Code of the Russian Federation, the parties
to the relationship are obliged to act in good faith.
This means that, for example, during negotiations,
performance of work, provision of services, delivery
of goods and fulfillment of other obligations, the
parties to the relationship have no right to deviate from
bona fide behaviour (paragraph 3 of Article 432 of
the Civil Code of the Russian Federation) [Nazarova,
2022]. The good faith behaviour of stakeholders is
the key to stability, sustainability, and predictability
in their relations.

It is worth noting that the current legislation
does not provide an unambiguous definition of the
concept of ‘good faith’. This is the cause of numerous
discussions, for example, A.A. Nikolaev defines good
faith in [Nikolaev, 2022] as an imperative rule for the
conduct of participants in relations, which regulates
the balance of rights and obligations and establishes
boundaries for their activities. In the work of
D.N. Revina, conscientiousness is characterised as
a criterion for assessing the behaviour of a person
in a relationship [Revina, 2019]. Strengthening this
point of view, V.V. Koshurin adds that the legislator
does not establish a list of criteria to assess the
counterparty’s good faith. Instead, it formalises signs
by which the good faith or bad faith of the party can
be determined. [Koshurin, 2024]. Thus, according
to Resolution No. 25 of the Plenary Session of the
Supreme Court on 23 June 2015 (hereinafter referred
to as Resolution No.25), conduct is considered to be
good faith if certain signs are present in the actions
of a counterparty. For example, behaviour by a
counterparty is considered bona fide when’:

« the rights and legitimate interests of the other

party are taken into account;

 assistance is provided to the other party, including
helping them obtain information necessary for
performing work, providing services, delivering
goods, and fulfilling other obligations(Clause 3
of Article 307 of the Civil Code of the Russian
Federation).

* measures are taken to prevent events that may
harm other parties, including warning them
about additional actions that are not specified
in the contract and may affect the quality of the
final result.

When a person who has entered into a relationship
has the intent to cause harm and (or) abuses his/her
right to the detriment of another person (Clause 1 of
Article 10 of the Civil Code of the Russian Federation),

§ GOST R ISO 31000-2019. Risk management. Principles and Guidelines (2020). Moscow, Standartinform.

° https://clck.ru/3EakXG.

Online www.jsdrm.ru

127



Strategic Decisions and Risk Management / fx B R A XL ETE, 2025, 16(2): 107-202

Reducing risks when oreatin? IT products: Developing integrity criteria for IT entities
ITF= el PRINBEIEIE TSR SOERIZ R

such behaviour is considered unfair. Signs of unfair
behaviour may include the actions of the counterparty
when:

e the contract includes terms that are clearly
onerous to the other party;

* the norms of current legislation, requirements
of national standards and other regulations are
deliberately violates;

 the information on which the decision to conclude
a transaction depends is deliberately hidden;

* the incompetence of the other party is used to its
detriment.

It is important to emphasise that, in order to
recognise someone’s actions as unfair, it must be
proved that they had the intention to cause harm to
another person. Additionally, the abuse of rights
should be sufficiently obvious, and the decision about
it should not be based on assumptions. For this reason,
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recognising actions as unfair is within the jurisdiction
of the court [Ryzhikh, 2020]. In the work of
M.G. Nazarov [Nazarov, 2022], it is emphasised
separately that the dual nature of good faith - formal
and moral - gives the court freedom to determine the
qualification of actions committed.

Signs of bona fide and unfair behaviour are shown
in the figure.

The complexity of checking the integrity of
potential and current counterparts is noted in
E.E. Bogdanova’s work [Bogdanova, 2016]. According
to the author, the complexity of the check is due to
the system of ideas about the moral behavior of
participants in civil legal relations that has developed
in society. In her study, Bogdanova concludes that
during the analysis of activities of counterparties, it
is necessary to evaluate their morality, in particular,
using the concepts of good and evil.

Fig. Signs of bona fide and unfair behaviour
of participants in relationships

Behaviour of a participant
in a relationship

Signs of bona fide behaviour
by a participant
in a relationship

Takes into account
the rights and legitimate
interests of the other party

Provides assistance

to the other party, including
helping it obtain information
necessary to perform work
and other obligations

Takes measures to prevent
events (risks) that may cause
harm to the other party

Source: compiled by the author.
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Signs of unfair behaviour
by a participant
in a relationship

The contract includes terms
that are clearly onerous
to the other party

Deliberately violates

the norms of current
legislation, the requirements
of national standards

and other regulatory acts

The information that

is concealed is essential

to the decision to conclude
a transaction

The other party uses
the incompetence
of the other to their detriment
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According to the requirements of the Federal Law
‘On the contract system in the sphere of procurement
of goods, works, services to meet state and municipal
needs’ No. 44-FZ (hereinafter - Law No. 44-FZ)',
good faith is one of the key qualities that influence
the decision to enter into a contract for purchasing
goods, works or services to meet state or municipal
needs. Specifically, a prospective contractor must
have successfully completed at least three projects
within three years preceding the date of submission of
an application.

Unfair conduct by one party to a relationship
can lead to serious compliance consequences.
For instance, current legislation provides for
the following means of protection against unfair
behaviour (estoppel):

* a counterparty who abuses their right may be
denied the protection of this right (Clause 2
of Article 10 of the Civil Code of the Russian
Federation).

* a transaction that was concluded in abuse of
rights can be declared invalid (Clause 5 of
Article 166 of the Civil Code of the Russian
Federation) [Chernyatkin, 2018]. If a statement
of invalidity of the transaction comes from a
dishonest counterparty, then such statement has
no legal force.

+ if a counterparty has abused its rights and caused
harm and material damage to another party, then
that party acquires the right to recover damages
(Clause 4 of Article 10 of the Civil Code of the
Russian Federation) [Filippova, Zharkenova,
2018];

» ifacounterparty who benefits from the occurrence
of a certain condition in the transaction acts in
bad faith to materialize that condition, it may
be recognised as having not occurred (Clause 3
of Article 157 of the Civil Code of the Russian
Federation).

» ifacontract is aimed at meeting state (municipal)
needs, then a person may be included in
the register of wunscrupulous contracting
organisations [Zhukov, 2021].

An example of unfair behaviour is the case No.
A60-46975/2016", in which an IT subject used
developments of a previously created IT product
that it was not the copyright holder for, and created
a derivative work based on it (Article 1270 of the
Civil Code of the Russian Federation). In order to
recognise the unfairness of this behavior, the court
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appointed an expert. The expert’s opinion stated that

the vast majority of functional blocks, connections,

and logical operations were identical in the original
and derivative works.

Another example of unfair behaviour by an IT
entity is case No. A40-202764/2018'. During the
trial, it was established that the IT company attempted
to unfairly appropriate exclusive rights to the results
of intellectual activity and copyright objects of its
former employees. In particular, the company took
steps to cancel the state registration certificate for
the computer program, issued by Rospatent. This
document stated that the former employees were
the authors and copyright holders of the product in
question.

In studying the problem of unfair behaviour
by participants in relationships, O.E. Zhulyeva
concludes that in order to mitigate these problems,
individuals should provide a ‘guarantee of good
faith’ or include additional clauses in the contract
[Zhulyeva, 2024]. According to Zhulyeva, these
contracts should contain information confirming
the official and tax status of participants in civil
transactions, the availability of resources to fulfil
obligations, as well as willingness to interact with
regulatory authorities.

According to the author, Zhulyeva’s position as set
out in his work requires clarification. In particular,
according to Federal Law No. 44-FZ, the legal and
tax status of procurement participants is a criterion for
their reliability, rather than good faith. As per GOST
27.002" reliability is an object’s ability to perform
specified functions within specified operational limits
over a given period of time. In economic relations
between entities, ‘reliability’ can be understood
as a characteristic of their financial and economic
activities system.

V.V. Koshurin, after analysing judicial practice,
concluded that the method for verifying the good
faith of a party is to analyse court decisions involving
it [Koshurin, 2024]. He argues that verification of
information about a counterparty should be carried out
by studying their title documents, and when analyzing
judicial practice, attention should be focused on the
motives and actions taken by the counterparty during
the dispute.

1% https://clck.ru/Nh6GG.
' https://clck.ru/3EbpVs.
2 https://clck.ru/3EbodH.

13 GOST 27.002-2015. Reliability in technology. Terms and definitions (2016). Moscow, Standartinform.
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2. Criteria of good faith

Based on the above, the author of this article
believes that the main criteria for the integrity of IT
entities should be:

1. Absence of intent to cause material damage
or other harm to interested parties. The presence of
such intent is characterised not only by the current
behaviour of the IT subject (inclusion of clearly
onerous conditions in the contract, deliberate
violation of the norms of current legislation, use
of the incompetence of the participants in the
transaction to their detriment, etc.), but also by
unfair actions that it has previously committed in
past transactions. It is logical to assume that one
way to check the intent to cause material damage
or other harm to interested parties is by checking
contracts for the presence of clearly onerous terms,
as well as analysing judicial practice and decisions
of supervisory bodies.

2. Availability of an effective and efficient risk
management system (hereinafter referred to as RMS).
According to current legislation, responsibility for
implementing preventive measures to mitigate risks
is assigned to the contractor (Chapter 37 and 39 of
the Civil Code of the Russian Federation). If the
contractor does not assess risks in advance before
concluding a contract and does not proactively
influence them, there is a high probability that
during the execution of the work, the parties to the
transaction will encounter events that negatively
affect the achievement of project goals, causing
material damage or other harm. Therefore, the
presence of RMS should be a legal criterion for
establishing the integrity of an IT company. It should
be noted that, according to the standard GOST R
ISO/TEC 33001'" effectiveness is defined as the
degree of implementation of preventive measures and
achievement of planned results. In accordance with
GOST ISO 9000"* efficiency should be understood
as the ratio between the achieved result and the
resources used.

A study conducted within the framework of the
research grant of the Russian Foundation for Basic
Research No. 16-36-00031 ‘mol_a’ in 495 IT entities
of the Tomsk region (OKVED class 62) made it
possible to establish that during the creation of IT
products, about 105 universal risks can materialize,
of which 5 are commercial, 45 are compliance risks
and 55 are project risks [Nikolaenko, Sidorov, 2023].
Universal risks are understood as probable events that
are relevant to IT projects (sprints, life cycle phases,
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contracts, etc.), regardless of their scale, complexity,
duration (short-term, medium-term, long-term), type
(software, mobile application, IS, etc.) or concept for
creating IT products (Waterfall, Agile) [Paladino et al.,
2009; Aven, 2012; Brandas et al., 2012; Lee, Baby,
2013; De Bakker et al., 2014; Mishra et al., 2014;
Beer et al., 2015; Luckmann, 2015].

Commercial risks are understood as any potential
threats that may prevent customers and other
interested parties from benefiting from the use of the
IT product. For example, unwanted derivative works,
piracy, and other risks. Despite their small share in
total risk (4.7%), one commercial risk could level out
all resources and efforts spent, causing catastrophic
damage to interested parties.

Compliance risks are understood as probable
events related to the violation of the norms of current
legislation, requirements of national standards
and codes of conduct. A characteristic feature of
compliance risks is legal consequences, expressed in
sanctions from regulatory and supervisory authorities,
industry associations, as well as individuals whose
rights and interests have been violated.

Project risks are risks that affect one project’s
objective or combination of objectives. These risks
typically materialize during the ‘Creation of an
IT Product’ phase of the IT project lifecycle due to
actions (or inactions) by the project manager, system
analyst, legal counsel, subcontractor, and other project
participants [Nikolaenko, 2025].

In light of the above, the following conclusions
can be made. If IT entities intend to ensure the
creation of high-quality IT products and reduce
the probability of undesirable consequences for
all parties involved in the relationship, they must
mitigate 105 risks. The preventive elimination of
these risks can serve as a quantitative and qualitative
indicator that these entities have effective and
efficient risk management systems in place. Since
their actions indicate good faith behaviour towards
preventing harm to interested parties, it may indicate
their trustworthiness.

Conclusion

Thus, it can be concluded that if business entities
intend to enter into contracts for the creation of IT
products, they need to carry out a due diligence
examination in order to ensure that there is no
intent to cause material damage or other harm to
stakeholders, and that there is an effective and
efficient risk management system (RMS). As noted

4 GOST R ISO/IEC 33001-2017. Information technology. Evaluation of the process. Concepts and terminology (2017). Moscow, Standartinform.
1S GOST ISO 9000-2011. Quality management systems. Basic provisions and vocabulary (2020). Moscow, Standartinform.
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earlier, compliance with these criteria increases the
chances of successfully concluding contracts with IT
entities who can ensure the creation of high-quality
products within IT projects without undesirable
consequences.

It is worth noting that the increase in the probability
of successful creation of IT products is based on the
mechanism of mitigating universal risks. The results
of the study show that if IT companies do not assess
these risks before entering into contracts and do not
proactively influence them, there is a high probability
that during the course of work they and the parties
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involved will encounter events that negatively affect
the achievement of project goals.

In further studies, it will be necessary to analyse
the mechanism for assessing the maturity of IT
entities, as it is the high level of maturity that shows
how well and effectively these entities take action to
prevent events (risks) that could harm stakeholders.
Based on this, it is necessary to examine in more
detail existing methods for determining the level of
maturity for entities engaged in computer software
development and consulting services in this field
(OKVED Class 62).
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