N

Crparernyeckie peweHns 1 puck-meHemxmenT / Strategic Decisions and Risk Management / &iBSRFEFMREIE, 2024, 15(2): 91-204

Management decision making in public administration information systems in South Africa: The role of the Auditor General of South Africa in improving effectiveness Latchu A., Singh S.
I'Ipwmmg[wpasﬂe_wecgwx PEWeHNY B MHKOPMAUNOHHbIX CUCTEMAX Qcyuggcmewor%npasneum 8 fOxHOI Adppuke: ponb reHepanbHoro ayauTopa fOxHoii Addpuky B NoBbILEHUY 3DEKTUBHOCT Jlauy 9., Currx LU
FEFARTBERRGNERAR | MIFRFITKERBIRTWIE

DOI: 10.17747/2618-947X-2024-2-164-175 ch BY 4.0

Management decision making

N public administration information systems

in South Africa: The role of the Auditor General
of South Africa in improving effectiveness

A. Latchu!
S. Singh'
! University of South Africa (UNISA) (Pretoria, South Africa)

Abstract

The Auditor General of South Africa (AGSA), a statutory body that evaluates public sector information systems, is the main corporate governance instrument in
the study. The different methods of corporate governance are explained in this article. The article examines the barriers to improving public sector information
systems. Our analysis will focus on the efficiency of information systems in the public sector, closely linked to South Africa’s National Development Plan 2030
and the Medium Term Strategic Framework, critical measures to achieve success. The study uses Atlas.ti 7 for qualitative textual analysis. This software analyses
textual data from the 2017-2021 AGSA reports.

This thematic study highlights the micro and macro challenges faced by South Africa’s public sector governance institutions. The problems stem from deficiencies
in the information system, changes in the leadership, and a lack of transparency and access to information. We also face smaller issues such as a lack of executive
accountability for their decisions, inadequate technology skills, ineffective project management, no disaster recovery procedures, declining IT governance and
delays in filling key IT positions.

The study suggests promoting a transformative mindset to raise awareness of the critical role of information technology in public sector management. It also
highlights the need to identify South African corporate governance practices that hinder information systems. The paper aims to improve the corporate governance
framework for information systems in order to maximise the efficiency of the public sector.
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AHHOTaLuMs

I'enepanbHsblit ayautop KOskHO#H AdpHKH — CTPYKTypa, KOTOpasi OLEHHBACT MH(OPMALIMOHHBIC CHCTEMBbI B TOCYAAPCTBEHHOM CEKTOPE H SIBISCTCS OCHOBHBIM
MHCTPYMEHTOM KOPIIOPATUBHOTO YIPABJICHHS, PACCMATPHUBACMBIM B HCCIICIOBAHHU. B cTaThe 0OBSCHSIOTCS Pa3IHYHbIC METOBI KOPIIOPATHBHOTO YIPABICHHS;
HCCIICIYIOTCS. OCHOBHBIC Gapbephl Ha ITyTH COBEPIICHCTBOBAHHS HH()OPMAIIMOHHBIX CHCTEM B TOCYJapCTBCHHOM CEKTOpE, TECHO CBs3aHHOM ¢ HalmoHanbHbIM
maHoM paszutus FOxHoit Adpuxu 10 2030 roa u cpeIHECPOYHON CTPATErHUECKOM MPOrpaMMOii, KOTOPBIE BaXKHBI JUIS TOCTHIKEHHUS ycnexa. B uccnenoBanun
ucnosb3yercs Atlas.ti 7 11 Ka4eCTBEHHOTO TEKCTOBOTO aHaIN3a. JTO MPOrpaMMHOE 00SCIIeYeHHE aHAIN3UPYET TEKCTOBBIE JTAaHHBIC U3 OTYETOB [ eHepanibHOro
ayautopa HOxnoi Adpuku 3a 2017-2021 rozsl. B cratbe ocBemaTcss MUKPO- U MAKpOIIPOOIEMbI, ¢ KOTOPBIM CTAIIKUBAIOTCS YUPEKICHHUS YIPABICHUS TOCY-
napcTBeHHbIM cekTopoM FOskHO# Adpukn. [TpoGieMbl BOSHUKAIOT W3-3a HEAOCTATKOB MH(OPMAIIMOHHOI CHCTEMbI, CMEHBI PYKOBOJCTBA, @ TAK)KE OTCYTCTBHUS
MPO3PAYHOCTH U A0CTyna K uHpopmarmu. KpoMe Toro, ecth MeHee cepbe3HbIe MPOOIEMBI, TaKHE KaK OTCYTCTBHC OTBETCTBEHHOCTH PYKOBOIHTENCHH 3a CBOM
PpCIICHNUS, HECOOTBETCTBYIOIINE TEXHOIOTHYECKUE HABBIKU, HEI(D(PEKTHBHOE YHPABICHHE MPOCKTAMH, OTCYTCTBUE PEIIAMEHTA aBapHITHOTO BOCCTaHOBIICHHMS,
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TTpUHATIE YNPABIIEHYECKYX PEleHINA B MHIDOPMALMOHHBIX CUCTEMAX rOCYAAPCTBEHHONO Yripasnetua 8 I0xHoA Adpuke: pons reHepanshoro ayanTopa HOxHol AQDpUkI B NOBBILEHN SAEKTYBHOCTI
EEASS S S0 i e s B
YXYALICHHE KOPIIOPATUBHOTO YIPABICHUS B 0011acTH MH(OPMAIIMOHHBIX TEXHOJIOTHI W HECBOCBPEMEHHOE 3aMelleHne KimoueBbix UT-nomkHocTeil. B uccrne-
JIOBAaHUHM MPEUIaraeTcs MPOIBUraTh HOBATOPCKOE MBIIUICHUE JUIS TTOBBIIICHUS OCBEIOMIICHHOCTH O PEIIAIONIeH poi HHPOPMAIIMOHHBIX TEXHOJIOTHIl B yIIpaB-
JICHUH TOCYAPCTBEHHBIM CEKTOPOM. Takke Moa4epKUBaeTCss HEOOXOAMMOCTD BBISBICHHS MPAKTUKH KOPIOPAaTUBHOTO yrpasineHus B IOxHoU Adpuke, KoTopas
MIPESATCTBYET Pa3BUTUIO MHPOPMALMOHHBIX cucTeM. OCHOBHAS LIEJTb — 3TO YIIYYIICHHE CTPYKTYPBI KOPIIOPATUBHOTO YIIPABICHUS HHPOPMAIMOHHBIMU CHCTEMa-
MH C LEJbI0 MaKCUMH3AIMHU 3P (HEKTUBHOCTH TOCYIapPCTBEHHOTO CEKTOPA.
KirroueBbie cj10Ba: nHOOPMAIMOHHBIC CUCTEMBI, YIIPABICHHE TOCYAapPCTBEHHBIM CEKTOPOM, ayTUTOPCKUE OTYETHI, KOpIIOpaTHBHOE yrpasinenue, I0xuas Appu-
Ka, CTPAaTernueCcKre PELICHHUs, yIpaBIeHHe pruckaMu, [ eHepanbhblii ayautop KOxuON AQpHKH, SKOHOMUYECKOE BIHSHHE.
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Introduction

The concept of ‘governance’, derived from the Latin word
‘gubernare’, meaning ‘to rule’ or ‘to steer’, is particularly
relevant in the field of corporate governance, which is concerned
with the management and oversight of corporations [Singh,
Singla, 2022]. Corporate governance has evolved due to the
need for accountability after business failures and the adoption
of rules by organisations such as the OECD [Otman, 2022].
Corporate governance techniques address issues such as
internal controls, board operations, disclosure, transparency, and
stakeholder trust [Kiranmai, Mishra, 2022]. This development is
a global phenomenon, affecting countries at different economic
stages [Gutterman, 2023]. Corporate governance establishes a
relationship between shareholders (principals) and management
(agents) in which managers are tasked with achieving the
organisation’s objectives. Conflicts arise due to divergent
interests between principals and agents, and governance systems
are needed to manage these issues [Lazarides, Drimpetas, 2008;
Lazarides et al., 2008; Papazafeiropoulou, Spanaki, 2016].
Research shows that high quality corporate governance reduces
conflicts between directors and management, who often have
superior information, leading to discrepancies in information
management [Lazarides, Drimpetas, 2008; Salim et al., 2022].

[Kay, Silberston, 1995] describes traditional corporate
governance as the accountability of managers to shareholders,
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a complex concept influenced by a number of factors. [Wild,
1994] emphasises the role of audit committees in enhancing
accountability. In both governmental and organisational contexts,
information systems (IS) are critical for efficiently managing the
collection, processing, and distribution of information, thereby
avoiding data saturation [Zvyagin, 2022]. [Gaines et al., 2012]
notes the evolution of IS from a support role to a strategic
partner, and [Almazéan et al., 2017] discusses the impact of IS
on organisational performance, both highlighting the role of
IS in gaining competitive advantage and improving outcomes.
Effective corporate governance ensures that IS provides
essential information to controlling shareholders, or citizens
in public institutions [Mehta, Chandani, 2020]. High quality
information frameworks are crucial for improving decision
making in governance [Agua, Correia, 2021]. Transparent and
reliable financial information is essential for governance and the
protection of shareholder interests, especially in public companies
where citizens are stakeholders. Timely and accurate information
prevents data misuse and breaches [Bushman, Smith, 2003;
Lazarides, Drimpetas, 2008; Fung, 2014; Chen et al., 2019].

In the area of overseeing individuals and their representative
groups, a comprehensive framework of established norms, rules,
legal statutes, and regulatory measures ensures the achievement
of corporate governance [Lazarides, Drimpetas, 2008;
Lazarides et al., 2008]. Although the implementation of robust
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corporate governance frameworks is costly, it significantly
enhances organisational functionality and performance by
ensuring efficient operation, stability and minimised principal-
agent conflicts in information systems (IS) [Lazarides,
Drimpetas, 2008; Ali, Green, 2012; Papazafeiropoulou, Spanaki,
2016]. Effective information systems (IS) performance is
defined by attributes such as regulation, interaction, information
distribution, adaptability, data retention, and cybersecurity
[Lazarides, Drimpetas, 2008; Chen et al., 2019]. Issues such as IT
downsizing, IT budget cuts, and misinformation can undermine
corporate governance [Ali, Green, 2012].

Effective IT governance, which includes top management
participation, regulatory compliance, and efficient communication
systems, is crucial for organisational success and preventing
project failures [Ali, Green, 2012; Asgarkhani et al., 2017]. A
well-designed IT governance framework is essential for achieving
long-term viability, aligning the strategic interests of executive
management with those of shareholders through established
structures and mechanisms [Achim, Borlea, 2014; Jarboui et al.,
2014; Locke, Duppati, 2014]. Corporate governance, shaped by
organisations such as the Institute of Directors in South Africa
(IODSA), provides the guidance and control necessary to
ensure that organisations achieve their set goals and objectives
[Gstraunthaler, 2010].

The performance of public sector organisations depends
on their adherence to strategic and national objectives under
government supervision. Theimplementation of strategic
management is crucial for improving the efficiency of the public
sector and achieving good governance [Locke, Duppati, 2014;
Vasyunina et al., 2022]. Effective corporate governance systems,
characterised by fairness, transparency, and value-enhancing
activities, contribute to the optimal allocation of resources and
improved business performance. These systems are critical to the
success of public sector enterprises [Mohamad, Muhamad Sori,
2011; Locke, Duppati, 2014; Yapa, 2014; Ali Asghar et al., 2021].

A robust corporate governance framework can deter fraud
and abuse of authority while enhancing public confidence in the
management of economic resources [Matei, Drumasu, 2014].
[Alnaser et al., 2014] asserts that effective corporate governance
in public companies increases investor confidence and positively
affects market performance. This concern is particularly important
in developing countries, where fraud and abuse of authority
tend to be more widespread [Ponduri et al., 2014]. To enhance
accountability in the public sector, corporate governance practices
have been adapted to better manage and steer organisations in
line with government objectives [Papazafeiropoulou, Spanaki,
2016]. Corporate governance emerged in response to widespread
embezzlement and financial misconduct in developed economies
such as the US and the UK [Ali, Green, 2012; Matei, Drumasu,
2015]. This need for governance has become a global concern,
affecting all stages of the economy [Gutterman, 2023]. Notable
incidents such as the Watergate scandal in the US in the 1970s,
involving the illegal use of funds for political purposes, and
abrupt corporate failures in the UK in the 1980s and 1990s,
highlighted the need for a clearer distinction between shareholder
and managerial powers [Matei, Drumasu, 2015]. The creation
of the Cadbury, Greenbury, Hampel, and Combined Codes
in the UK was a response to the separation of ownership and
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control in organisations, and these codes have played a crucial
role in shaping corporate governance standards both at home
and abroad [Walsh, Seward, 1990; MacNeil, Esser, 2022].
Corporate governance encompasses elements such as principal-
agent interactions, performance and accountability, regulatory
frameworks, and external audits. It sets out a structure of rules,
customs and processes that shape how a company is organised
and what it aims to achieve [Elamer et al., 2022].

Information systems (IS) facilitate the integration of
accounting, finance, human resources, supply chain management,
and production, improving data consolidation and the sharing of
critical information [Lee, Whang, 2000; Bernstein, Haas, 2008;
Carr, 2016; Chen et al., 2019; Fakhimuddin et al., 2021]. Studies
show that IS integration with corporate governance improves
information handling and overall performance [Ravichandran
et al., 2005; Gorla et al., 2010; Lipaj, Davidaviciené, 2013;
Almazan et al., 2017; Chen et al., 2019]. Effective IS planning
and senior management support are critical to improving
business performance [Raghunathan, King, 1988; Ragu-Nathan
et al., 2004].

Assesstments of public sector effectiveness in IS and
corporate governance reveal a complex relationship between
governance and performance [Coles et al., 2001; Larcker et al.,
2007]. Appropriate governance frameworks, including competent
audit committees and internal audit, are essential [Dzomira, 2020;
Oprea et al., 2023]. Effective IT governance is also critical to
public sector performance, addressing challenges and improving
governance standards [Ako-Nai, Singh, 2019; Chigudu, 2020;
Cuadrado-Ballesteros, 2020].

Information processing theories suggest that effective IS
should integrate business processes, provide comprehensive
and accurate information, and facilitate timely decision making,
directly impacting organisational operations [Habba et al., 2017;
Pereira, Sa, 2017; Ricciardi et al., 2018; Amin, 2019; Chen et al.,
2019; Quan, 2019; Stoilov, 2019; Susanto, Bong, 2019; Faticieva,
2020]. Effective IS reduces the cost of decision making and
improves the quality and timeliness of information [Chen et al.,
2019]. In the public sector, political decisions and conflicts can
affect management priorities, often leading to poor governance
[Chen et al., 2019].

In South Africa, corporate governance often fails to meet
the needs of the public, resulting in numerous investigations
and leadership changes [Masegare, Ngoepe, 2018]. Effective
governance should involve a multifaceted approach that includes
legal, political, and social dialogue, continuous evaluation, and
stakeholder engagement, as highlighted in the King Code and
Batho Pele guidelines [Masegare, Ngoepe, 2018]. Risk-based
systems of an audit mechanism can increase the effectiveness of
public administration sector entities in addressing sustainability
and strategic challenges more robustly [Masegare, Ngoepe,
2018].

In South Africa, the public administration and state-owned
entities operate under specific corporate governance systems and
frameworks to ensure fairness and impartiality in the discharge
of their responsibilities. Despite the challenges it faces, the public
sector plays an important role. It contributes around 10% of
global output and is an important economic consideration [Daiser
et al., 2017]. To address transparency issues and improve public
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sector governance, the South African government has introduced
several measures. These measures aim to improve accountability,
operational efficiency, and the alignment of public organisations
with national objectives:

1.CGICT Framework: South Africa’s Department of Public
Service and Administration (DPSA) has developed the CGICT
Framework, which provides guidelines for ICT governance
in government organisations. This framework aims to align
corporate ICT governance practices across state bodies and public
enterprises and supports the auditing activities of the Auditor
General of South Africa (AGSA) [Public service corporate..,
2012; Mawson, 2017].

2. Public Finance Management Act (PFMA): The PFMA
is critical to updating financial management practices and
ensuring transparency, accountability and collaboration in the
budgeting process in South Africa. It sets out criteria for financial
management at national and provincial levels to improve financial
accountability and openness [Madue, 2007; Siswana, 2007].

3.King IV Code: This code governs corporate governance
in South Africa, emphasising sustainability, corporate social
responsibility, and detailed reporting. Influenced by African
values such as Ubuntu, it adapts to changing socio-economic
and political conditions to promote connectivity and humanity
[Gstraunthaler, 2010; Dube, 2016].

4. ISO 38500 Standard: ISO 38500 outlines key principles
to guide the wise and effective use of information technology in
organisational contexts. This standard provides as a framework
for corporate governance of IT, ensuring that IT supports
and enhances the overall business objectives and strategy.
It is essential for IT governance in the South African public
sector, providing a framework for assessing IT governance and
suggesting improvements for inter-organisational IT systems
[Campbell et al., 2011; Public service corporate.., 2012].

5. COBIT 5 Framework: Designed to assess and manage the
governance of information systems and technology, COBIT 5
provides a systematic approach to the challenges of information
governance and management. It helps organisations achieve
their goals by balancing benefits, risks, and resource utilisation
[COBIT 5.., 2013; De Haes et al., 2013; Kozina, Sekovanic,
2015; Mora Aristega et al., 2017].

6. Auditor General of South Africa (AGSA): The AGSA
is an independent body responsible for auditing public sector
organisations to uphold constitutional democracy and good
governance. Mandated by Chapter 9 of the Constitution and the
Public Audit Act, the AGSA oversees the allocation of public
funds and enhances public confidence through audits that focus
on material irregularities. Enforceable corrective measures, such
as debt certificates, are issued for non-compliance to recover lost
funds [Hatchard, 2018]" .

The discussion of specific regulations and their impact on
corporate behaviour and results is often inadequate in many
publications. The public sector benefits from establishing
corporate governance in a number of ways, including reduced
costs, higher quality services, more flexible IT systems, greater
information security and more effective risk management.
[Oprea et al., 2023; Singh, 2023]. Values such as honesty,
transparency, and accountability in corporate governance
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help public institutions achieve their goals and meet public
needs [Yohana, 2022]. For all organisations, particularly in the
public sector, effective corporate governance is essential for
sustainable resource management and operational longevity,
and have a significant impact on performance [Latchu, Singh,
2022]. In the public sector, corporate governance principles can
significantly reduce fraud and financial distress. In addition,
the adoption of corporate governance adresses issues related to
the configuration of information systems, increases managerial
accountability, strengthens IT capabilities and promotes efficient
project and information management in the South African public
sector. Poor corporate governance can lead to an inefficient and
unresponsive economic infrastructure, ultimately hindering the
achievement of strategic government goals [Gichoya, 2005].
Effective IT governance is essential for aligning IT initiatives
with business objectives and includes strategies such as senior
management involvement, adherence to ethical practices, and
effective corporate communications [Ali, Green, 2012]. The
lack of strong corporate and IT governance in the South African
public sector poses a major obstacle to achieving the goals of
the National Development Plan 2030 (NDP) and the Medium-
Term Strategic Framework (MTSF) [Mathase et al., 2019]. These
frameworks are key components of South Africa’s development
strategy, aligning national priorities with global sustainable
development goals [Fourie, 2018]. The Sustainable Development
Goals (SDGs), comprising 17 interconnected targets, aim to
address critical global issues such as poverty, inequality, and
climate change. These goals are underpinned by the concept of
sustainable development, which balances meeting the demands
of the present with ensuring that future generations can meet their
own needs [Clark, Wu, 2016; Pedersen, 2018].

1. Literature review

The performance of information systems (IS) performance
is a key aspect of major government-led public sector reforms
aimed at improving the accessibility of public bodies, promoting
collaboration, openness, and the availability of information
[Trotta et al., 2011; Castelo, Gomes, 2023]. IS contribute to
transparency in public sector organisations by enabling resource
monitoring and facilitating optimal decision making [Trotta et al.,
2011; Yesimov, Bondarenko, 2018]. Despite this, information
systems (IS) operations are influenced by the pressures for process
standardisation within public administration [Trotta et al., 2011].
For change in the public sector to be successful, information
systems (IS) need to improve organisational performance to
achieve strategic goals and foster citizen engagement, thereby
reducing bureaucratic barriers to critical decision-making
[Trotta et al., 2011]. Challenges in IS procurement, such as
miscommunication between vendors and procurement agencies,
hinder the achievement of intended goals [Riihimiki, Pekkola,
2021]. While IS are essential to the ability of public sector
organisations to innovate and create value [Senyoetal.,2021], their
impact is more thoroughly documented in the commercial sector
than in the public sector of developing countries [Senyo et al.,
2021]. Reforms that exclude IS lead to misalignment
and failure to achieve objectives [Senyo et al., 2021].

! Integrated annual report 2020-2021 (2021). AGSA. www.groundup.org.za/topic/sassa/.
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There is a growing interest in using IS to improve and streamline
public sector service delivery [Kassen, 2022]. IS not only
collect, store, process, and deliver reliable information to
citizens and government agencies, but also offer flexibility in
managing and processing public sector information, subject
to accurate implementation and an appropriate performance
environment [Kassen, 2022]. Corporate governance in state-
owned organisations is a key driver of economic governance and
has a significant impact on public service accountability, business
performance, and operational efficiency [Mahadeo, Soobaroyen,
2012; Goel, 2015; Heo, 2018].

South Africa’s public sector faces significant challenges
related to IS security breaches. The uptake and application of
information systems in Africa’s public sectors, including South
Africa, is particularly limited [ Akande, Van Belle, 2013]. Notably,
South Africa has the highest rate of ransomware incidents and
business email breaches on the continent, revealing critical IS
weaknesses [Devanny, Buchan, 2024]. In the South African
public sector, examples of IS breaches include:

1. October 2019: Shadowy Hackers infiltrated Johannesburg’s
municipal website and billing system, demanding a ransom
of four bitcoins (about $ 30,000) to prevent the release of data
[Daniel et al., 2023].

2. May 2020: Unintentional changes to the UIF website led
to a data leak exposing personal information of UIF claimants; a
security researcher identified and reported problem, which was
subsequently resolved by the UIF [Pieterse, 2021].

3. September 2021: The Department of Justice and
Constitutional Development suffered a ransomware attack that
compromised its IT systems. The Information Regulator fined
the department ZAR 5 million ($ 279,000) for breaching POPIA,
issued through an infringement notice [Dugas, 2022].

Public sector organisations experienced significant downtime
due to information system failures attributed to corporate
governance weaknesses [Pieterse, 2021; Daniel et al., 2023].
However, there is limited literature addressing corporate
governance challenges specific to information systems (IS) and
their role in improving public sector effectiveness in the context
of reform [Kassen, 2022]. The purpose of this research was to
identify the primary operational barriers affecting information
systems (IS) in the South African public sector that operate within
a robust corporate governance framework, whether mandated
by law or established by regulation. The research question was,
‘What are the barriers to IS in the South African public sector
with a comprehensive corporate governance system in place?

2. Description of the research methodology

This document presents an auditor’s analysis of the barriers
to information systems (IS) in the South African public sector.
We approached the governance questions using a constructivist
philosophical framework, which emphasises the construction of
knowledge about the world through subjective understandings
informed by experiences and participants’ perspectives. The
research is based on a qualitative methodology that focuses
on understanding phenomena by examining real and historical
events in their actual contexts [Leedy, Ormrod, 2023]. We are
investigating the Auditor General of South Africa (AGSA) to

168

Latchu A., Singh S.
Jlauy 9., Currx L

obtain a thorough understanding of the challenges facing the
information systems (IS) function in the public sector. The study
focuses on the unique characteristics of the South African public
sector that contribute to understanding and identifying difficulties
that affect the functionality of information systems (IS) in this
context [Leedy, Ormrod, 2023]. Documentary data taken from
the AGSA’s annual integrated and general reports for the years
2016 to 2020 serve as the study’s unit of analysis. The AGSA
website provided the annual integrated and general reports.
Documents are essential tools that substantiate and illustrate how
individuals manifest and record their roles within society. They
serve as both a method and a medium through which societal and
organisational dynamics are understood and experienced [Flick,
2013]. The data relevant to the research inquiry is characterised
by its qualitative aspects.

In order to fully understand the obstacles faced by the
information systems (IS) function within the public sector, this
research adopts the Auditor General of South Africa (AGSA)
as a focal case study. The research focuses on the unique
characteristics of the South African public sector, which helps
to identify and understand the barriers to IS functionality in this
environment [Leedy, Ormrod, 2023]. The analysis focuses on
documentary data from the AGSA’s annual integrated and general
reports, which coverthe years 2016 to 2020 and are available on
the AGSA website. These documents act as evidence of how
entities articulate and document their social roles and actions,
and serve as a medium for capturing and experiencing social and
organisational behaviour [Flick, 2013]. The study is qualitative
in nature, using thematic analysis to uncover the corporate
governance challenges associated with information systems.
Thematic analysis involves organising the data into fundamental
themes that explain the core phenomena in the dataset [Flick,
2013]. This analysis is carried out using Atlas.ti 7 software.

3. Findings and discussion

A thorough examination of the annual and general reports for
the five years to 2020 has led to conclusions about the challenges
facing information systems (IS). This analysis involved distinct
codes and 60 quotations. Figure 1 provides a comprehensive
overview of these challenges as assessed by the Auditor General
of South Africa (AGSA).

Figure 1 provides a comprehensive picture of these challenges
as assessed by the Auditor General of South Africa (AGSA).

3.1. Macro issues affecting the functioning
of information systems (IS)

From a broader perspective, the effectiveness of information
systems within the public sector is significantly influenced by the
overarching framework of corporate governance, the variability
of economic conditions, changes in political leadership, and
the persistent deficit of trustworthy information available to the
public, which hampers accountability and transparency. Changes
in government leadership complicate the implementation and
resolution of issues highlighted in audit findings. In addition,
economic downturns continue to challenge the operational
efficiency of information systems, as reported by the Auditor
General of South Africa (AGSA):
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e The year 2017-2018 was characterised by a
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Fig. 1. Challenges in functioning of IS
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Micro-level barriers to the effective operation of
information systems in public sector organisations,
such as inadequate IT security measures, limited
technological capabilities, lack of leadership
accountability, project management deficiencies,
ineffective information handling, inadequate disaster
recovery plans, gaps in IT governance, and delays
in hiring IT staff , represent critical organisational
management challenges. Inadequate IT controls,
combined with the absence of strong and effective
safeguards, ultimately hamper the functioning of these
systems. The AGSA highlights these issues as follows:

* The continuing shortage of IT security expertise,
coupled with inadequate funding, remains a
major concern.

* The public sector has been hampered by
inadequate funding for defence measures and outdated IT
systems.

* Despite significant government investment in advanced
technology to streamline operations, the data generated by
these systems is unreliable, creating opportunities for fraud
and misuse.

* Government agencies have had their systems compromised
by hackers, resulting in the inability to provide essential
services. In some cases, hackers have demanded ransoms
to restore systems.

» Inadequate support from service providers for outdated
systems meant that necessary security updates could not be
applied, resulting in significant IT security vulnerabilities.

Furthermore, in addition to the deficiencies in IT controls,
there is a significant gap in the controls needed to maintain and
improve the functionality of the information system. The AGSA
highlighted significant observations as follows:

* Government organisations are concerned about the

IT environment, as they struggle to establish effective
security and user control policies. The implementation of
automated control systems that maintain organisational
continuity should be prioritised.

* The IT security has not changed because management has
been unable to recruit IT professionals with the essential
skills required to maintain the current IT infrastructure.

Online www.jsdrm.ru

[ Poor project management

is assoviated wif
is associ:

(dwith

is assoq

5 Delay i filling critical IT vacancies

fo1 capability

T )
i
/

(25 Unnecessary IS expenditure
% Regression in IT governance s assodatsd ¥

isassocigted with

¥ No automated performance
information systems

& Inaccurate perfomance reports

& Poor reporting systems

Source: compiled by the authors.

» Inadequate controls for secure information processing
have led to a significant decline in the effectiveness of IT
governance.

* Control concerns remained prevalent, particularly in
the areas of security and user control, due to the limited
capabilities of the systems.

* Those responsible for IT management and compliance,
including the implementation of governance systems, are
often reluctant to monitor and address existing weaknesses
in IT control mechanisms.

* There is a lack of assurance that IT service providers are
meeting agreed performance standards due to inadequate
monitoring of contracts.In the public sector, managers
have often focused on symptom management rather than
improving the efficiency and effectiveness of information
systems.

* Inadequate funding hinders the procurement of modern IT
infrastructure and improved internet connectivity.

Inadequate recovery processes within public sector entities

have been shown to have a negative impact on revenue collection
and service delivery. The Auditor General of South Africa
(AGSA) highlights deficiencies in information technology (IT)
capabilities as evidenced by slow and unresponsive systems,
poor reporting systems, erroneous performance reports, and the
absence of an automated performance information system. These
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IT deficiencies affect the operational efficiency of information
systems, according to the AGSA:

* The oversight of public sector organisations was
considered insufficient to adequately address the IT control
weaknesses identified in the audit findings.

e The lack of attention paid by leaders to holding public
sector management accountable and addressing the
underlying causes of information system inefficiency leads
to an increase in the intensity of slow response..

Public bodies in South Africa’s provinces encountered
deficiencies in their reporting systems, as highlighted in the
following perspective:

e There is a lack of guidance at national level to address the
difficulties associated with reporting systems. Effective
reporting systems help public organisations to allocate
resources efficiently throughout the planning and budgeting
process.

The lack of control mechanisms has a direct impact on
the quality of information generated for decision making. The
Auditor General of South Africa (AGSA) has attributed this
problem to both accounting staff and IT:

e The lack of effective accountability in monitoring and
evaluation units, together with the instability of information
systems, makes it difficult to obtain reliable data, which
is essential for enabling well-informed and high-quality
decision-making in public sector bodies.

The extensive reliance on manual processes was a significant
challenge for many public sector organisations, hindering the
rapid implementation of critical decisions. The AGSA found that:

e In the absence of advanced automated tracking tools,
public sector organisations have relied on Microsoft Excel,
which is vulnerable to potential manipulation. Evaluating
the delivery of services to citizens in the public sector
is critical, so monitoring performance is essential. As a
result, the spread of inaccurate data weakens governments’
efforts to meet their commitments to citizens.

Ensuring the accuracy and availability of recorded data is
essential for accurate reporting. Despite the ambitious goals
and priorities set out in the Strategic Plan, the lack of adequate
information systems posed a significant challenge to their
effective implementation. This shortfall reflects a wider issue of
poor leadership, which has hindered the successful delivery of
strategic information systems objectives. Inadequate management
accountability is evidenced by cases of irregular expenditure,
lack of accountability, wasteful expenditure on information
systems and fraudulent activities. Irregular spending and lack
of accountability have a negative impact on the performance of
information systems. The following observations have been made:

* Weak accountability within governance structures has
severely hampered service delivery in vital areas such as
essential infrastructure, education, and public health.

* Public officials and managers were found to have been
involved in the decision-making processes that led to
expenditure that deviated from standard norms, such as
irregular expenditure. They were unwilling to address
these issues and instead chose to write off the expenses.

Inefficient allocation of resources, as evidenced by wasteful
expenditure on information systems, hampers the functioning of
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the IS. This disclosure was made by the Auditor General of South
Africa (AGSA), who made the following observation:

* The inefficient use of IT resources within public sector
organisations is demonstrated by the procurement of non-
essential software.

The AGSA has reported fraud trends in supply chain contracts

that have impacted on the functionality of the IS:

e A review of of 259 audit findings in the public sector
revealed investigations into contracts with fraud risks,
research into fraud detection methods and assessments of
high-risk contractual in the supply chain.

The main obstacle facing information systems (IS), due
to poor project management, is manifested in delays in IS
deployment and integration. This concern was underlined by
the AGSA, which highlighted specific project management
challenges:

* Sub-optimal implementation of information technology
(IT) initiatives has resulted in the inefficient allocation
of resources to avoidable expenditure. In addition, the
systems supporting IT initiatives do not meet the expected
standards.

Inadequate information management was associated with
failure to secure information, lack of timely communication
and manual recording of information. The inability to secure
information was expressed as follows:

e Public sector organisations sometimes face delays in
providing valuable data for compliance and governance
due to a lack of readily available information.

* There is a lack of accountability on the part of public
sector leaders, who have been seen pressuring the AGSA
(Auditor General of South Africa) to withhold providing
substantive evidence.

* The review indentified deficiencies in information security
protocols were discerned. Decisions based on information
are crucial and require reliability, credibility and high
standards of information integrity. In addition, information
security is essential to prevent vulnerabilities and reduce
the risk of unauthorised manipulation.

The delay in correspondence was attributed to shortcomings
such as unfinished preparatory documents, inadequate
documentation, particularly in the context of meetings,
delayed correspondence and the late addition of supplementary
documentation close to the end of the audit.

The performance of information systems (IS) has been
hampered by the manual processing of information in the
following ways:

e Manually entered data has the potential to contain errors,
making it diffficult to use for decision making. In addition,
the reliance on handwritten information is a significant
barrier to planning and monitoring business activities.

The lack of sufficient and effective disaster recovery measures
challenges the effectiveness of information systems by putting
pressure on their efficiency. This pressure manifests itself in the
following ways:

* More than 60% of inspected public sector organisations
surveyed lacked a recovery strategy to ensure business
continuity in the event of technology disruption, leaving
them vulnerable to disaster.
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* The lack of attention to risk management in the IT
environment has rendered current procedures ineffective.

* A common disaster that disrupts the functioning of IS is
the breakdown of the recovery link and systems, resulting
in the unavailability of services and adversely affecting
public sector activities.

The regression of information technology governance is a
major concern that contributes to the ineffectiveness of public
sector information systems, a sentiment echoed by the AGSA:

» IT governance was identified as a significant challenge
in the administration of government bodies, requiring
attention and focus. In several cases, the establishment of
governance mechanisms was completely absent.

* The lack of monitoring of IT investments has hampered
the ability to determine the return on investment achieved
by IT-informed expenditure.

e IT committees lack the necessary tools to adequately
surveil their performance against strategic objectives and
mandates.

» The achievement of strategic objectives faces significant
challenges,both in the immediate and longer term,
exacerbated by deficiencies in the existing IT infrastructure
that inhibit conditions conducive to the growth of the
public sector.

Progress in implementing IT controls has been hampered by
delays in filling IT posts. The position is articulated in the
subsequent AGSA opinions:

» Key IT personnel were not recruited, resulting in a failure
to effectively monitor IT controls and address audit-related
issues.

* The decision to stop recruiting IT staff meant that key areas
of information systems were neglected for long periods,
exacerbating IT control issues

* The field of information technology (IT) is constantly
changing, and it has been found that the existing
management skills are not able to keep up with the
emerging issues. As a result, IT problems have remained
unresolved.
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4. Conclusion and recommendations

An efficient information system has the capacity to streamline
key decision-making processes in the public administration,
government operations and for the citizens. The results of the
study reveal several areas for improvement in the public sector’s
use of information systems. Challenges have been identified,
including limited public access to reliable information, inadequate
information technology security safeguards, ineffective
leadership, inadequate in disaster recovery infrastructure,
understaffing of critical personnel, and deficiencies in IT
governance have been identified. The findings of this research
have multiple implications for individuals, government agencies,
and public sector stakeholders. While it may be impracticle to to
fully address the inherent constraints that hinder the effectiveness
information systems (IS) in the public sector, stakeholders
express significant concerns that require a thorough examination
of these barriers:

* How can information systems (IS) be used to provide
accurate and timely information for critical decision
making?

*  What methods can be used to improve the effectiveness of
IT cybersecurity protocols in mitigating security breaches?

* How might one assess the effectiveness of leadership in
ensuring the smooth operation of information systems
IS)?

* What strategies can be implemented to improve the
information systems governance process?

A significant limitation of this research is that it focuses
exclusively on the AGSA’s view of the challenges affecting
the operational effectiveness of information systems (IS)
in the public sector, neglecting the input of auditees. There
is a noticeable lack of academic discourse on corporate
governance issues relating to the functionality and
effectiveness of information systems within South African
governmendepartments. The report advocates for further
research to gain a deeper understanding of the auditees,
particularly public sector IT management, who have ultimate
accountability and oversight responsibilities in the audited areas.
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