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Abstract

The article discusses issues of ensuring economic security as one of the most important qualitative characteristics of logistics
systems, which determines the ability to ensure the established parameters of material flows in the process of goods distribution when
implementing digital systems and technologies. Contemporary risks and threats characteristic of the development of digital transport
and logistics ecosystems are analysed. The key factors for ensuring economic security and their importance in logistics are examined
from the point of view of ensuring operational control over compliance with established key indicators of product distribution. An
interpretation of the concept of ‘economic security’ is given from the point of view of protecting a business entity from external and
internal threats in order to increase the level of competitiveness and sustainability of business in the market. The issues of ensuring
the parameters of goods distribution within the established thresholds are addressed in order to achieve the optimal functioning of the
goods distribution system and to ensure the economic activity of the enterprise with all the necessary resources. Logistics systems
are studied for the effective organisation and management of material flows, aimed at ensuring the reliability of operations and the
implementation of the strategy of economic entities. The need to use modern digital technologies to increase the level of economic
security in logistics systems and to ensure the transparency, controllability and traceability of material flows in the field of goods
distribution has been demonstrated. At the same time, the very fact of digitising cargo delivery processes is considered from the
perspective of the ecosystem paradigm and the platform concept. The patterns of transformation of traditional logistics operators
into providers of digital logistics services are substantiated. A model of a cyber-physical ecosystem in logistics has been developed,
enabling end-to-end management of business processes and data exchange in the distribution of goods.
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Introduction

At present, one of the key quality features of modern
transport and logistics systems is economic security, which
provides control over compliance with the established pa-
rameters of material and related flows in the process of
goods movement, as well as sufficient supply of enterprises
with all types of resources for their economic activities.

In this case, economic security not only ensures the
protection of economic entities from internal and external
threats, but also stimulates the sustainable and stable func-
tioning of entities in the context of effective counteraction to
the negative impact of environmental conditions.

In this context, logistics as a science and a sphere of prac-
tical activity is aimed at the implementation of strategies of
economic entities, maintaining the efficiency of their work
and is connected with the optimisation of organisational and
managerial efforts to promote material flows. It is obvious
that in this case the absence of a well-established and effec-
tive system of economic security in the enterprise will lead
to the failure of the implementation of its strategy and the
risk of losing competitive advantages in the market.

In addition, the high stability and functionality of modern
mechanisms for the movement of goods, including in inter-
national traffic, make it possible to increase the efficiency
of all entities involved in the integrated logistics system and
to optimise business processes for the delivery of goods to
end users.

The purpose of this study is to substantiate the use of a
methodology to ensure economic and information security in
the implementation of modern digital ecosystem solutions in
logistics, in the context of increasing cybersecurity threats.

1. Theoretical review

The use of digital technologies in logistics systems is now
an objective and established reality. However, despite all the
advantages of digitalisation, which make it possible to speed
up the execution of logistics operations and track them on-
line, digital ecosystems can be exposed to a fairly high level
of external and internal threats, primarily related to the vul-
nerability of the information infrastructure of economic enti-
ties. Since logistics as a practical sphere of activity is closely
related to the sphere of material production and delivery of
products to end consumers, its sustainable functioning, in-
cluding the use of modern information technologies, is one of
the key factors of the state’s economic security and the key
to maintaining a high level of well-being of the population.

Quite a lot of scientific research is devoted to the prob-
lems of implementing digital technologies and ensuring eco-
nomic security in the field of logistics and supply chain man-
agement. The authors of the work [Plotnikov et al., 2023]
focus on the emergence of a wide range of new threats that
give rise to the possibility of weakening national and eco-
nomic security caused by turbulence and instability of the
global economy, which leads to the need to strengthen the in-
dustrial potential and accelerate technological development
of our country.

In the article [Malyukov et al., 2023], the authors char-
acterise the sustainability of economic systems from the
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perspective of strategic content using a balanced scorecard
system, which allows for the synchronicity of managing
the overall efficiency of the enterprise, risks arising in the
course of work, and the implementation of the economic se-
curity agenda of business systems when they operate in a
wide range of modern threats and challenges.

The study [Trachuk, Linder, 2023] is devoted to the
impact of digital platforms on the performance indicators
of industrial enterprises in the context of creating and de-
veloping unique competitive advantages and increasing the
efficiency of primary and auxiliary processes in the field
of real production in order to find sources of internation-
alisation and enter new markets in the context of negative
network effects.

The work [Nosov, 2019] substantiates the strategic role
of logistics in ensuring the economic security of the coun-
try, and the effectiveness of logistics activities is defined
as the basis of the economy of any state. At the same time,
the methodology of logistics should be closely related to the
basic tasks that ensure the comprehensive modernisation of
the industrial production and technological base to neutralise
external and internal threats in the economy, including in the
transport and logistics sector.

2. Research material and methods

In today’s conditions, the use of digital innovations and
modern information technologies in the field of goods trans-
port, ensuring online transparency and controllability of all
types of flows, including material, information and financial,
contributes to increasing the level of economic security in
the field of transport and logistics services.

The generally accepted methods used in logistics for a
long time assumed that economic benefits were only gen-
erated by the functioning of the company itself, its supply
chain and its immediate business environment. Now and in
the foreseeable future, we will see the dominance of the dig-
ital paradigm in the provision of transport and logistics ser-
vices, based on the application of the platform concept and
the creation of the necessary conditions for the formation of
mature ecosystems that integrate a large number of partici-
pating entities and jointly generate high indicators of added
value. At the same time, a highly secure and sustainable dig-
ital logistics information infrastructure should become a key
prerequisite for implementing the new methodology.

The author’s view in the publication [Bag et al., 2020]
follows these trends and aims to analyse the structural and
transformational processes that ensure the development of
network telecommunications convergence and the expansion
of information and analytical spatial interaction at various
levels, including regional, state and global.

The advantages of implementing and integrating digital
platform solutions in the transport logistics of a single coun-
try, as well as digital integrated platforms with global cover-
age, achieved by overcoming time and space gaps and bar-
riers in the interaction of subjects of transport and logistics
processes, are noted. In this context, a number of scientific
studies, such as ‘The State as a Platform’, carried out by the

Online www.jsdrm.ru



Strategic Decisions and Risk Management / ik B§ R A XL ETE, 2024, 15(1): 1-90

Dmitriev A.V.

Economic security of digital eco%yﬁstem solutions in logistics

MRS FESRGRRERNER RS
Fig. 1. Economic security factors in logistics
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Source: [Dmitriev, 2012].
Centre for Strategic Studies, consider Fig. 2. Model of a cyber-physical ecosystem in logistics
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In their generality, digital tools form a model of a cy-
ber-physical ecosystem in logistics (Figure 2), allowing the
creation of a set of integrated interactions in the ‘consum-
er-supplier’ systems in the functional logistics circuit to co-
ordinate end-to-end business processes of goods movement
and data exchange on deliveries, based on big data analytics

Source: [Dmitriev, 2018].

on the characteristics of goods and information on the cargo
owners to make informed and rapid decisions online'.

However, it should be recognised that the process of dig-
ital transformation in general is characterised by a number of
serious risks and threats, in particular the risk of data privacy
breaches, the use of malicious software and imperfect regu-
latory frameworks.

! Logistics and Supply Chain Management: Textbook for Universities (2019). Edited by V.V. Shcherbakov. M., Yurait.
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Table 1
Volumetric structural and market indicators by type and category of digital privacy tools

Digital data protection tools

Computer network security

User data protection

Automated workstation security tools
Infrastructure security

Application package and application protection

Protecting user accounts

Market share Market share Growth rate
(%) (billion roubles) (%)
45 61 20
15 20 13
13 18 17
12 17 32
8 11 34
7 9 10

Source: Forecast of the development of the cybersecurity market in Russia The Russian Federation for 2022-2026 (2022). https://www.
csr.ru/ru/research/prognoz-razvitiya-rynka-resheniy-dlya-informatsionnoy-bezopasnosti-v-rossiyskoy-federatsii-v-2022-2026-godakh/.

3. Research findings and their discussion

As mentioned above, one of the forms of implementing
business processes that has recently become quite wide-
spread in logistics is a digital ecosystem organisation based
on the platform concept of managing the movement of goods.
This concept is a driver for the transformation of the meth-
ods of providing digital logistics services to consumers and
allows for a significant increase in the level of competitive-
ness of companies in the market compared to the traditional
approach to the activities of logistics operators.

Logistics and Supply Chain Management: Textbook for
Universities (2019). Edited by V.V. Shcherbakov. M., Yurait.

Since the provision of logistics services in digital form
and the development of cyber-physical systems directly de-
pend on the level of security of the digital infrastructure of
goods distribution, in this context it is advisable to dwell
on the analysis and assessment of the cybersecurity market
based on the results of 2021, published in 2022 by the Centre
for Strategic Research Foundation. (CSR)%.

First of all, let’s consider the structural indicators for
market share volumes for 2021 by categories of information
security tools (Table 1). The average annual growth rate of
the cybersecurity market in Russia at the end of 2021 is esti-
mated at more than 17%.

This value exceeds the growth of global cybersecurity
market indicators, which, although historically quite high
due to the industrially developed countries of Western Eu-
rope and North America, are currently growing at a lower
rate (on average about 11% per year) due to the maturity and
saturation that has developed in recent years. At the same
time, according to CSR forecasts, the Russian cybersecurity
market could reach RUB 446 billion by 2026 (Figure 3).

The above results of the study by the Centre for Strategic
Research ‘Forecast of the Development of the Information
Security Solutions Market in the Russian Federation in 2022-

2026’ are also interesting because recently the Russian cy-
bersecurity market has been significantly affected by chang-
es in the geopolitical situation. This led to a mass exodus of
Western developers and vendors of integrated solutions and
information security tools from Russia in the first quarter of
2022, predicting a significant restructuring of market shares
in the next five years [Bashirzade, 2022].

According to the estimates of the analytical agency CSR,
from 2023 to 2027 the volume indicators of the Russian cy-
bersecurity market should grow by at least 2.5 times. At the
same time, from 2023, almost the entire budget of customers
for information security tools in the B2G and B2B sectors
will be spent on products from Russian suppliers, which will
allow this part of the market to grow from 113 billion roubles
in 2021 to 446 billion roubles in 2026.

The cybersecurity market is also significantly influenced
by the active position of regulators and government bodies
regarding the need for import substitution (ensuring techno-
logical independence) of technical solutions related to ensur-
ing the secure operation of critical information infrastructure
facilities®.

Transport logistics, on the other hand, is subject to the
negative impact of a whole range of risks and threats result-
ing from the introduction of modern digital tools (Table 2).

According to statistics, the total number of cyber-attacks
on Russia has increased by 65% since the beginning of 2023.
The number of cyber-attacks on Russian services has increased
15 times. About 25,000 cyber-attacks on state digital resourc-
es were neutralised. About 1,200 cyber-attacks were directed
at critical infrastructure facilities (energy, water, environmen-
tal monitoring, transport and other key systems that ensure the
life of the population) [Dmitriev, Shcherbakov, 2023].

In maritime transport, the traditional systems used for
safety and reporting of accidents and disasters have been re-
placed by fully digital local networks based on the use of

2 The number of cyber attacks on Russian information systems has increased by 65% (2023). https://www.vedomosti.ru/technology/news/2023/03/03/965181-chislo-kiberatak.
® Forecast of the development of the cybersecurity market in the Russian Federation for 2022-2026 (2022). https://www.csr.ru/ru/research/prognoz-razvitiya-rynka-resheniy-dlya-

informatsionnoy-bezopasnosti-v-rossiyskoy-federatsii-v-2022-2026-godakh/.
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Fig. 3. Dynamics and volume forecast of the cybersecurity market in Russia
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Source: Forecast of the development of the cybersecurity market in the Russian Federation for 2022-2026 (2022). https://www.csr.ru/ru/re-
search/prognoz-razvitiya-rynka-resheniy-dlya-informatsionnoy-bezopasnosti-v-rossiyskoy-federatsii-v-2022—-2026-godakh/.

cloud technologies, in particular software that controls elec-
tronic navigation. These networks have become a tempting
target for hackers because they are designed to continuously
collect, integrate and analyse on-board information to track
a vessel’s location, cargo data, technical issues and a range
of navigational issues in different parts of the world’s oceans
and coastal waters. Rail transport is facing a similar situ-
ation. Traditional wired train control systems, which were
limited in their ability to share information with the outside

world, are being replaced by wireless standards that ensure
the operability of wide networks linking freight and passen-
ger trains to the station attendant’s control room. And this
can also be an attractive target for cyber attacks.

In order to neutralise the above risks and threats, it is
necessary to increasingly implement digital ecosystems in
transport logistics, whose infrastructure will include a set of
modern information systems and technologies that have po-
tential benefits for the economy and society, and also allow

Table 2
Threats to the introduction of digital tools in transport logistics

Artificial intelligence Risks of a distributed
and robotics risks ledger system

Risks of Big Data

® Breach of data privacy

Risks

of the Industrial
Internet

® Suboptimal system e Malware injection,
for collecting and storing device control
big data interception, device

destruction and theft
e Partial or complete loss
of data due to processing °
errors

Software vulnerability

e DDoS attacks on a computer
® Big data processing does system
not produce results
for analysts e System, network
and device failure due
to power outages
and other man-made

and natural factors

e Unwillingness to change
on the part of staff
and management

Source: [Dmitriev, 2018].
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BBlockage and loss
of funds due to code
vulnerability or smart
contract looping

Lack of machine capacity o
to solve problems

Displacement of labour
by artificial intelligence

® [oss of personal data
Errors in the training

of artificial intelligence e Attacks on transaction
and the implementation sending and receiving
of robotics nodes

Vulnerability of robotics ® Gain control through
(programming, dominant computing
calibration, controllers) power

Most people prefer ® [ack of regulation

human interaction
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Table 3
Advanced digital information technologies in transport and logistics service ecosystems

Work actively Supposed to be implemented

® Development of internet sales ¢ Customising production
for specific orders

(e-commerce)

® Omni-channel (working with e Customer behaviour analysis

customers through all possible
channels)

and forecasting

* Digital design and modelling

e Mobile access to business
information systems

Source: [Chernysheva et al., 2021].

for a significant increase in the efficiency of business pro-
cesses in transport logistics (Table 3).

The digital information technologies from Table 3 used
in transport logistics ecosystems provide access to a number
of control and monitoring indicators:

— Reporting of abnormal events;

— Monitoring the temperature of perishable goods;

— Ensuring the operation of sensors and detectors;

— determining travel time, possible delays, duration of

stops and date of arrival at destination;

— Determining the location of transport, navigation and

routing;

— calculating the time of loading and unloading opera-

tions [Shabaeva, Shabaev, 2023].

Conclusion
Therefore, in order to eliminate the problematic issues
related to the security of ecosystem solutions in logistics and
supply chain management, it is necessary to use digital in-
formation services that have the following advantages [Dmi-
triev, Shcherbakov, 2023]:
improving the efficiency of logistics business process-
es related to the movement and delivery of shipments;
— meeting the urgency requirements of current shipments
and integrated planning of subsequent shipments;
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e Using blockchain technology
to protect information
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